CHAPTER2;

SPAN RSPAN

Catalyst 3560 Switched Port Analyzer SPAN;
Remote SPAN RSPAN; SPAN
N
e SPAN RSPAN p.27-2
e SPAN RSPAN p.27-10
e SPAN RSPAN p.27-25

Catalyst 3560
| oL-8553-02-J .m



27 SPAN RSPAN |
H SPAN RSPAN
VLAN SPAN RSPAN
SPAN VLAN
SPAN
VLAN SPAN
SPAN RSPAN
SPAN VLAN
VLAN
VLAN VLAN
VLAN
VLAN
SPAN RSPAN
Cisco Intrusion Detection System IDS;
IDS TCP
TCP
. SPAN p.27-2
¢ RSPAN p.27-3
e SPAN RSPAN p.27-4
e SPAN RSPAN p.27-8
SPAN
SPAN 1 SPAN
VLAN SPAN
VLAN 1 1
VLAN 27-1
5 10
10 5
5
27-1 SPAN
’ 7 W R—K10TES—YriEht=
123456 789101112 sk k5D RSTq s
6 7
5 8 11
4 9 12
3 10
2 A—
! I
2y RT—=H TFI4Y 3
Catalyst 3560
m. OL-8553-02-J |



| 27 SPAN RSPAN
SPAN RSPAN | |
RSPAN
RSPAN VLAN
27-2 A
B RSPAN
RSPAN VLAN RSPAN VLAN
RSPAN VLAN RSPAN RSPAN
VLAN RSPAN VLAN RSPAN VLAN
RSPAN RSPAN
VLAN C
27-2 RSPAN
RSPAN
EEAR— bk
24 v F C RSP'?‘N 5?55
e
FfER A v FIE
RSPAN VLAN #H%/R— kLT
WETNIERY £FH A,
RSPAN
VLAN
AALYFA AA4YFB
g7 RSPAN - —— .
EETT EETT
tyvarvA vyl arB
RSPAN RSPAN g
EETAR— K EETR— b+ ]
Catalyst 3560
| oL-8553-02-J .m



27 SPAN RSPAN |
Hl SPAN RSPAN
SPAN RSPAN
SPAN RSPAN
SPAN
SPAN 1
1 VLAN 1
SPAN VLAN
SPAN
SPAN
SPAN
RSPAN 1 RSPAN 1 RSPAN VLAN 1
RSPAN RSPAN RSPAN
RSPAN
VLAN RSPAN VLAN
RSPAN VLAN SPAN
RSPAN RSPAN VLAN
RSPAN VLAN RSPAN
RSPAN SPAN
RSPAN SPAN RSPAN VLAN ID
RSPAN RSPAN VLAN VLAN
RSPAN 2
RSPAN VLAN
RSPAN VLAN
RSPAN
RSPAN RSPAN VLAN
RSPAN VLAN [p.27-8]
SPAN
. VLAN VLAN
. 2 SPAN RSPAN
SPAN RSPAN
66 RSPAN
o 1 SPAN
64
. SPAN VLAN SPAN RSPAN
2
SPAN
* SPAN 10 Mbps
100 Mbps SPAN
e RSPAN 2 1
1
VLAN
Catalyst 3560
m. OL-8553-02-J |



| 27 SPAN RSPAN
SPAN RSPAN ||
. SPAN
1 VLAN
SPAN
] SPAN  RSPAN
RSPAN RSPAN
RSPAN VLAN
RSPAN RSPAN
SPAN
e RX SPAN — SPAN VLAN
SPAN
Differentiated Services Code Point DSCP Quality of Service QoS;
SPAN
IP Access Control List ACL;
QoS VLAN ACL QoS
e TX SPAN — SPAN
SPAN
Time to Live [TTL] MAC
QoS
SPAN
IP ACL QoS
. — SPAN
VLAN
SPAN
SPAN  Cisco Discovery Protocol CDP  VLAN Trunking Protocol VTP;VLAN
Dynamic Trunking Protocol DTP  Spanning-Tree Protocol STP;
Port Aggregation Protocol PAgP Bridge Protocol Data Unit BPDU;
2
encapsulation replicate
. ISL IEEE
802.1Q
e BPDU 2
SPAN
ISL IEEE 802.1Q
SPAN
. SPAN
Catalyst 3560
[ oL-8553-02-J .m



27 SPAN RSPAN |

H SPAN RSPAN

i SPAN

i SPAN

SPAN SPAN
A RX B TX RX TX SPAN
A B

1 SPAN RSPAN
VLAN

VLAN VLAN
VLAN 2
RSPAN VLAN

. SPAN

. EtherChannel

EtherChannel EtherChannel

. VLAN

o VLAN VLAN

VLAN

VLAN SPAN VSPAN 1 VLAN
VSPAN SPAN RSPAN VLAN ID
VLAN

VSPAN

. VLAN

o VLAN

. VLAN
o VLAN VLAN

VLAN VLAN
. VLAN

Catalyst 3560
m. OL-8553-02-J |




| 27 SPAN RSPAN

SPAN RSPAN
VLAN
VLAN VLAN
SPAN VLAN
e VLAN VLAN
e VLAN VLAN
e VLAN VLAN
VLAN
. SPAN VLAN
VLAN
e VLAN SPAN
SPAN RSPAN VLAN
SPAN
o SPAN
RSPAN RSPAN
RSPAN
. SPAN SPAN
SPAN
SPAN
. EtherChannel
[ ]
[ ]
[ ]
e EtherChannel VLAN
o 1 SPAN SPAN
SPAN
. SPAN
[ ]
2
. 2 STP VTP CDP DTP PAgP
. SPAN VLAN
. 64
SPAN RSPAN VLAN

Catalyst 3560
[ oL-8553-02-J .m



27 SPAN RSPAN |
Hl SPAN RSPAN
o SPAN encapsulation replicate
ISL IEEE 802.1Q
encapsulation replicate SPAN
ISL IEEE 802.1Q
¢ RSPAN VLAN ID RSPAN VLAN ID
RSPAN VLAN
RSPAN VLAN RSPAN SPAN
RSPAN VLAN
¢ RSPAN VLAN
¢ RSPAN VLAN MAC
¢ RSPAN VLAN
¢ RSPAN VLAN remote-span VLAN
VLAN
e STP RSPAN VLAN SPAN
¢ RSPAN VLAN VLAN VLAN
VTP VLAN1 1005 VLAN ID RSPAN VTP
VLAN 1006 4094 RSPAN VLAN ID
RSPAN VLAN RSPAN VLAN
RSPAN
RSPAN RSPAN
RSPAN RSPAN VLAN
RSPAN VLAN ID
SPAN RSPAN
SPAN
. — SPAN VSPAN
VLAN
VLAN VLAN
VLAN SPAN
e STP— SPAN RSPAN STP
SPAN RSPAN STP
SPAN  STP STP  RSPAN VLAN
e CDP—SPAN SPAN CDP SPAN
CDP
e VTP—VTP RSPAN VLAN
* VLAN — VLAN
VLAN
SPAN
VLAN
SPAN
Catalyst 3560
m. OL-8553-02-J |



27 SPAN RSPAN
|
SPAN RSPAN | |
e EtherChannel — EtherChannel SPAN
SPAN
EtherChannel SPAN
EtherChannel
EtherChannel SPAN
EtherChannel EtherChannel
EtherChannel
SPAN
SPAN EtherChannel
EtherChannel inactive
suspended
EtherChannel EtherChannel
EtherChannel
[ ]
1 SPAN
. VLAN SPAN
o SPAN
SPAN
RSPAN
e |EEE 802.1x SPAN SPAN IEEE 802.1x
SPAN IEEE 802.1x
SPAN
IEEE 802.1x RSPAN
IEEE 802.1x
Catalyst 3560

[ oL-8553-02-J



SPAN RSPAN

H SPAN RSPAN
e SPAN RSPAN p.27-10
. SPAN p.27-10
e RSPAN p.27-17
SPAN RSPAN
27-1 SPAN RSPAN
27-1 SPAN RSPAN
SPAN SPAN RSPAN
both
VLAN
VLAN
RSPAN VLAN
SPAN
e SPAN p.27-10
. SPAN p.27-11
. SPAN p.27-14
. VLAN p.27-16
SPAN
SPAN
e SPAN VLAN
VLAN VLAN 1 SPAN
VLAN
. 2 SPAN
. SPAN
SPAN
e SPAN SPAN
SPAN no monitor session
{session_number | all | local | remote}
Catalyst 3560
m. OL-8553-02-J |



| 27 SPAN RSPAN

SPAN RSPAN ||
o SPAN encapsulation replicate SPAN
ISL IEEE 802.1Q
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e Catalyst 3560-24PS 3560-48PS SPAN
SPAN
SPAN MAC
SPAN
e Catalyst 3560-24PS 3560-48PS SPAN
MAC
SPAN VLAN1 MAC
SPAN
monitor session
encapsulate replicate
SPAN
SPAN VLAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | rem
ocal | remote} session_number 1 66
SPAN all
local
SPAN remote
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3 monitor session session_number source SPAN
{interface interface-id | vlan vlan-id} [, | -]
both | rx | tx .
[ dhd session_number 1 66

VLAN

interface-id
. interface-id

port-channel

port-channel-number

1 48
¢ vlan-id VLAN
1 4094 RSPAN VLAN
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1
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4 monitor session session_number SPAN
destination {interface interface-id [, | -]
encapsulation replicate .
[ b P I session_number 3
S
SPAN
interface-id
EtherChannel
VLAN
LI-1—
1
encapsulation
replicate
N
monitor session session_number destination
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
SPAN no monitor session session_number
SPAN VLAN
no monitor session session_number source {interface interface-id | vlan vlan-id}
no monitor session session_number destination
interface interface-id
no encapsulation
SPAN 1
1 SPAN
GigabitEthernet 1 GigabitEthernet 2
Switch(config)# no monitor session 1
Switch(config)# monitor session 1 source interface gigabitethernet0/1
Switch(config)# monitor session 1 destination interface gigabitethernet0/2
encapsulation replicate
Switch(config)# end
Catalyst 3560
[ oL-8553-02-J .m



27 SPAN RSPAN |

H SPAN RSPAN

SPAN 1 SPAN 1

Switch(config)# no monitor session 1 source interface gigabitethernet0/1
Switch(config)# end

Switch(config)# no monitor session 1 source interface gigabitethernet0/1 rx

SPAN 2 VLAN1 3
SPAN 2
GigabitEthernet 2 VLAN 10

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source vlan 1 - 3 rx

Switch(config)# monitor session 2 destination interface gigabitethernet0/2
) # monitor session 2 source vlan 10

)# end

Switch(config
Switch(config

SPAN
SPAN VLAN
Cisco IDS
EXEC
SPAN
p.27-11
1 configure terminal
2 no monitor session {session_number | all | local | SPAN
remote}
3 monitor session session_number source SPAN
{interface interface-id | vlan vlan-id} [, | -] [both
| rx| tx]
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4 monitor session session_number destination SPAN
{interface interface-id [, | -] [encapsulation VLAN
replicate] [ingress {dotlq vlan vlan-id | isl .
P 1[ing {_ . . [ist] session_number 3
untagged vlan vlan-id | vlan vlan-id}]}
interface-id
EtherChannel VLAN
LI-1—
1
encapsulation replicate
ingress
e dotlq vlan vlan-id — VLAN
VLAN IEEE 802.1Q
e isl —ISL
e untagged vlan vlan-id vlan vlan-id —
VLAN VLAN
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
SPAN no monitor session session_number
SPAN VLAN

no monitor session session_number source {interface interface-id | vlan vlan-id}

interface interface-id
no
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SPAN 2

IEEE 802.1Q

SPAN
GigabitEthernet 2

Switch(config)# no monitor session 2
Switch(config)# monitor session 2 source gigabitethernet0/1 rx

Switch(config)# monitor session 2 destination interface gigabitethernet0/2
encapsulation replicate ingress dotlqg vlan 6

Switch(config)# end

GigabitEthernet 1

VLAN 6 VLAN

VLAN
SPAN VLAN EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | remote .
| ¥ session_number 1 66
SPAN all
local
SPAN remote
3 monitor session session_number source SPAN
interface interface-id
session_number 1 66
interface-id
4 monitor session session_number filter vlan  |SPAN VLAN
vlan-id [, | - .
[1-] session_number 3
vlan-id 1 4094
LI-1— , VLAN
VLAN
1
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5 monitor session session_number destination |SPAN
{interface interface-id [, | -] [encapsulation
replicate .
P It session_number 3
interface-id
EtherChannel
VLAN
LI-1—
1
encapsulation
replicate
end EXEC
show monitor [session session_number]
show running-config
8 copy running-config startup-config
VLAN no monitor session session_number filter
SPAN 2 GigabitEthernet 2
SPAN 2 VLAN1 5 9

Switch(config
Switch(config

Switch(config

GigabitEthernet 1

no monitor session 2
monitor session 2 source interface gigabitethernet0/2 rx

monitor session 2 destination interface gigabitethernet0/1

) #
) #
Switch(config)# monitor session 2 filter vlamn 1 - 5 , 9
) #
) #

Switch(config end

RSPAN
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RSPAN VLAN VLAN
RSPAN RSPAN VLAN VLAN RSPAN
RSPAN VLAN RSPAN VLAN ID
1005 VTP 1 RSPAN
VLAN VTP RSPAN VLAN VTP
VLAN 1005 ID
RSPAN VLAN
VTP RSPAN
RSPAN RSPAN VLAN
RSPAN VLAN EXEC
1 configure terminal
2 vlanvlan-id VLAN ID VLAN VLAN
VLAN ID VLAN
2 1001 1006 4094
RSPAN VLAN  VLAN1 VLAN VLAN ID 1002
1005 Fiber Distributed Data Interface [FDDI]
VLAN
remote-span VLAN RSPAN VLAN
end EXEC
copy running-config startup-config
VLAN SPAN VLAN no remote-span
VLAN
RSPAN VLAN 901
Switch(config)# wvlan 901
Switch(config-vlan)# remote span
Switch(config-vlan)# end
RSPAN
RSPAN RSPAN VLAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | RSPAN
local | rem
ocal | remote} session_number 1 66
SPAN all
local
SPAN remote
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W SPAN RSPAN
3 monitor session session_number source RSPAN
{interface interface-id | vlan vlan-id} [, | -]
both | rx | tx .
[ Ldhd session_number 1 66
RSPAN VLAN
e interface-id
port-channel port-channel-number
1 48
e vlan-id VLAN
1 4094 RSPAN VLAN
1
VLAN
1 VLAN
L1-1—
1
e both —
L] rx p—
o tXx—
4 monitor session session_number destination |RSPAN RSPAN VLAN
remote vlan vlan-id .
session_number 3
vlan-id RSPAN VLAN
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
SPAN no monitor session session_number
SPAN VLAN Nno monitor session session_number
source {interface interface-id | vlan vlan-id}
RSPAN VLAN no monitor session session_number destination

remote vlan vlan-id
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1 RSPAN
RSPAN 1 RSPAN VLAN 901
Switch(config)# no monitor session 1
Switch(config)# monitor session 1 source interface gigabitethernet0/1 tx
Switch(config)# monitor session 1 source interface gigabitethernet0/2 rx
Switch(config)# monitor session 1 source interface port-channel 2
Switch(config)# monitor session 1 destination remote vlan 901
Switch(config)# end
RSPAN
RSPAN
RSPAN VLAN RSPAN RSPAN VLAN
EXEC
1 configure terminal
2 vlanvlan-id RSPAN VLAN  VLANID
VLAN
VTP RSPANVLANID 2 1005
VTP RSPAN VLAN ID
remote-span VLAN RSPAN VLAN
exit
no monitor session {session_number | all |
local | remote} .
session_number
SPAN all
local
SPAN remote
6 monitor session session_number source RSPAN RSPAN VLAN
remote vlan vlan-id .
session_number
vlan-id RSPAN VLAN
7 monitor session session_number RSPAN
destination interface interface-id .
session_number
RSPAN RSPAN VLAN
interface-id
encapsulation replicate
RSPAN
VLAN ID RSPAN VLAN ID
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end EXEC

show monitor [session session_number]

show running-config

10 copy running-config startup-config

SPAN no monitor session session_number
SPAN no monitor session
session_number destination interface interface-id
RSPAN VLAN no monitor session session_number source

remote vlan vlan-id

VLAN VLAN 901 1

Switch(config)# monitor session 1 source remote vlan 901

Switch(config)# monitor session 1 destination interface gigabitethernet0/1
Switch(config)# end

RSPAN
RSPAN RSPAN VLAN
Cisco IDS
EXEC
RSPAN
p.27-21 RSPAN VLAN
1 configure terminal
2 no monitor session {session_number | all | local | SPAN
remote}
3 monitor session session_number source remote |RSPAN RSPAN VLAN
vlan vlan-id
session_number 1 66
vlan-id RSPAN VLAN
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SPAN RSPAN
4 monitor session session_number destination SPAN
{interface interface-id [, | -] [ingress {dot1q vlan VLAN
vlan-id | isl | untagged vlan vlan-id | vlan .
. st 9 | session_number 4
vlan-id}]}
RSPAN RSPAN VLAN
interface-id
encapsulation replicate
RSPAN
VLAN ID  RSPAN VLAN ID
LI-1—
1
ingress
¢ dotlqg vlan vlan-id —VLAN VLAN
IEEE 802.1Q
e sl —ISL
e untagged vlan vlan-id vlan vlan-id — VLAN
VLAN
end EXEC

show monitor [session session_number]

show running-config

7 copy running-config startup-config

RSPAN

RSPAN

no monitor session session_number

session session_number destination interface interface-id

no

RSPAN 2
GigabitEthernet 2

VLAN VLAN 901

VLAN 6 VLAN

Switch(config)# monitor session 2 source remote vlan 901
Switch(config)# monitor session 2 destination interface gigabitethernet0/2 ingress

vlan 6
Switch(config)# end

no monitor
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W SPAN RSPAN
VLAN
RSPAN VLAN RSPAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local t .
ocal | remote} session_number 1 66
SPAN all
local
SPAN remote
3 monitor session session_number source SPAN
interface interface-id
session_number 1 66
interface-id
4 monitor session session_number filter vian |SPAN VLAN
vlan-id [, | - .
1] session_number 3
vlan-id 1 4094
LIl — : VLAN
VLAN
1
5 monitor session session_number destination |RSPAN VLAN RSPAN VLAN
remote vlan vlan-id
session_number 3

vlan-id
RSPAN VLAN
end EXEC
show monitor [session session_number]
show running-config
8 copy running-config startup-config
VLAN no monitor session session_number filter vlan
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SPAN RSPAN

RSPAN 2 2
RSPAN 2 VLAN1 5 9
RSPAN VLAN 902

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source interface gigabitethernet0/2 rx
Switch(config)# monitor session 2 filter vlamn 1 - 5 , 9

Switch(config)# monitor session 2 destination remote vlan 902
Switch(config)# end

SPAN RSPAN

SPAN RSPAN show monitor EXEC
SPAN RSPAN show running-config
EXEC
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