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o EtherChannel
EtherChannel
EtherChannel

EXEC

1 configure terminal

2 interface interface-id
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3 storm-control {broadcast | multicast |
unicast} level {level [level-low] | bps bps
[bps-low] | pps pps [pps-low]}
e Jlevel
0.00 100.00
o level-low
2
0.00 100.00
100%
0.0
e bpsbps
/
1
0.0 10000000000.0
o bps-low /
1
0.0 10000000000.0
® Ppspps
/
1
0.0 10000000000.0
. pps-low /
1
0.0  10000000000.0
BPS PPS
k m g
4 storm-control action {shutdown | trap}
. error-disable shutdown
. SNMP
trap
5 end EXEC
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6 show storm-control [interface-id]
[broadcast | multicast | unicast]

7 copy running-config startup-config

no storm-control {broadcast | multicast | unicast} level

87 65

Switch# configure terminal
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# storm-control unicast level 87 65

20

20

Switch# configure terminal

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# storm-control broadcast level 20
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Protocol Independent Multicast PIM
3
L]
o p.24-7
. p.24-7
. p.24-7
GigabitEthernet 1 EtherChannel
port-channel 5
VLAN LAN
VLAN VLAN
VLAN
14 VLAN

EXEC
1 configure terminal
2 interface interface-id
3 switchport protected
4 end EXEC
5 show interfaces interface-id switchport
6 copy running-config startup-config
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no switchport protected

Switch# configure terminal

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# switchport protected
Switch(config-if)# end
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MAC

p.24-9
p.24-9

EtherChannel

EXEC

configure terminal

N

interface interface-id

switchport block multicast

switchport block unicast

end

EXEC

show interfaces interface-id switchport

N O o bW

copy running-config startup-config

no switchport block {multicast | unicast}

Switch# configure terminal

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# switchport block multicast
Switch(config-if)# switchport block unicast

Switch(config-if)# end
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MAC
MAC
MAC 1 MAC
MAC
MAC MAC
MAC
. p.24-10
] p.24-12
L p.24-12
. p.24-14
. p.24-18
. MAC p.24-10
] p.24-11
MAC
switchport port-security maximum
value
N
MAC
. MAC — switchport port-security mac-address mac-address
. MAC —
. MAC —
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MAC
switchport port-security
mac-address sticky
MAC MAC
MAC
MAC
MAC
MAC
MAC
MAC MAC
Switch Database Management SDM
7 SDM
MAC 2
MAC MAC
. MAC
MAC
. VLAN
3
* protect — MAC
MAC
S
protect protect
VLAN
* restict — MAC
MAC
SNMP Syslog
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[ |
e shutdown — errdisable
LED SNMP
Syslog
errdisable errdisable recovery cause psecure-violation
shutdown no
shutdown
24-1
241
SNMP Syslog
1 2
protect
restrict
shutdown
1. MAC
2.
24-2
24-2
MAC 1
shutdown MAC
0
absolute
[ ]
. Switched Port Analyzer SPAN;
. Fast EtherChannel EtherChannel
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VLAN

. VLAN
VLAN

Phone IP Phone 2

IP Phone VLAN
1 PC  Cisco IP Phone
Cisco IP Phone PC  IP Phone

. MAC

24-3

24-3

MAC

MAC

1

VLAN

Cisco IP
Cisco

PC

DTP! 2

Switched Port Analyzer SPAN;

SPAN

EtherChannel

IEEE 802.1x

VLAN 4

VLAN

Address Resolution Protocol ARP;

Flex Link

DTP = Dynamic Trunking Protocol
2. switchport mode dynamic

3. switchport access vlan dynamic
Protocol VQP
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MAC
EXEC
1 configure terminal
2 interface interface-id
3 switchport mode {access | trunk} access trunk
dynamic auto
4 switchport voice vlan vlan-id VLAN
vlan-id — VLAN
switchport port-security
switchport port-security [maximum MAC
value [vlan {vlan-list | {access | MAC
voice}}] MAC
SDM
7 SDM
MAC
2
MAC MAC
vlan — VLAN
vlan 1
e vlan-list —
VLAN VLAN VLAN
VLAN
VLAN
® access — VLAN VLAN
* voice — VLAN VLAN
A
voice VLAN
VLAN
VLAN
MAC 2
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7 switchport port-security violation
{protect | restrict | shutdown}
e protect — MAC
MAC
S
protect
protect
VLAN
e restrict — MAC
MAC
SNMP
Syslog
e shutdown — errdisable
LED SNMP
Syslog

A

errdisable errdisable
recovery cause psecure-violation
shutdown no shutdown
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8 switchport port-security [mac-address MAC
mac-address [vlan {vlan-id | {access | MAC
voice}}] MAC
MAC
A
MAC
vlan — VLAN
vlan 1
e vlan-id — VLAN ID MAC
VLAN ID
VLAN
® access — VLAN VLAN
* voice — VLAN VLAN
A
voice VLAN
VLAN
VLAN
MAC 2
9 switchport port-security mac-address
sticky
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10 switchport port-security mac-address MAC
sticky [mac-address | vlan {vlan-id | MAC
{access | voice}}] MAC
MAC
A
MAC
vlan — VLAN
vlan 1
e vlan-id — VLAN ID MAC
VLAN ID
VLAN
® access — VLAN VLAN
* voice — VLAN VLAN
)
voice VLAN
VLAN
11 end EXEC
12 show port-security
13 copy running-config startup-config
no switchport
port-security
MAC no switchport
port-security maximum value
shutdown no switchport port-security violation
{protocol | restrict}
no switchport
port-security mac-address sticky
MAC
MAC no switchport
port-security mac-address sticky
MAC
clear
port-security {all | configured | dynamic | sticky} EXEC
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mac-address mac-address

no switchport port-security

MAC no switchport port-security

switchport port-security

no switchport port-security no switchport

port-security mac-address sticky
MAC

MAC

MAC

no switchport

port-security mac-address mac-address

Switch(config)# interface gigabitethernet0/1

Switch(config-if)# switchport
Switch(config-if)# switchport
Switch(config-if)# switchport
Switch(config-if)# switchport

VLAN 3

Switch(config)# interface gigabitethernet0/2

Switch(config-if)# switchport
Switch(config-if)# switchport
Switch(config-if)# switchport

VLAN MAC

VLAN 10 VLAN

50
MAC
mode access
port-security
port-security maximum 50
port-security mac-address sticky
MAC
mode trunk
port-security
port-security mac-address 0000.02000.0004 vlan 3
VLAN

20
10

Switch(config)# interface FastEthernet0/1

Switch(config-if)# switchport
Switch(config-if)# switchport
Switch(config-if switchport
Switch(config-if switchport
switchport
switchport
switchport
switchport
switchport
switchport

)
) #
) #
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
voice

Switch(config-if)# switchport
Switch(config-if)# switchport
Switch(config-if)# switchport

e absolute —

e inactivity —

access vlan 21

mode access

voice vlan 22

port-security

port-security maximum 20

port-security violation restrict

port-security mac-address sticky

port-security mac-address sticky 0000.0000.0002
port-security mac-address 0000.0000.0003
port-security mac-address sticky 0000.0000.0001 vlan

port-security mac-address 0000.0000.0004 vlan voice
port-security maximum 10 vlan access
port-security maximum 10 vlan voice
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MAC
EXEC
1 configure terminal
2 interface interface-id
3 switchport port-security aging {static |
time time | type {absolute | inactivity}}
N
static
time
0 1440
type 1
e absolute —
* inactivity —
time
end EXEC
show port-security [interface interface-id]
[address]
6 copy running-config startup-config
no switchport port-security aging time
no switchport port-security aging static
2

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# switchport port-security aging time 120
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2

Switch(config-if)# switchport port-security aging time 2
Switch(config-if)# switchport port-security aging type inactivity
Switch(config-if)# switchport port-security aging static

show port-security interface interface-id EXEC

show interfaces interface-id switchport EXEC
show storm-control
show port-security EXEC

24-4 EXEC 1

24-4

show interfaces [interface-id] switchport

show storm-control [interface-id] [broadcast |
multicast | unicast]

show port-security [interface interface-id]
MAC
MAC

show port-security [interface interface-id] address
MAC

show port-security interface interface-id vlan VLAN
MAC
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