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H DHcCP

DHCP

write-delay abort-timeout

<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

initial-checksum

2bb4c2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E Fal0/4 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB Fal0/4 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB FalO/4 584a38f0
END

DHCP

. DHCP
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ip dhcp relay information trust-all
ip dhcp relay information trusted
e DHCP DHCP
DHCP
IP DHCP
] ID NVRAM
ID NVRAM
. DHCP DHCP
DHCP
IP DHCP
DHCP
e DHCP DHCP DHCP
Option 82
o DHCP ip dhcp snooping trust
trusted
. DHCP no ip dhcp snooping trust
untrusted
e DHCP
NVRAM RAM
TFTP
URL TFTP FTP[ ]
URL
URL
TFTP
TFTP
Network Time Protocol NTP
NTP p.6-5
NTP NTP
e untrusted ip dhcp snooping information option
allow-untrusted untrusted
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DHCP
DHCP Cisco 10S DHCP
DHCP Cisco 10S IP Configuration Guide
Release 12.2 IP Addressing and Services Configuring DHCP
DHCP
DHCP EXEC
1 configure terminal
2 service dhcp DHCP
end EXEC
show running-config
copy running-config startup-config
DHCP no service dhcp
Cisco 10S IP Configuration Guide Release 12.2 IP Addressing and Services
Configuring DHCP
DHCP DHCP
ip helper-address address
3
ip helper-address DHCP
IP DHCP
DHCP
EXEC
1 configure terminal
2 interface vlan vlan-id VLAN ID
3 ip address ip-address subnet-mask IP IP
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W DHCP
4 ip helper-address address DHCP
DHCP
DHCP
DHCP
1
exit
interface range port-range DHCP
interface interface-id DHCP
switchport mode access VLAN
switchport access vlan vlan-id 2 VLAN
end EXEC
10 show running-config
11 copy running-config startup-config
DHCP no ip helper-address address
DHCP Option 82
DHCP EXEC
1 configure terminal
ip dhcp snooping DHCP
ip dhcp snooping vlan vlan-range VLAN VLAN DHCP
1 4094
VLAN ID VLAN ID 1 VLAN ID
VLAN ID VLAN
ID VLAN ID VLAN ID
VLAN ID
4 ip dhcp snooping information option DHCP
DHCP Option 82
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DHCP
5 ip dhcp snooping information option ID
format remote-id [string ASCII-string | D
hostname]
* 63 ASCII
[ ]
A
64 ID
ID MAC
6 ip dhcp snooping information option
allow-untrusted Option 82
DHCP
)
trusted
7 interface interface-id
8 ip dhcp snooping vlan vlan information ID
option format-type circuit-id string
ASCII-string
1 4094 VLAN ID VLAN
ID  vlan-mod-port.
ID
ID 3 63 ASCI
9 ip dhcp snooping trust trusted untrusted
untrusted
no
untrusted
10 ip dhcp snooping limit rate rate DHCP
1 2048
)
untrusted 100 /
trusted
VLAN DHCP
11 exit
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H DHcCP

12 ip dhcp snooping verify mac-address untrusted DHCP
MAC
MAC
13 end EXEC
14 show running-config
15 copy running-config startup-config
DHCP no ip dhcp snooping
VLAN VLAN DHCP
no ip dhcp snooping vlan vlan-range
Option 82 no ip dhcp snooping
information option
Option 82 DHCP
no ip dhcp snooping information option allow-untrusted
VLAN 10 DHCP
100 /

Switch(config)# ip dhcp snooping

Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping information option
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip dhcp snooping limit rate 100

VLAN DHCP
VLAN  DHCP DHCP
VLAN VLAN
DHCP VLAN VLAN
DHCP VLAN DHCP
VLAN VLAN
VLAN  DHCP VLAN  DHCP
VLAN 200 VLAN  DHCP

2w5d : $DHCP_SNOOPING-4-DHCP_SNOOPING_PVLAN_WARNING:DHCP Snooping configuration may not

take effect on secondary vlan 200. DHCP Snooping configuration on secondary vlan is

derived from its primary vlan.

show ip dhcp snooping EXEC

VLAN

Cisco I0S DHCP

Cisco 10S DHCP

Configuration Guide Release 12.2 Configuring DHCP

DHCP

VLAN

Cisco I10S IP
DHCP Configuration Task List
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DHCP

DHCP
EXEC

DHCP | |

1 configure terminal

2 ip dhcp snooping database {flash:/filename |
ftp://user:password@host/filename |
http://[[username:password]@]{hostname |
host-ip}[/directory]/image-name.tar |
rcp://luser@host/filename}|
tftp://host/filename

URL

e flash:/filename
e ftp://user:password@host/filename

e http://[[username:password]@]{hostname | host-ip}[/directory]
/image-name.tar

e rcp:/luser@host/filename
e tftp://host/filename

3 ip dhcp snooping database timeout seconds

300 0 86400

4 ip dhcp snooping database write-delay
seconds

15 86400
300 5

end

EXEC

ip dhcp snooping binding mac-address vlan
vlan-id ip-address interface interface-id
expiry seconds

DHCP
vlan-id 1
4294967295

4904 seconds 1

2

7 show ip dhcp snooping database [detail]

DHCP

8 copy running-config startup-config

snooping database

database write-delay seconds

DHCP

ip dhcp snooping database statistics
renew ip dhcp snooping database

DHCP

snooping binding mac-address vlan vlan-id ip-address interface interface-id
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clear
EXEC
EXEC
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EXEC
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H DHcCP

DHCP

DHCP 21-2 EXEC 1

21-2 DHCP

show ip dhcp snooping DHCP

show ip dhcp snooping binding DHCP

show ip dhcp snooping database DHCP

show ip source binding

A

DHCP
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IP MAC
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MAC 1P MAC
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1P 1P MAC
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P ||
] IP p.21-19
e IP p.21-19
e IP p.21-20
IP
IP
IP

IP
. IP ip source binding

mac-address vlan vlan-id ip-address interface interface-id

Static IP source binding can only be configured on switch port.
e IP IP VLAN DHCP

VLAN
. VLAN IP DHCP
VLAN IP
VLAN
)
IP VLAN DHCP

e IP IP MAC DHCP
] VLAN IP
e |P EtherChannel
e |EEE 802.1x IP
e Ternary CAM TCAM CPU
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T
IP
IP EXEC

1 configure terminal
2 interface interface-id
3 ip verify source IP IP

. . . IP IP MAC

ip verify source port-security

S
ip verify source port-security
IP
2
e DHCP Option 82
IP
e DHCP MAC
DHCP
DHCP
MAC

exit

ip source binding mac-address vlan IP

vlan-id ip-address inteface interface-id

end EXEC

show ip verify source [interface

interface-id] IP
8 show ip source binding [ip-address] VLAN IP

[mac-address] [dhcp-snooping | static]

[inteface interface-id] [vlan vlan-id]
9 copy running-config startup-config

IP IP no ip verify
source
IP no ip source
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IP

IP IP MAC VLAN 10 VLAN 11

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/1

Switch(config-if)# ip verify source port-security

Switch(config-if)# exit

Switch(config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface
gigabitethernet0/1

Switch(config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernet0/1

Switch(config)# end

IP 21-3 1 EXEC
21-3 IP
show ip source binding IP
show ip verify source IP

[ oL-8553-02-J

Catalyst 3560 ]



21 DHCP IP |

Catalyst 3560
m. OL-8553-02-J |



	DHCP 機能および IP ソース ガードの設定
	DHCP 機能の概要
	DHCP サーバ
	DHCP リレー エージェント
	DHCP スヌーピング
	Option 82 データ挿入
	Cisco IOS DHCP サーバ データベース
	DHCP スヌーピング バインディング データベース

	DHCP 機能の設定
	DHCP のデフォルト設定
	DHCP スヌーピング設定時の注意事項
	DHCP サーバの設定
	DHCP リレー エージェントの設定
	パケット転送アドレスの指定
	DHCP スヌーピングおよび Option 82 のイネーブル化
	プライベート VLAN での DHCP スヌーピングのイネーブル化
	Cisco IOS DHCP サーバ データベースのイネーブル化
	DHCP スヌーピング バインディング データベース エージェントのイネーブル化

	DHCP スヌーピング情報の表示
	IP ソース ガードの概要
	送信元 IP アドレス フィルタリング
	送信元 IP および MAC アドレス フィルタリング

	IP ソース ガードの設定
	デフォルトの IP ソース ガードの設定
	IP ソース ガード設定時の注意事項
	IP ソース ガードのイネーブル化

	IP ソース ガード情報の表示

