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W IEEE 802.1Q
IEEE 802.1Q
IEEE 802.1Q EXEC
1 configure terminal
2 interface interface-id
48
3 switchport access vlan vlan-id VLAN
VLAN ID
4 switchport mode dotlg-tunnel IEEE 802.1Q
exit
vlan dotlq tag native IEEE 802.1Q VLAN
VLAN ID VLAN
end EXEC
show running-config IEEE 802.1Q
show dot1g-tunnel
9 show vlan dotlq tag native IEEE 802.1Q VLAN
10 copy running-config startup-config

dynamic desirable

no vlan dotlq tag native

Ethernet 7 VLAN ID

no switchport mode dot1g-tunnel
VLAN

VLAN
Gigabit

VLAN 22

Switch(config)# interface gigabitethernet0/7
Switch(config-if)# switchport access vlan 22

% Access VLAN does not exist. Creating vlan 22
Switch(config-if)# switchport mode dotlg-tunnel
Switch(config-if)# exit

Switch(config)# wvlan dotlqg tag native

Switch(config)# end

Switch# show dotlg-tunnel interface gigabitethernet0/7
Port

Switch# show vlan dotlqg tag native
dotlg native vlan tagging is enabled
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[ | 2
. MAC PDU 2
shutdown
no shutdown errdisable
recovery
U PDU
BPDU
CDP
[ ]
PDU
QoS ACL BPDU
[ ]
PDU
PDU
PDU
U PDU STP BPDU
PDU
PDU CoS
2
2 EXEC

1 configure terminal

2 interface interface-id

1 48

3 switchport mode access IEEE 802.1Q

switchport mode dotlg-tunnel

4 [2protocol-tunnel [cdp | stp | vtp]
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2 ||
5 I2protocol-tunnel shutdown-threshold 1
[cdp | stp | vtp] value
2
1 4096
S
6 [2protocol-tunnel drop-threshold [cdp 1
| stp | vtp] value
2
1 4096
exit
errdisable recovery cause 12ptguard
2
errdisable recovery
300
9 [2protocol-tunnel cos value 2PDU  CoS
0o 7
CoS 5
10 end EXEC
11 show I2protocol
2
12 copy running-config startup-config
2 3 2
no I2protocol-tunnel [cdp | stp | vtp]
no I2protocol-tunnel shutdown-threshold [cdp | stp | vtp] no I2protocol-tunnel

drop-threshold [cdp | stp | vtp]
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| 2
CDP STP VTP 2
Switch(config)# interface fastethernet0/11
Switch(config-if)# l2protocol-tunnel cdp
Switch(config-if)# l2protocol-tunnel stp
Switch(config-if)# l2protocol-tunnel vtp
Switch(config-if)# l2protocol-tunnel shutdown-threshold 1500
Switch(config-if)# l1l2protocol-tunnel drop-threshold 1000
Switch(config-if)# exit
Switch(config)# l2protocol-tunnel cos 7
Switch(config)# end
Switch# show l2protocol
COS for Encapsulated Packets: 7
Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Fa 0/11 cdp 1500 1000 2288 2282 0
stp 1500 1000 116 13 0
vtp 1500 1000 3 67 0
pagp -———= ---- 0 0 0
lacp -——— ---—- 0 0 0
udld -——— ---- 0 0 0
EtherChannel 2
2 EtherChannel
EtherChannel 2
EXEC
1 configure terminal
2 interface interface-id
3 switchport mode dotlg-tunnel IEEE 802.1Q
4 [2protocol-tunnel point-to-point [pagp |
lacp | udid]
3
PAgP LACP ubDLD
Catalyst 3560
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2 ||
5 I2protocol-tunnel shutdown-threshold 1
[point-to-point [pagp | lacp | udld]] value
2
1 4096
S
6 I2protocol-tunnel drop-threshold 1
[point-to-point [pagp | lacp | udld]] value
2
1 4096
Y
no cdp enable CDP
spanning-tree bpdufilter enable BPDU
9 exit
10 errdisable recovery cause 12ptguard
2
errdisable recovery
300
11 [2protocol-tunnel cos value 2PDU  CoS
0o 7
CoS 5
12 end EXEC
13 show I2protocol
2
14 copy running-config startup-config
2 3 2
no I2protocol-tunnel [point-to-point [pagp | lacp |
udld]]
no I2protocol-tunnel shutdown-threshold
[point-to-point [pagp | lacp | udld]] no I2protocol-tunnel drop-threshold [[point-to-point
[pagp | lacp | udid]]
Catalyst 3560
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EXEC
EtherChannel 2

1 configure terminal
2 interface interface-id
3 switchport trunk encapsulation dotlq IEEE 802.1Q
4 switchport mode trunk
5 udld enable UDLD
6 channel-group channel-group-number PAgP

mode desirable desirable EtherChannel

33 EtherChannel

exit

interface port-channel port-channel

number
9 shutdown
10 no shutdown
11 end EXEC
12 show I2protocol

2

13 copy running-config startup-config

no switchport mode trunk no udld enable no
channel group channel-group-number mode desirable

EtherChannel
2 16-6
1 2
VLAN 17 18 19 20 VLAN 1
2  PAgP UDLD
1000 3
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1

Switch(config)# interface fastethernet0/1

Switch(config-if)#
Switch(config-if)#
Switch(config-if)
Switch(config-if)
Switch(config-if)
Switch(config-if)#

#
#
#

switchport access vlan 17
switchport mode dotlg-tunnel
l2protocol-tunnel point-to-point
l2protocol-tunnel point-to-point
l2protocol-tunnel drop-threshold
exit

Switch(config)# interface fastethernet0/2

Switch(config-if)#
Switch(config-if)#
Switch(config-if)
Switch(config-if)
Switch(config-if)
Switch(config-if)#

#
#
#

switchport access vlan 18
switchport mode dotlg-tunnel
l2protocol-tunnel point-to-point
l2protocol-tunnel point-to-point
l2protocol-tunnel drop-threshold
exit

Switch(config)# interface fastethernet0/3
Switch(config-if)# switchport trunk encapsulation isl

Switch(config-if)#

switchport mode trunk

2

Switch(config)# interface fastethernet0/1

Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#
Switch(config-if)#

switchport access vlan 19
switchport mode dotlg-tunnel
1l2protocol-tunnel point-to-point
l2protocol-tunnel point-to-point
l2protocol-tunnel drop-threshold
exit

Switch(config)# interface fastethernet0/2

Switch(config-if)#
Switch(config-if)#
Switch(config-if)
Switch(config-if)
Switch(config-if)
Switch(config-if)#

#
#
#

switchport access vlan 20
switchport mode dotlg-tunnel
l2protocol-tunnel point-to-point
l2protocol-tunnel point-to-point
l2protocol-tunnel drop-threshold
exit

Switch(config)# interface fastethernet0/3
Switch(config-if)# switchport trunk encapsulation isl

Switch(config-if)#

switchport mode trunk

Catalyst 3560
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pagp
udld
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point-to-point pagp 1000

[ oL-8553-02-J



16 IEEE 802.1Q

|
1
1 2 3 4 IEEE 802.1Q UDLD
EtherChannel 1
EtherChannel
Switch(config)# interface fastethernet0/1
Switch(config-if)# switchport trunk encapsulation dotlg
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface fastethernet0/2
Switch(config-if)# switchport trunk encapsulation dotlg
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface fastethernet0/3
Switch(config-if)# switchport trunk encapsulation dotlg
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface fastethernet0/4
Switch(config-if)# switchport trunk encapsulation dotlg
Switch(config-if)# switchport mode trunk
Switch(config-if)# udld enable
Switch(config-if)# channel-group 1 mode desirable
Switch(config-if)# exit
Switch(config)# interface port-channel 1
Switch(config-if)# shutdown
Switch(config-if)# no shutdown
Switch(config-if)# exit
16-2  IEEE 802.1Q 2
EXEC
16-2

clear 12protocol-tunnel counters 2

show dotlg-tunnel IEEE 802.1Q

show dotlqg-tunnel interface interface-id

show I2protocol-tunnel 2

show errdisable recovery 2

show I2protocol-tunnel interface interface-id 2

show I2protocol-tunnel summary 2

show vlan dotlq tag native VLAN
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