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VLAN VLAN
VLAN EXEC
S
private-vlan VLAN
1 configure terminal
vtp mode transparent VTP VTP
vlan vlan-id VLAN
VLAN VLAN VLAN ID
1001 1006 4094
private-vlan primary VLAN VLAN
exit
vlan vlan-id VLAN
VLAN VLAN VLAN ID
1001 1006 4094
private-vlan isolated VLAN VLAN
exit
vlan vlan-id VLAN
VLAN VLAN VLAN ID
2 1001 1006 4094
10 private-vlan community VLAN VLAN
11 exit
12 vlan vlan-id 2 VLAN VLAN
13 private-vlan association [add | VLAN VLAN
remove] secondary_vlan_list
14 end EXEC
15 show vlan private-vlan [type]
show interfaces status
16 copy running-config startup config
VLAN
VTP
VLAN
VTP
VLAN
VLAN VLAN
e secondary_vlan_list
VLAN ID
VLAN ID
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e secondary_vlan_list VLAN ID
VLANID 1

e secondary_vlan_list add secondary_vlan_list

VLAN VLAN

* remove secondary_vlan_list VLAN
VLAN

. VLAN
VLAN 20 VLAN VLAN 501 VLAN VLAN 502 503
VLAN VLAN

Switch# configure terminal

Switch(config)# wvlan 20
Switch(config-vlan)# private-vlan primary
Switch(config-vlan)# exit

Switch(config)# wvlan 501
Switch(config-vlan)# private-vlan isolated
Switch(config-vlan)# exit

Switch(config)# wvlan 502
Switch(config-vlan)# private-vlan community
Switch(config-vlan)# exit

Switch(config)# wvlan 503
Switch(config-vlan)# private-vlan community
Switch(config-vlan)# exit

Switch(config)# wvlan 20
Switch(config-vlan)# private-vlan association 501-503
Switch(config-vlan)# end

Switch(config)# show vlan private vlan

Primary Secondary Type Ports
20 501 isolated

20 502 community

20 503 community

20 504 non-operational

2 VLAN
VLAN EXEC
)
VLAN VLAN

1 configure terminal

2 interface interface-id

2
3 switchport mode private-vlan host 2 VLAN
4 switchport private-vlan host-association 2 VLAN
primary_vlan_id secondary_vlan_id
5 end EXEC
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6 show interfaces [interface-id] switchport
7 copy running-config startup config
VLAN
VLAN
Switch# configure terminal
Switch(config)# interface fastethernet0/22
Switch(config-if)# switchport mode private-vlan host
Switch(config-if)# switchport private-vlan host-association 20 25
Switch(config-if)# end
Switch# show interfaces fastethernet0/22 switchport
Name: Fa0/22
Switchport: Enabled
Administrative Mode: private-vlan host
Operational Mode: private-vlan host
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none
Administrative private-vlan host-association: 20 (VLAN0020) 25 (VLAN0O025)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANS: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:
20 (VLAN0020) 25 (VLAN0025)
2 VLAN
VLAN EXEC
A
VLAN VLAN
1 configure terminal
2 interface interface-id
2
3 switchport mode private-vlan promiscuous 2 VLAN
4 switchport private-vlan mapping VLAN VLAN
primary_vlan_id {add | remove} VLAN
secondary_vlan_list
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5 end EXEC
6 show interfaces [interface-id] switchport
7 copy running-config startup config
2 VLAN
e secondary_vlan_list
VLAN ID
VLAN ID
e secondary_vlan_list add secondary_vlan_list
VLAN VLAN VLAN
* remove secondary_vlan_list VLAN
VLAN
VLAN
VLAN VLAN 20
VLAN 501 503
Switch# configure terminal
Switch(config)# interface fastethernet0/2
Switch(config-if)# switchport mode private-vlan promiscuous
Switch(config-if)# switchport private-vlan mapping 20 add 501-503
Switch(config-if)# end
show vlan private-vlan show interface status EXEC
VLAN VLAN
VLAN VLAN 3 VLAN
VLAN VLAN SVI VLAN
VLAN  SVI
~
VLAN VLAN
VLAN VLAN SVI VLAN
3 EXEC
1 configure terminal
2 interface vlan primary_vlan_id VLAN
VLAN  SVi
VLAN ID 2 1001 1006 4094
3 private-vlan mapping [add | remove] VLAN VLAN 3VLAN
secondary_vlan_list VLAN
3
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VLAN ||
4 end EXEC
5 show interface private-vlan mapping
6 copy running-config startup config
S
private-vlan mapping 3
VLAN
VLAN VLAN 3VLAN
e secondary_vlan_list
VLAN ID
VLAN ID
e secondary_vlan_list add secondary_vlan_list
VLAN VLAN
* remove secondary_vlan_list VLAN
VLAN
VLAN 501 502 VLAN 10 VLAN
10 VLAN 501 502 VLAN
Switch# configure terminal
Switch(config)# interface vlan 10
Switch(config-if)# private-vlan mapping 501-502
Switch(config-if)# end
Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type
vlanlO 501 isolated
vlanlO 502 community
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[ | VLAN

VLAN

14-1 VLAN EXEC

14-1 VLAN

show interfaces status VLAN

show vlan private-vlan [type] VLAN

show interface switchport VLAN

show interface private-vlian mapping |VLAN SVI VLAN

show vlan private-vlan

Switch(config)# show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated FaO/1, Gi0/1, Gio0/2
10 502 community Fa0/11, Gi0/1, Gi0/4
10 503 non-operational
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