ACL

Access Control List ACL;

Cisco 10S IP Configuration Guide Release 12.2

Configuring IP Services

CHAPTER2

Catalyst 3550
ACL

IP Addressing and Service

Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services Release 12.2

Cisco 10S IP Command Reference, Volume 2 of 3: Routing Protocols Release 12.2

Cisco 10S IP Command Reference, Volume 3 of 3: Multicast Release 12.2

ACL p.29-2
IP ACL p.29-7
MAC ACL p.29-30
VLAN p.29-33
ACL VLAN p.29-40
ACL p.29-44
N
Access Control Entry  ACE;
sdm prefer access
Switch Database Management SDM
SDM
p.6-28
ACL
p.29-46
Catalyst 3550
[ oL-8565-01-J



29 ACL

H AcL
ACL
ACL
ACL ACL
1
2 VLAN LAN
VLAN Catalyst 3550
3 VLAN
VLAN
ACL
ACL
Telnet
ACL
2 ACL
ACL ACE ACE permit deny
ACE
ACL
2 ACL
e IPACL TCP UDP Internet Group Management Protocol IGMP  Internet Control Message
Protocol ICMP IP
J ACL MAC ACL IP
ACL
3 ACL
J ACL VLAN 3
1 ACL 1
J ACL 2
ACL 1 2
IP 1 MAC
e VLAN ACL VLAN
VLAN VLAN
VLAN IP 3
Catalyst 3550
m. OL-8565-01-J |



29 ACL

ACL ||
ACE MAC VLAN
VLAN VLAN
VLAN
VLAN
ACL VLAN ACL
VLAN ACL
. IP MAC 2
IP VLAN
3 IP
VLAN VLAN
ACL 3
IP
o 3 ACL VLAN
2 IP MAC
3 ACL ACL
IEEE 802.1Q
IEEE 802.1Q IP MAC ACL
IP ACL IEEE 802.1Q
ACL ACL VLAN IEEE
802.1Q 14 IEEE 802.1Q 2
Quality of Service QoS; ACL
QoS ACL p.30-7
ACL
VLAN 3 Switch Virtual Interface SVI;
3 3 EtherChannel
ACL ACL
1 IP
1 ACL 1
ACL 1 ACL ACL
. IP
. IP
ACL
ACL
ACL
ACL ACL
29-1 ACL
A B

Catalyst 3550
| oL-8565-01-J .m



29 ACL |
N AcL
29-1 ACL
| l— wiley |
—_ ; : —_
wy_ — & KRR RA
I
a0 g
y— 1 4
"R B
AEE 5B e
*y bT—=7 *y bD—=7
X = ACLIFTRR BN LS T4 v o ZEEEL.
RRRADDD LT T vy EHT 2
>= /N7y k z
ACL
ACL ACL
EtherChannel ACL
2
. IP
. IP
o MAC MAC
MAC
ACL
ACL ACL
2 ACL
29-1 VLAN
2 ACL A
B
ACL VLAN ACL
VLAN ACL
VLAN VLAN ACL
ACL IP IP
MAC IP 2
IP MAC 2
IP IP
Catalyst 3550
m. OL-8565-01-J |



29 ACL
ACL | |

S
1 2 IP 1 MAC
1 IP MAC 1
2 IP MAC
ACL ACL
VLAN
VLAN VLAN
VLAN
VLAN VLAN
ACL VLAN
VLAN IP 3 IP
MAC VLAN MAC EtherType
IP MAC VLAN VLAN
VLAN
VLAN
20-2  VLAN VLAN 10
A
29-2 VLAN
— >X -’
JL—F ﬂ-—/\A JL— r~ #—/\B
(VLAN 10) (VLAN 10)
X = VLANT Y FIEHRR F ADSDEE ®
BATDRTT 499 EER g
>= Ny -
IP IP
TCP UDP ICMP 4
ACE 4 ACE
4 ACE IP
4
4
. 3 TCP  UDP
ACE 4

Catalyst 3550
[ oL-8565-01-J .m



29 ACL |

N AcL

. 4 ACE
4
3 102
Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eqg smtp

(
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eqg telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config)# access-list 102 deny tcp any any

2 ACE eq
TCP Simple Mail Transfer Protocol SMTP Telnet
well-known
. A 10.2.2.2 65000 10.1.1.1  SMTP
TCP
4 ACE
SMTP ACE
ACE 3
TCP 10.1.1.1
J B 10.2.2.2 65001 10.1.1.2  Telnet
3
4 2 ACE
4 2 ACE
3 ACE
10.1.1.2
B 10.1.1.2
. C 10.2.2.2 65001 10.1.1.3 ftp
4 ACE
4 ACE
4 3
10.1.1.3
ACE
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IP ACL ||
2 3 VLAN IP ACL
ACL
ACL Cisco 10S IP Configuration Guide Release 12.2 IP Addressing
and Services Configuring IP Services

e Cisco IOS IP Command Reference, Volume 1 of 3: Addressing and Services Release 12.2
e Cisco IOS IP Command Reference, Volume 2 of 3: Routing Protocols Release 12.2

e  Cisco I0S IP Command Reference, Volume 3 of 3: Multicast Release 12.2
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CPU ICMP
no ip
unreachables ICMP
ip unreachables

. ACL p.29-7
. ACL p.29-8
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. IP ACL p.29-9
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29

ACL |

H PACL

ACL

program nonblocking

mls aclmerge delay access-list hardware

show ip access-lists EXEC
ACL
show access-lists
hardware counters EXEC
IP ACL
. ACL ACL
e IP log ACL deny
permit
ACL
. ACL ACE log CPU
ACE
A
2 ACL
ACL
ACL ACL Ternary CAM  TCAM
TCAM ACL
TCAM
o SDM sdm prefer
access
. ACL ACL
. ACL TCAM
ACL ACL
ACL
TCAM ACL ACE
RIP EIGRP OSPF BGP PIM
ACL
TCAM ACL
Switch(config)# access-1list 100 [permit|deny] tcp any any eq bgp
Switch(config)# access-list 100 [permit|deny] eigrp any any
Switch(config)# access-1list 100 [permit|deny] pim any any
Switch(config)# access-1list 100 [permit|deny] ospf any any
Switch(config)# access-list 100 [permit|deny] udp any any eq rip
Switch(config)# access-1list 100 ...... ACL 100's ACE(s)
(

Switch(config)#

exit
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IPACL ||
Catalyst 3550 Cisco 10S ACL
. IP ACL 29-1 [p.29-10]
. ACL
e |IP
. QoS ACL
. 5 IP ICMP
. ACL
. ACL ACL
. 2 ACL ACL
IP ACL
IP ACL ACL
1
IP ACL
1 ACL
2 ACL IPACL VLAN
ACL IP
. IP
. IP
. p.29-10
J ACL p.29-11
. ACL p.29-13
. IP ACL p.29-17
e ACL p.29-19
e ACL p.29-21
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29

ACL

H PACL

ACL 29-1
IP IP
1 199 1300 2699
29-1
1 99 IP
100 199 IP
200 299
300 399 DECnet
400 499 XNS
500 599 XNS
600 699 AppleTalk
700 799 48 MAC
800 899 IPX
900 999 IPX
1000 1099 IPX SAP
1100 1199 48 MAC
1200 1299 IPX
1300 1999 IP
2000 2699 IP
AY
ACL
IP ACL IP ACL IP ACL 1 99
IP ACL 100 199 ACL ACL
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| 29 ACL
IP ACL
ACL
ACL EXEC
1 configure terminal
2 access-list access-list-number {deny | IP
permit} source [source-wildcard] [log]
access-list-number 1 99 1300 1999 10
deny permit
source
. 10 32
e source source-wildcard 0.0.0.0 255.255.255.255
any source-wildcard
e source  source-wildcard source 0.0.0.0
host
source-wildcard
log
)
2 ACL log
end EXEC
show access-lists [number | name]
5 copy running-config startup-config
ACL no access-list access-list-number
ACE
N
ACL ACL
ACL IP ACL
0.0.0.0
Catalyst 3550
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ACL |

H PACL

IP 171.69.198.102

ACL

Switch (config)# access-list 2 deny host 171.69.198.102

Switch (config)# access-list 2 permit any

Switch(config)# end

Switch# show access-lists
Standard IP access list 2

10 deny 171.69.198.102

20 permit any

host 0.0.0.0 don’t care
show
ACE
IP
ACL
Syslog
S
log
permit deny ACE
ACL
5
IP
5
N
ACL 2
ACL
ACL
IP ACL [p.29-22]
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| 29 ACL

IP ACL | |
ACL
ACL ACL
ACL
ACE ACE
ACL ACE
ACL IP

Authentication Header Protocol ahp Enhanced Interior Gateway Routing Protocol eigrp
Encapsulation Security Payload esp  Generic Routing Encapsulation gre ICMP icmp IGMP

igmp Interior Gateway Routing Protocol igrp Interior Protocol ip IPinIP
ipinip  KA9Q NOS IP over IP nos  Open Shortest Path First
ospf  Payload Compression Protocol pcp  Protocol Independent Multicast pim
TCP tcp UDP udp
A
ICMP ICMP

e Cisco IOS IP Command Reference, Volume 1 of 3: Addressing and Services Release 12.2
e Cisco IOS IP Command Reference, Volume 2 of 3: Routing Protocols Release 12.2
e  Cisco I0S IP Command Reference, Volume 3 of 3: Multicast Release 12.2

Type of Service ToS;

TCP UDP ICMP IGMP IP

ACL EXEC

1

configure terminal
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29 ACL |
W PACL
2a access-list access-list-number IP
{deny| permit} protocol source | o ist-number 100 199 2000 2699 10
source-wildcard destination
destination-wildcard [precedence
precedence] [tos tos] [fragments] deny permit
[_Iog] [log-input] [time-range protocol P
time-range-name] [dscp dscp] . . . . S
ahp eigrp esp gre icmp igmp igrp ip ipinip nos ospf pcp
% pim tcp udp IP 0 255
_
dscp _ ICMP TCP UDP
tos precedence p
dscp )
tos IP
precedence TCP UDP ICMP IGMP
2b  2e
source
source-wildcard
destination
destination-wildcard
source source-wildcard destination destination-wildcard 3
. 10 32
e 0.0.0.0 255.255.255.255 any
. 0.0.0.0 host
e precedence — 0 7
routine
0 priority 1 immediate 2 flash 3 flash-override 4
critical 5 internet 6 network 7
e fragments —
e tos—0 15 ToS
normal 0 max-reliability
2  max-throughput 4 min-delay 8
° |Og —
log-input
2
ACL ACL
e time-range — ACL
p.29-19
e dscp—0 63 DSCP
?
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ACL

IP ACL | |

access-list access-list-number
{deny | permit} protocol any any
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255

any

access-list access-list-number
{deny | permit} protocol host
source host destination
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

source 0.0.0.0
destination 0.0.0.0

host

2b access-list access-list-number
{deny | permit} tcp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [established]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp] [flag]

TCP

TCP tcp

2a

operator
source-wildcard
destination-wildcard
eq gt It

port source

destination

neq range

range 2

port 10 0 65535
TCP ?
Cisco 10S IP Configuration Guide Release 12.2 IP Addressing and
Services Configuring IP Services TCP
TCP

TCP

e established —
rst

ack

TCP
ack
syn

o flag—
fin psh

rst urg

2c access-list access-list-number
{deny | permit} udp source
source-wildcard [operator port]
destination destination-wildcard
[operator port] [precedence
precedence] [tos tos] [fragments]
[log] [log-input] [time-range
time-range-name] [dscp dscp]

UDP

UDP udp

UDP TCP
[operator [port]]

uUbP

UDP

flag established
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29 ACL

IP ACL

2d access-list access-list-number ICMP
{deny | p_ermlt} |cm!c) so_urce ICMP icmp
source-wildcard destination
destination-wildcard [icmp-type | |[ICMP 2a  IP
[[icmp-type icmp-code] | ICMP
[icmp-message]] [precedence
precedence] [tos tos] [fragments] | o icmp-type — ICMP
[log] [log-input] [time-range 0 255
time-range-name] [dscp dscp] e icmp-code — ICMP
ICMP ICMP
0 255
* icmp-message — ICMP ICMP
ICMP
ICMP ICMP
? Cisco

10S IP Configuration Guide Release 12.2

Configuring IP Services

2e access-list access-list-number
{deny | permit} igmp source

IGMP

IGMP igmp

source-wildcard destination
destination-wildcard [igmp-type]
[precedence precedence] [tos tos]
[fragments] [log] [log-input]
[time-range time-range-name]
[dscp dscp]

IGMP 2a IP

igmp-type — IGMP 0 15

dvmrp host-query host-report pim trace

3 show access-lists [number | name]
4 copy running-config
startup-config

no access-list access-list-number
ACE

171.69.198.0 172.20.52.0

Telnet
eq Telnet
TCP

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255
eqg telnet
Switch(config)# access-1list 102 permit tcp any any
Switch(config)# end
Switch# show access-lists
Extended IP access list 102
10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet
20 permit tcp any any

ACE ACE

ACE

ACL

Catalyst 3550
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| 29 ACL

IP ACL

S

ACL

ACL
IP ACL [p.29-22]
ACL ACE
Cisco 10S Release 12.2(18)SE
ACL ip access-list resequence
ACL ACE
ACE ACL
ACE ACL
ip access-list resequence URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s14/fsaclseq.htm
IP ACL
IP ACL ACL
IP
IP
N
ACL
IP ACL 1 99 IP ACL
100 199 ACL ACL
ACL
. ACL ACL
ACL VLAN

. ACL ACL

. ACL IP ACL [p.29-9]

e VLAN ACL ACL

Catalyst 3550
[ oL-8565-01-J .m



29 ACL |

H PACL

ACL EXEC
1 configure terminal
2 ip access-list standard name IP
A
1 99
3 deny {source [source-wildcard] | host 1
source | any} [log]

. . * host — 0.0.0.0
permit {source [source-wildcard] | host ost source source
source | any} [lo ¢ any— 0.0.00

| any} [log] 255.255.255.255
A
2 ACL ACL
log

end EXEC

show access-lists [number | name]

copy running-config startup-config

ACL no ip access-list standard name
ACL EXEC

1 configure terminal
2 ip access-list extended name IP

100 199

Catalyst 3550
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| 29 ACL

IP ACL

3 {deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] |
host destination | any} [precedence
precedence] [tos tos] [established]
[log] [time-range time-range-name]

log
ACL p.29-13
¢ host source — source 0.0.0.0
¢ host destination — destination
0.0.0.0
[ ] any —_—
0.0.0.0 255.255.255.255
S
2 ACL ACL
log

4 end

EXEC

5 show access-lists [number | name]

6 copy running-config startup-config

ACL no ip access-list extended name
ACL ACL
ACL IP
0.0.0.0
ACL ACE ACL
ACL no permit no deny
ACL
border-list ACE
Switch(config)# ip access-list extended border-list
Switch(config-ext-nacl)# no permit ip host 10.1.1.3 any
ACL ACL ACL
ACL
IP ACL [p.29-22]
ACL
ACL time-range
ACL
ACL
time-range
IP ACL p.29-9
IP ACL p.29-17
Catalyst 3550
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29 ACL |

H PACL

. ACL

Network Time Protocol NTP
p.6-2

ACL  time-range EXEC

1 configure terminal

2 time-range time-range-name workhours

3 absolute [start time date] [end time date]

. absolute 1

o absolute
periodic day-of-the-week hh:mm to

[day-of-the-week] hh:mm . periodic

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

end EXEC

show time-range

copy running-config startup-config

no time-range time-range-name

Catalyst 3550
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| 29 ACL

IP ACL | |

workhours 20060 1 1

Switch(config)# time-range workhours
Switch(config-time-range)# periodic weekdays 8:00 to 12:00
Switch(config-time-range)# periodic weekdays 13:00 to 17:00
Switch(config-time-range)# exit
Switch(config)# time-range new_year_ day 2005

(

Switch(config-time-range)# absolute start 00:00 1 Jan 2005 end 23:59 1 Jan 2005

Switch(config-time-range)# end
Switch# show time-range
time-range entry: new_vyear_day_ 2005 (inactive)
absolute start 00:00 01 January 2005 end 23:59 01 January 2005
time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

ACL
TCP
TCP 188

Switch(config)# access-list 188 deny tcp any any time-range new_year day 2005
Switch(config)# access-list 188 permit tcp any any time-range workhours
Switch(config)# end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year_day_2005 (inactive)

20 permit tcp any any time-range workhours (inactive)

ACL

Switch(config)# ip access-list extended deny_ access
Switch(config-ext-nacl)# deny tcp any any time-range new_year day_ 2005
Switch(config-ext-nacl)# exit
Switch(config)# ip access-list extended may access
Switch(config-ext-nacl)# permit tcp any any time-range workhours
Switch(config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip_default

10 permit ip any any
Extended IP access list deny_access

10 deny tcp any any time-range new_year_day_2005 (inactive)
Extended IP access list may_access

40 permit tcp any any time-range workhours (inactive)

ACL
remark IP
ACL ACL
100
IP ACL ACL access-list access-list number
remark remark
no
Catalyst 3550
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29 ACL

H PACL

Jones

Switch(config)#
Switch(config)#
Switch(config)#
Switch(config)#

Smith

access-list 1 remark Permit only Jones workstation through

access-list 1 permit 171.69.2.88

access-list 1 remark Do not allow Smith workstation through

access-list 1 deny 171.69.3.13

IP ACL remark

Jones Telnet

Switch(config) #

Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

ip access-list extended telnetting

no

IP ACL
IP ACL 1 3
ACL 2
ACL
ACL
o 3 ACL
SNMP Telnet Web CPU
2 ACL
o ACL VLAN ACL
3 ACL VLAN 2
ACL conflict
3ACL 2
ACL
2 ACL 3 ACL
conflict 2 ACL
3 ACL
* 2 IP
3 1 IP
IP ACL IP ACL
ACL ACL
. ACL 2 EtherChannel
ACL
Catalyst 3550
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29 ACL

IP ACL ||
ACL
EXEC
1 configure terminal
2 line [console | vty] line-number
e console —
DCE
° Vty J—
line-number
0
16
3  access-class access-list-number
{in | out}
end EXEC
show running-config
copy running-config startup-config
no access-class access-list-number {in | out}
2 3 IP
EXEC

1 configure terminal

2 interface interface-id

2 ACL
3 ACL
3 ip access-group {access-list-number | |IP
name} {in | out} IP
S
out 2
ACL

4 end EXEC

5 show running-config

6 copy running-config startup-config

no ip access-group {access-list-number | name} {in | out}

Catalyst 3550
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29 ACL |

H PACL
GigabitEthernet 0/3 2
Switch(config)# interface gigabitethernet0/3
Router (config-if)# ip access-group 2 in
S
ip access-group 3
SVi 3 EtherChannel
IP 3 CPU 3
VLAN
ACL ACL ACL
ACL 3
ACL
ICMP
ACL ACL
ICMP
1 0.5 1 ip icmp rate-limit
unreachable
ACL ACL
ACL
IP ACL
IP ACL ACL Cisco 10S Security
Configuration Guide Release 12.2 Cisco 10S IP Configuration Guide Release 12.2 IP
Addressing and Services Configuring IP Services
29-3 2
A
1 B
A B
ACL
J IP ACL 1
J IP ACL 1
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IP ACL
29-3 ACL
H—/VA H—/\B
(FERELE) (#5)
A y_
Ell
L
R— k2 g? R—k 1
_a— ‘--i
_"‘ I_’
)\$§|} — __" ﬁ}ig[‘
172.20.128.0~31 I:l' I:l' 172.20.128.64~95
—— — g
ACL B
172.20.128.64 172.20.128.95
ACL 1
Switch(config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch(config)# end
Switch# show access-lists
Standard IP access list 6
permit 172.20.128.64, wildcard bits 0.0.0.31
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 6 out
ACL B 1
B 172.20.128.64
172.20.128.95 ACL 1
ACL IP

Switch(config)# access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch(config)# end
Switch# show access-lists
Extended IP access list 106
permit ip any 172.20.128.64 0.0.0.31
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 106 in

Catalyst 3550
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29 ACL

H PACL

ACL

ACL

36.0.0.0 2 A
255.255.0.0 36.0.0.0

48 1
36.0.0.0
ACL GigabitEthernet 0/1

Switch(config)# access-list 2 permit 36.48.0.3
Switch(config)# access-1list 2 deny 36.48.0.0 0.0.255.255
Switch(config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 2 in

1023 TCP 2
128.88.1.2 SMTP TCP 3
ICMP

Switch(config)# access-1list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023
Switch(config)# access-1list 102 permit tcp any host 128.88.1.2 eq 25
Switch(config)# access-list 102 permit icmp any any

Switch(config)# interface gigabitethernet0/1

Switch(config-if)# ip access-group 102 in

ACL
TCP IP
SMTP
TCP
SMTP TCP 25
25
25
ACL ACL
ACL
128.88.0.0 B
128.88.1.2 established TCP
TCP ACK RST

GigabitEthernet 0/1

Switch(config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch(config)# access-1list 102 permit tcp any host 128.88.1.2 eq 25

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 102 in

i Catalyst 3550
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| 29 ACL

ACL

IP ACL

IP ACL | |

internet_filter ACL marketing_group
ACL internet_filter ACL 1.2.34

Switch(config)# ip access-list standard Internet_filter
Switch(config-ext-nacl)# permit 1.2.3.4
Switch(config-ext-nacl)# exit

marketing_group ACL 171.69.0.0 0.0.255.255

TCP Telnet TCP ICMP
1024 171.69.0.0

179.69.255.255 UDP

IP

Switch(config)# ip access-list extended marketing group
Switch(config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch(config-ext-nacl)# deny tcp any any

Switch(config-ext-nacl)# permit icmp any any

Switch(config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch(config-ext-nacl)# deny ip any any log

Switch(config-ext-nacl)# exit

ACL 3 GigabitEthernet 0/5
Internet_filter ACL marketing_group ACL

Switch(config)# interface gigabitethernet0/5
Switch(config-if)# no switchport

Switch(config-if)# ip address 2.0.5.1 255.255.255.0
Switch(config-if)# ip access-group Internet_filter out
Switch(config-if)# ip access-group marketing group in

oo

8 6 IP HTTP
UDP 8

Switch(config)# time-range no-http

Switch(config)# periodic weekdays 8:00 to 18:00

!

Switch(config)# time-range udp-yes

Switch(config) # periodic weekend 12:00 to 20:00

!

Switch(config)# ip access-list extended strict
Switch(config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch(config-ext-nacl)# permit udp any any time-range udp-yes
1

Switch(config-ext-nacl)# exit

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group strict in

[ oL-8565-01-J
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29 ACL |

H PACL
IP ACL
ACL Jones
Smith

Switch(config)# access-list 1 remark Permit only Jones workstation through
Switch(config)# access-list 1 permit 171.69.2.88
Switch(config)# access-list 1 remark Do not allow Smith workstation through
Switch(config)# access-list 1 deny 171.69.3.13

ACL Winter Smith Web
Switch(config)# access-list 100 remark Do not allow Winter to browse the web
Switch(config)# access-1list 100 deny host 171.69.3.85 any eq www
Switch(config)# access-list 100 remark Do not allow Smith to browse the web
Switch(config)# access-list 100 deny host 171.69.3.13 any eq www

ACL Jones
Switch(config)# ip access-list standard prevention
Switch(config-std-nacl)# remark Do not allow Jones subnet through
Switch(config-std-nacl)# deny 171.69.0.0 0.0.255.255

ACL Jones Telnet
Switch(config)# ip access-list extended telnetting
Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

ACL

ACL

ACL 2 log
log-input
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IP ACL | |

stanl  10.1.1.0 0.0.0.255
log

Switch(config)# ip access-list standard stanl
Switch(config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Switch(config-std-nacl)# permit any log
Switch(config-std-nacl)# exit

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group stanl in
Switch(config-if)# end

Switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

00:09:34:%SEC-6-IPACCESSLOGS:1list stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1list stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1list stanl permitted 0.0.0.0 1 packet
00:15:33:%SEC-6-IPACCESSLOGS:1list stanl denied 10.1.1.15 2009 packets

extl 10.1.1.0 0.0.0.255 ICMP
UDP

Switch(config)# ip access-list extended extl
Switch(config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch(config-ext-nacl)# deny udp any any log
Switch(config-std-nacl)# exit

Switch(config)# interface gigabitethernet0/3

Switch(config-if)# ip access-group extl in

IP ACL

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets
IP ACL $SEC-6-IPACCESSLOG

ACL

log-input

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl
0001.42ef.a400) -> 10.1.1.61 (0/0), 1 packet

log

00:05:47:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 -> 10.1.1.61
(0/0), 1 packet
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MAC ACL

MAC ACL

VLAN 2 IP
MAC MAC ACL
ACL 700
799 MAC
N
MAC ACL 3
mac access-list extended IP
N
appletalk deny permit MAC
Organizational Unique Identifier OUI EtherType = SNAP
MAC ACL EXEC
configure terminal
mac access-list extended name MAC
{deny | permit} {any | host source MAC MAC
address | source MAC address mask} {any | any MAC
host destination MAC address | destination MAC host MAC
MAC address mask} [type mask | Isap Isap any MAC
mask | aarp | amber | dec-spanning | MAC MAC permit
decnet-iv | diagnostic | dsm | etype-6000 | deny
etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios |
vines-echo |vines-ip | xns-idp | 0-65535] [cos type mask — Ethernet 11 SNAP
cos] EtherType 10 16
8 EtherType don’t
care
Isap Isap mask — IEEE 802.2
LSAP 10 16 8

aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip |
xns-idp— IP

COS C0S — 0
7 IEEE 802.1Q

end

EXEC

i Catalyst 3550
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MAC

ACL | |

5 show access-lists [number | name]

6 copy running-config startup-config

ACL no mac access-list extended name
MAC ACL ACE

DECnet Phase 1V EtherType

macl

Switch(config)# mac access-list extended macl
Switch(config-ext-macl)# deny any any decnet-iv
Switch(config-ext-macl)# permit any any
Switch(config-ext-macl)# end
Switch # show access-lists
Extended MAC access list macl

10 deny any any decnet-iv

20 permit any any

2 MAC ACL

MAC ACL 2
IP MAC ACL

. 3 ACL
ACL
3 ACL 2

VLAN

e 1 2
MAC ACL 2
ACL ACL

e MAC
Protocol Data Unit
CDP

MAC 1
MAC ACL

MAC ACL VLAN

BPDU;

2 MAC
EXEC

ACL

Bridge

Cisco Discovery Protocol

1 configure terminal

2 interface interface-id

ACL

3 mac access-group {name} {in} MAC

ACL

4 end EXEC
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| MAC ACL
5 show mac access-group [interface 2
interface-id] MAC
6 copy running-config startup-config

no mac access-group {name} in
GigabitEthernet 0/3 MAC macl

Switch(config)# interface gigabitethernet0/3
Router (config-if)# mac access-group macl in

N

mac access-group 2

ACL ACL ACL

ACL ACL

ACL
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m. OL-8565-01-J |



| 29 ACL

VLAN ||
VLAN VLAN
VLAN VLAN
ACL VLAN IP MAC
match
match
S
VLAN 1 VLAN
1 VLAN IP ACL IP ACL MAC ACL
IP ACL p.29-9 MAC ACL p.29-30
2 VLANACL vlan access-map
3 action forward
drop match MAC
IP IP 1 ACL
S
IP MAC match VLAN
match VLAN
4 VLAN 1 VLAN vlan filter
S
2 ACL ACL VLAN VLAN
e VLAN p.29-34
e VLAN p.29-34
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ACL

N VLAN
e VLAN VLAN p.29-37
. VLAN p.29-37
VLAN
VLAN
. VLAN
ACL VLAN
. VLAN VLAN
VLAN
VLAN
. IP MAC match VLAN 1
match
match VLAN
. ACL
. ACL VLAN ACL
VLAN p.29-40
. VLAN p.29-37
. 2 IP MAC
VLAN VLAN VLAN
. VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN
VLAN
VLAN VLAN
EXEC
1 configure terminal
2 vlan access-map name [number] VLAN
VLAN 10
3 action {drop | forward}
Catalyst 3550
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VLAN
4 match {ip | mac} address {name | 1
number} [name | number] IP MAC
IP IP
IP MAC
end
show running-config
copy running-config startup-config

no vlan access-map name

no vlan access-map name number

no action

VLAN permit deny VLAN
ACL
ACL  permit ACL  deny

ACL VLAN
ACL VLAN

ACL VLAN
ipl ACL TCP
TCP iplACL VLAN
IP match match
IP

Switch(config)# ip access-list extended ipl
Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map map_1 10
Switch(config-access-map)# match ip address ipl
Switch(config-access-map)# action drop

VLAN ACL ip2 UDP
ip2 ACL

Switch(config)# ip access-list extended ip2
Switch(config-ext-nacl)# permit udp any any
Switch(config-ext-nacl)# exit

Switch(config)# vlan access-map map_1l 20
Switch(config-access-map)# match ip address ip2
Switch(config-access-map)# action forward

ACL IP TCP UDP
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N VLAN

VLAN IP MAC
ACL 101 igmp-match tcp-match

. UDP

. IGMP

. TCP

. 1P
. 1P

Switch(config)# access-1list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch(config-ext-nacl)# permit igmp any any
Switch(config)# ip access-list extended tcp-match
Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# exit

Switch(config)# vlan access-map drop-ip-default 10
Switch(config-access-map)# match ip address 101
Switch(config-access-map)# action forward
Switch(config-access-map)# exit

Switch(config)# wvlan access-map drop-ip-default 20
Switch(config-access-map)# match ip address igmp-match
Switch(config-access-map)# action drop
Switch(config-access-map) # exit

Switch(config)# vlan access-map drop-ip-default 30
Switch(config-access-map)# match ip address tcp-match
Switch(config-access-map)# action forward

VLAN MAC IP
MAC good-hosts good-protocols

0000.0c00.0111 0000.0c00.0211 MAC
e decnet-ip vines-ip MAC

d IP

d IP

Switch(config)# mac access-list extended good-hosts
Switch(config-ext-macl)# permit host 000.0c00.0111 any
Switch(config-ext-macl)# permit host 000.0c00.0211 any
Switch(config-ext-nacl)# exit

Switch(config)# mac access-list extended good-protocols
Switch(config-ext-macl)# permit any any decnet-ip
Switch(config-ext-macl)# permit any any vines-ip
Switch(config-ext-nacl)# exit

Switch(config)# vlan access-map drop-mac-default 10
Switch(config-access-map)# match mac address good-hosts
Switch(config-access-map)# action forward
Switch(config-access-map)# exit

Switch(config)# vlan access-map drop-mac-default 20
Switch(config-access-map)# match mac address good-protocols
Switch(config-access-map)# action forward
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VLAN ||
4
VLAN IP IP
2 3 tcp-match good-hosts
. TCP
. 0000.0c00.0111 0000.0c00.0211 MAC
. IP
. MAC
Switch(config)# wvlan access-map drop-all-default 10
Switch(config-access-map)# match ip address tcp-match
Switch(config-access-map)# action forward
Switch(config-access-map) # exit
Switch(config)# wvlan access-map drop-all-default 20
Switch(config-access-map)# match mac address good-hosts
Switch(config-access-map)# action forward
VLAN VLAN
1 VLAN 1 VLAN EXEC
1 configure terminal
2 vlan filter mapname vlan-list list VLAN 1 VLAN ID
list VLAN ID 22 10 22
VLAN ID 12 22 30
show running-config
copy running-config startup-config
~
2 ACL ACL VLAN VLAN

VLAN no vlan filter mapname vlan-list list

VLAN 1 VLAN20 22

Switch(config)# vlan filter map 1 vlan-list 20-22

VLAN
VLAN
. p.29-38
. VLAN p.29-39
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N VLAN

VLAN QoS ACL 29-4

29-4

VIANT Y 7 XD Y AD :
HTTP & ——— /|

HTTP [ET Y b)) —>

A P CEE |:||

_’
Rk X
,,,,,,,, VLAN{ 10.1.1.32 10.1.1.34 .
— — — VLAN2 3
— > vk 2
HTTP X Y X IP
10.1.1.32 Y IP 10.1.1.34 HTTP B
A A VLAN
HTTP TCP IP http

Switch(config)# ip access-list extended http
Switch(config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eqg www
Switch(config-ext-nacl)# exit

http IP
VLAN map2

Switch(config)# wvlan access-map map2 10
Switch(config-access-map)# match ip address http
Switch(config-access-map)# action drop
Switch(config-access-map)# exit

Switch(config)# ip access-list extended match_all
Switch(config-ext-nacl)# permit ip any any
Switch(config-ext-nacl)# exit

Switch(config)# wvlan access-map map2 20
Switch(config-access-map)# match ip address match_all
Switch(config-access-map)# action forward

VLAN map2 VLAN1

Switch(config)# vlan filter map2 vlan 1

Catalyst 3550
m. OL-8565-01-J |




29 ACL

VLAN ||
VLAN
VLAN VLAN 10 10.1.1.100
29-5
e VLAN?20 10.1.2.0/8
e VLANI10 10.1.14 10.1.1.8
29-5 VLAN
VLAN v 7
=i ll
10.1.1.100 N
!l - I
—/\(VLAN 10 10.1.2.0/8
=N ) \\
— < N |
10.1.1.4|:L‘ ””””” F—
7R Z k(VLAN 20)
R Z K (VLAN 10) LAY3 RS YT
_a—
10.1.1.8 |:| ffffffffffff
=,
R Z k(VLAN 10) —> Ty b 2
10.1.2.0/8 10.1.14 10.1.1.8
IP VLAN SERVER1 VLAN
VLAN SERVER1 VLAN
10
IP ACL
Switch(config)# ip access-list extended SERVER1l_ACL
Switch(config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch(config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100
Switch(config-ext-nacl))# exit
SERVER1_ACL IP IP ACL
VLAN
Switch(config)# vlan access-map SERVER1_MAP
Switch(config-access-map)# match ip address SERVER1l_ACL
Switch(config-access-map)# action drop
Switch(config)# wvlan access-map SERVER1_MAP 20
Switch(config-access-map)# action forward
Switch(config-access-map) # exit
VLAN10 VLAN
Switch(config)# vlan filter SERVER1_MAP vlan-list 10.
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| ACL VLAN
VLAN ACL VLAN
VLAN ACL
VLAN
N
1 VLAN ACL ACL
ACL VLAN deny ACL
N
ACL VLAN ACL
VLAN
IP MAC match VLAN
VLAN
match VLAN
ACL VLAN
. ACL VLAN p.29-40
e VLAN ACL VLAN p.29-41
ACL VLAN
ACL VLAN VLAN
ACL VLAN VLAN
ACL 1
ACL VLAN VLAN
ACL VLAN ACE
ACL VLAN VLAN ACL VLAN
ACL ACL
permit..
permit..
permit..

deny ip any any

deny...
deny...
deny...
permit ip any any
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ACL VLAN |
ACL
ACL 4 4
ACL full flow IP IP
IP
IP don’t
care
4 IPACE TCP/UDP/ICMP ACE ACL full flow
4 ACE IP
)
ACL
mls aclmerge delay access-list hardware
program nonblocking
VLAN ACL VLAN
ACL VLAN VLAN
VLAN ACL
ACL
29-6 VLAN ACL
VLAN
VLAN VLAN
29-6 ACL
AN H 7
VLAN 10 L—4 J—4 | VLAN20
<y ACL ACL I 97
vV vV Vv vV
-
—_—
RA LA
(VLAN 10) : ‘ ‘
DIV T a4 Y UBEEE I
j REIwD ‘
RAKC —/ 3
(VLAN 10) |
VLANAO. s ku k] VLAN20 &
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| ACL VLAN
ACL
29-7 ACL
VLAN 2 ACL IP ARP
29-7 AcCL
VLAN 10 VLAN 20
<y <y
| -l
_" | | —
AR kA AZ kB
(VLAN 10) (VLAN 20)
RETY S
VLANTO —— Sryb ] VLAN2Z0 2
ACL
29-8 ACL
ACL
1. VLAN  VLAN
2. ACL
3. ACL
a. VLAN  VLAN
29-8 AcCL
AR Hi 71
VLANTO | L—%  L—% VLAN 20
<v7 | ACL ACL K
A B
R R |
=y | | F——
ARk A ARk B
(VLAN 10) (VLAN 20)
=T 4 2V THERE
VIANTO ——> Sy b b VIAN20 5

i Catalyst 3550

OL-8565-01-J |



| 29 ACL

ACL VLAN | |
ACL
29-9 IP ACL
2 1
VLAN 1
VLAN VLAN
VLAN ACL VLAN
VLAN VLAN
VLAN 29-9  VLAN 10
29-9 ACL
AR HH
VLAN10 | JL—4% JL—4 | VLAN20
TvT ACL ACL =
v v v v

T - > -l
=y F—
KRR kA HRZ kB
(VLAN 10) 1 1 (VLAN 20)

) LT VTR
KX RC —/ 3
(VLAN 10) |
=y | ‘ g
VLANTO L Ry ko VLAN20 &
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N AcL

ACL

ACL
ACL

e ACL p.29-44
e ACL

ACL

ACL ip access-group
2 3

29-2

29-2

VLAN ACL

ACL

MAC ACL
EXEC

show access-lists [number | name] IP MAC

show ip access-lists [number | name] IP

show ip interface interface-id

ip access-group
ACL

show running-config [interface interface-id]

MAC IP

show mac access-group [interface interface-id] 2

show access-lists EXEC

Switch# show access-lists
Standard IP access list 1
permit 172.20.10.10
Standard IP access list 10
permit 12.12.12.12
Standard IP access list 12
deny 1.3.3.2
Standard IP access list 32
permit 172.20.20.20
Standard IP access list 34
permit 10.24.35.56
permit 23.45.56.34
Extended IP access list 120
permit eigrp host 12.3.6.5 host 25.36.1.24
Extended MAC access list macl

ACL ACL
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show ip access-lists EXEC

Switch# show ip access-lists
Standard IP access list 1
permit 172.20.10.10
Standard IP access list 10
permit 12.12.12.12
Standard IP access list 12
deny 1.3.3.2
Standard IP access list 32
permit 172.20.20.20
Standard IP access list 34
permit 10.24.35.56
permit 23.45.56.34
Extended IP access list 120

permit eigrp host 12.3.6.5 host 25.36.1.24

show mac access-group EXEC
macl-el
GigabitEthernet 2

Switch# show mac access-group
Interface GigabitEthernetO/1:
Inbound access-list is not set
Interface GigabitEthernet0/2:
Inbound access-1list is macl_el
Interface GigabitEthernet0/3:
Inbound access-1list is not set
Interface GigabitEthernet0/4:
Inbound access-list is not set
Interface GigabitEthernet0/5:
Inbound access-1list is not set

VLAN VLAN

29-3 EXEC

29-3 VLAN

ACL | |

IP ACL
MAC ACL

MAC

VLAN

show vlan access-map [mapname] VLAN

show vlan filter [access-map name | vlan vlan-id] VLAN
VLAN

VLAN

show vlan access-map EXEC

Switch# show vlan access-map
Vlan access-map "map_1" 10
Match clauses:
ip address: ipl
Action:
drop
Vlan access-map "map_1l" 20
Match clauses:
mac address: macl
Action:
forward
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W ACL
show vlan filter EXEC
Switch# show vlan filter
VLAN Map map_1 is filtering VLANs:
20-22
ACL
ACL
show fm
EXEC ACL
show tcam EXEC
TCAM
29-4 ACL EXEC
29-4 VLAN
show fm vlan vlan-id VLAN
VLAN
show fm interface interface-id
show fm vlan-label label-id ACL
VLAN ACL VLAN
show fm port-label label-id ACL
VLAN label-id 255 label-id 0 127
show tcam {inacl | outacl} tcam-id {{port-labels TCAM ACL ACL
[label-id]} | size |{statistics [entries | hits | labels | TCAM ID 1 3
masks]} | {vlan-labels [label-id]}}
ACL
. p.29-48
e TCAM p.29-50
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ACL
ACL ACL
ACL
1 2 ip3
3 ACL
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group ip3 in
Switch(config-if) #
1d18h:%FM-3-CONFLICT:Port ACL ip3 conflicts with input router ACLs
ACL
show fm interface EXEC
show fm port-label EXEC
Switch# show fm interface gigabitethernet0/1
Conflicts exist with layer 3 access groups.
Input Port Label:2
Switch# show fm port-label 2
Conflicts exist with layer 3 access groups.
Needed in CAM(s):1
Loaded into CAM(s):1
Sent to CPU by CAM(s) :
Interfaces: Gi0O/1
IP Access Group:ip3 0 VMRs
DHCP Broadcast Suppression Disabled.
MAC Access Group: (None) 0 VMRs
2 ACL Svi
VLAN1l ACL 121
Switch(config)# interface vlan 1
Switch(config-if)# ip access-group 121 in
Switch(config-if) #
1d18h:%FM-3-CONFLICT: Input router ACL 121 conflicts with port ACLs
show fm vlan EXEC VLAN label-ids

show fm vlan-label

Switch# show fm vlan 1
Conflicts exist with layer 2 access groups.
Input VLAN Label:1
Output VLAN Label:0 (default)
Priority:normal
Switch# show fm vlan-label 1
Conflicts exist with layer 2 access groups.
Input Features:

Interfaces or VLANs: V11

Priority:normal

Vlan Map: (none)

Access Group:121, 0 VMRs

Multicast Boundary: (none), 0 VMRs
Output Features:

Interfaces or VLANS:

Priority:low

Bridge Group Member:no

Vlan Map: (none)

Access Group: (none), 0 VMRs
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W ACL
ACL
Catalyst 3550 ACL
ACL
CPU
VLAN ACL VLAN
VLAN
* VLAN
CPU
VLAN
CPU
e VLAN VLAN
show fm EXEC
VLAN
ACL
TCAM
Switch(config-if)# interface gigabitethernet0/3
Switch(config-if)# ip access-group 100 in
Switch(config-if)#
00:04:58:%FM-3-UNLOADING:Unloading port label 3 feature from TCAM 1
show fm interface
Switch# show fm interface gigabitethernet0/3
Input Port Label:3
show fm port-label 3 EXEC CAM 1 3

CAM 1 CPU

Switch# show fm port-label 3

Needed in CAM(s):1

Loaded into CAM(s):

Sent to CPU by CAM(s):1

Interfaces: Gi0/3

IP Access Group:100 3400 VMRs

DHCP Broadcast Suppression Disabled.
MAC Access Group: (None) 2 VMRs
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TCAM 1 3 TCAM
ACL

ACL TCAM

Switch(config)# interface gigabitethernet0/10

Switch(config-if)# ip access-group 101 in

Switch(config-if)#

01:46:25:%FM-3-UNLOADING:Unloading port label 4 feature from TCAM 1

4 show fm port-label TCAM

Switch# show fm port-label 4

Needed in CAM(s):1 3

Loaded into CAM(s) :3

Sent to CPU by CAM(s):1

Interfaces: Gi0/3, Gi0/10

IP Access Group:101 379 VMRs

DHCP Broadcast Suppression Disabled.
MAC Access Group: (None) 2 VMRS

CAM1 3 4 CAM 1
CAM 1
3 CAM 3
ACL CAM 1
CAM 1 CPU

VLAN ACL
VLAN 1

Switch# show fm vlan 1

Input VLAN Label:1

Output VLAN Label:0 (default)
Priority:normal

show fm vlan-label EXEC

Switch# show fm vlan-label 1
Unloaded due to merge failure or lack of space:
InputAccessGroup
Merge Fail:input
Input Features:
Interfaces or VLANs: V11
Priority:normal
Vlan Map: (none)
Access Group:131, 6788 VMRs
Multicast Boundary: (none), 0 VMRs
Output Features:
Interfaces or VLANs:
Priority:low
Bridge Group Member:no
Vlan Map: (none)
Access Group: (none), 0 VMRs
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W ACL
show fm vlan-label EXEC
Switch# show fm vlan-label 1
Unloaded due to merge failure or lack of space:
InputAccessGroup
Input Features:
Interfaces or VLANs: V11
Priority:normal
Vlan Map: (none)
Access Group:bigone, 11 VMRs
Multicast Boundary: (none), 0 VMRs
Output Features:
Interfaces or VLANs:
Priority:low
Bridge Group Member:no
Vlan Map: (none)
Access Group: (none), 0 VMRs
show fm vlan-label EXEC
2
Switch# show fm label 1
Unloaded due to merge failure or lack of space:
InputAccessGroup OutputAccessGroup
Input Features:
Interfaces or VLANs: V11
Priority:normal
Vlan Map: (none)
Access Group:bigone, 11 VMRs
Multicast Boundary: (none), 0 VMRs
Output Features:
Interfaces or VLANs: V12
Priority:normal
Bridge Group Member:no
Vlan Map: (none)
Access Group:bigtwo, 11 VMRs
N
ACL ACL sdm
prefer access
SDM SDM
p.6-28
TCAM
show tcam EXEC ACL TCAM
VLAN TCAM
TCAM ACL show tcam size

Switch# show tcam inacl 1 size
Ingress ACL TCAM Size:6592 Entries

TCAM

sdm prefer
ACL
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ACL
TCAM show tcam statistics
TCAM
Switch# show tcam inacl 1 statistics
Ingress ACL TCAM#1l:Number of active labels:3
Ingress ACL TCAM#1:Number of masks allocated: 14, available: 810
Ingress ACL TCAM#1:Number of entries allocated: 17, available:6575
VLAN ACL TCAM
show fm interface show fm vlan
VLAN ACL VLAN
show tcam port-label show tcam vlan-label
TCAM VLAN ACL
VLAN ACL
Switch# show fm vlan 1
Input VLAN Label:1
Output VLAN Label:0 (default)
Priority:normal
Switch# show tcam inacl 1 vlan-labels 1
Label Value 8193 (vlan label 1)
Number of entries :779
Entry List
Mask Index :4
F7 00 00 00 00 00 00 00 00 80 FF CO 00 CO FF FF 00 0O
Entry Index :32 Timestamp:1
96 00 00 00 00 00 00 00 00 80 01 40 00 80 00 01 00 00 As Data(hex) :00260086
Mask Index :5
F7 00 00 00 00 00 00 00 00 80 FF CO OO0 CO 0O 00 FF FF
Entry Index :33 Timestamp:4
96 00 00 00 00O 00 OO 00 0O 80 01 40 00 80 00 00 00 B3 As Data(hex) :00260086
Mask Index :6
F5 00 00 00 00 EO OO 00 00 80 FF CO 00 CO 00 00 00 0O
Entry Index :48 Timestamp:1
94 00 00 00 00O EO OO 00 0O 80 01 40 00 80 00 00 00 00 As Data(hex) :00210086
Mask Index :7
F7 00 00 00 00 00 00 00 OO 80 FF CO OO CO OO 00 00 OO
Entry Index :49 Timestamp:4
96 00 00 00 00 00 00 00 00 80 01 40 00 80 00 00 00 00 As Data(hex) :00210086
Mask Index :8
F5 00 00 00 00 00 00 00 OO 80 FF CO OO CO OO 00 00 OO
Entry Index :64 Timestamp:1
A
show tcam vlan-label Number of entries 2
2
Catalyst 3550
[ oL-8565-01-J .m



29 ACL |

N AcL

Catalyst 3550
m. OL-8565-01-J |



	ACL によるネットワーク セキュリティの設定
	ACL の概要
	サポートされる ACL
	ルータACL
	ポート ACL
	VLAN マップ

	分割されたトラフィックおよび分割されていないトラフィックの処理

	IP ACL の設定
	ルータ ACL のハードウェアおよびソフトウェア処理
	入力ルータ ACL 設定時の注意事項
	サポートされない機能
	標準および拡張 IP ACL の作成
	アクセス リスト番号
	番号指定標準 ACL の作成
	番号指定拡張 ACL の作成
	ACL での ACE の再シーケンス
	名前指定の標準および拡張 IP ACL の作成
	ACL での時間範囲の使用法
	ACL へのコメントの挿入

	インターフェイスまたは端末回線への IP ACL の適用
	IP ACL の設定例
	番号指定 ACL
	拡張 ACL
	名前指定 ACL
	IP ACL に適用される時間範囲
	コメント付きの IP ACL エントリ
	ACL のロギング


	名前指定の MAC 拡張 ACL の設定
	レイヤ 2 インターフェイスへの MAC ACL の適用

	VLAN マップの設定
	VLAN マップ設定時の注意事項
	VLAN マップの作成
	ACLおよびVLANマップの例

	VLAN への VLAN マップの適用
	ネットワークでの VLAN マップの使用法
	配線クローゼットの構成
	別の VLAN にあるサーバへのアクセス拒否


	ルータ ACL と VLAN マップの併用
	ルータ ACL と VLAN マップを併用する場合の注意事項
	VLAN に適用されるルータ ACL と VLAN マップの例
	ACLおよびスイッチド パケット
	ACLおよびブリッジド パケット
	ACLおよびルーテッド パケット
	ACLおよびマルチキャスト パケット


	ACL 情報の表示
	ACL の設定の表示
	ACL リソースの利用率および設定問題の表示
	設定の矛盾
	ハードウェアでの ACL 設定の適合性
	TCAM の利用率



