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priv
SNMPv1l SNMPv2C
MIB IP Access control List ACL;
SNMPv2C
SNMPv2C
SNMPv1
SNMPv2C
SNMPv3
1
SNMP
SNMPv1 SNMPv2C
SNMPv3
28-1
28-1 SNMP
SNMPv1 noAuthNoPriv
SNMPv2C noAuthNoPriv
SNMPv3 noAuthNoPriv
SNMPv3 authNoPriv MD5 SHA HMAC-MD5 HMAC-SHA
SNMPv3 authPriv MD5 SHA |DES HMAC-MD5 HMAC-SHA
CBC-DES DES-56 DES
56
SNMP SNMP
SNMPv1l SNMPv2C
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)
SNMP
Network Assistant
RW RO @esN N
5
Cisco.com Getting Started with Cisco Network Assistant
SNMP MiB
NMS CiscoWorks CiscoWorks 2000
MIB
28-1 SNMP MIB SNMP
SNMP
MAC SNMP
SNMP SNMP get-request  get-next-request
set-request MIB
28-1 SNMP
NMS get-request, get-next-request. 2y RT—9 FINLR
get-bulk, set-request e
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SNMP
SNMP SNMP
SNMP
traps
SNMP
snmp-server host
S
SNMPv1
SNMP
SNMP Protocol Data Unit PDU,;
1
SNMP
SNMP ifindex MIB
NMS IF-MIB ifIndex
2 iflndex 10003
ifindex snmp-server ifindex persist
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SNMP
283 SNMP

28-3 SNMP

SNMP !
SNMP Read-Only

Read-Write

SNMP
SNMP TCP ty

SNMP version
1

SNMPv3 noauth
noAuthNoPriv

SNMP

1. snmp-server

SNMP

snmp-server
1 SNMP

SNMP SNMP SNMP SNMP
SNMP SNMP SNMP SNMP
ID SNMP
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Cisco 10S Configuration Fundamentals Command Reference Release 12.2
. SNMP
IP
. snmp-server enginelD
remote SNMP ID
SNMP ID
ID
e SNMP SNMP
SNMP ID
. auth
authNoPriv priv authPriv
e SNMP ID
ID
Message Digest5 MD5 Secure Hash Algorithm SHA
RFC 2274
ID SNMPv3
snmp-server user username
SNMP ID
SNMP
SNMP EXEC
1 configure terminal
2 nosnmp-server SNMP
3 end EXEC
4 show running-config
5 copy running-config startup-config
no snmp-server
1 2C 3
SNMP Cisco 10S snmp-server
SNMP
SNMP SNMP
1
. SNMP
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SNMP
e MIB MIB
J MIB
EXEC
1 configure terminal
2 snmp-server community string [view
view-name] [ro | rw] [access-list-number] . string SNMP
1
. view
J MIB
ro MiIB
/ rw
J access-list-number 1 99 1300 1999
IP
3 access-list access-list-number {deny | 2 IP
permit} source [source-wildcard]
e access-list-number 2
e deny
permit
* source
SNMP IP
. source-wildcard
10
1
end EXEC
show running-config
copy running-config startup-config

S

SNMP
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Nno snmp-server community string
SNMP comaccess IP
4 SNMP
Switch(config)# snmp-server community comaccess ro 4
SNMP
SNMP enginelD
SNMP SNMP SNMP SNMP
SNMP EXEC
1 configure terminal
2 snmp-server enginelD {local engineid-string |SNMP
| remote ip-address [udp-port port-number]
ineid-stri L .
engineid-string} e engineid-string SNMP 24 1D
0 ID 24
0
ID
123400000000000000000000 ID
snmp-server enginelD local 1234
* remote SNMP
ip-address
UDP
162
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SNMP

3 snmp-server group groupname {v1]|v2c|v3 SNMP
a . .
{ u.th | nc?aut_h | prlv}} [reaq re.adwew] « groupname
[write writeview] [notify notifyview] [access
access-list] *
vl
v2c 2
2
v3
auth — MD5 SHA
noauth — noAuthNoPriv
priv— Data Encryption Standard DES
N
priv
. read readview
64
J write writeview
64
. notify notifyview
64
. access access-list
64
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SNMP

SNMp-Server user username groupname SNMP
{remote host [udp-port port]} {v1 [access e username
access-list] | v2c [access access-list] | v3
[encrypted] [access access-list] [auth {md5]| | , groupname
sha} auth-password]}
J SNMP
remote
IP
UDP 162
¢ SNMP vl v2c v3
v3
encrypted —
v3
auth —
HMAC-MD5-96 md5 HMAC-SHA-96 sha
64
J access access-list
64
end EXEC
show running-config
copy running-config startup-config
Cisco 10S
N
traps
traps
SNMP
snmp-server host
28-4
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SNMP
28-4
bgp Border Gateway Protocol BGP
bridge Spanning-Tree Protocol STP; MIB
cluster
config SNMP
copy-config SNMP
entity SNMP
envmon
flash SNMP FLASH
hsrp Hot Standby Router Protocol HSRP
ipmulticast IP
mac-notification MAC
msdp Multicast Source Discovery Protocol MSDP
ospf Open Shortest Path First OSPF
Link-State Advertisement LSA;
pim Protocol-Independent Multicast PIM
PIM Rendezvous Point  RP;
port-security SNMP
0 1000
rtr SNMP Response Time Reporter RTR
snmp SNMP
storm-control SNMP
0 1000 0

stpx SNMP STP Extended MIB
syslog SNMP Syslog
tty TCP
vlancreate SNMP VLAN LAN
vlandelete SNMP VLAN
vlan-membership |[SNMP VLAN LAN
vtp VLAN Trunking Protocol VTP; VLAN
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28-4 snmp-server host
EXEC
1 configure terminal
2 snmp-server enginelD remote ip-address ID
engineid-string
3 snmp-server user username groupname 2 SNMP
{remote host [udp-port port]} {v1 [access
access-list] | v2c [access access-list] | v3
[encrypted] [access access-list] [auth &*
{md5 | sha} auth-password]}
ID
4 snmp-server group [groupname {v1|v2c |[SNMP
| v3 {auth | noauth | priv}}] [read
readview] [write writeview] [notify
notifyview] [access access-list]
5 snmp-server host host-addr [informs | SNMP
tra_lps] [version {_1 | 20_| 3 {auth | noauth | e host-addr
priv}}] community-string
notification-type
[ ypel . SNMP
informs
o SNMP traps
J SNMP version 1 2c 3 SNMPv1
. 3 auth noauth
priv
)
priv
e community-string version 1 version 2¢
version 3
SNMPv3
. notification-type 28-4 p.28-13
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6 snmp-server enable traps
notification-types
28-4 p.28-13 snmp-server enable
traps ?
snmp-server enable traps
7 snmp-server trap-source interface-id
IP
IP
8 snmp-server queue-length length
1000 10
9 snmp-server trap-timeout seconds
1 1000 30
10 end EXEC
11 show running-config
12 copy running-config startup-config
snmp-server host snmp-server enable trap
snmp-server
host informs snmp-server enable traps
no snmp-server host host
no snmp-server host
no snmp-server host informs
no snmp-server enable traps notification-types
SNMP
SNMP
SNMP
e IP precedence
* Differential Services Code Point DSCP
SNMP
8 IP precedence 64 IP DSCP
IP precedence DSCP 0 SNMP
IP precedence 7 DSCP 63
SNMP
SNMP
IP precedence 6
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DSCP IP precedence IP precedence DSCP
0 8 16 24 32 40 48 56 DSCP 64
SNMP EXEC
1 configure terminal
2 snmp-server ip {precedence SNMP IP precedence DSCP

precedence-value | dscp dscp-value}

end

EXEC

show running-config

5 copy running-config startup-config

SNMP

snmp-server enable traps

SNMP

snmp-server host

EXEC

1 configure terminal

2 snmp-server contact text

snmp-server contact Dial System Operator at beeper 21555.

3 snmp-server location text

snmp-server location Building 3/Room 222

end

EXEC

show running-config

copy running-config startup-config
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SNMP TFTP
SNMP TFTP
EXEC
1 configure terminal
2 snmp-server tftp-server-list SNMP
access-list-number TFTP
access-list-number 1 99 1300 1999
IP
3 access-list access-list-number {deny |
permit} source [source-wildcard]
e access-list-number 2
e deny
permit
* source TFTP
IP
. source-wildcard
10
1
4 end EXEC
5 show running-config
6 copy running-config startup-config
SNMP
SNMP SNMP
public
Switch(config)# snmp-server community public
SNMP public
SNMPv1
192.180.1.111 192.180.1.33 SNMPv2C 192.180.1.27 VTP
public
Switch(config)# snmp-server community public
Switch(config)# snmp-server enable traps vtp
Switch(config)# snmp-server host 192.180.1.27 version 2c¢ public
Switch(config)# snmp-server host 192.180.1.111 version 1 public
Switch(config)# snmp-server host 192.180.1.33 public
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| oL-8565-01-J .m



28 SNMP |

H sNwmP

comaccess 4
SNMP
public SNMPv2C SNMP
cisco.com

Switch(config)# snmp-server community comaccess ro 4
Switch(config)# snmp-server enable traps snmp authentication
Switch(config)# snmp-server host cisco.com version 2c public

MIB cisco.com

MIB 2
cisco.com snmp-server host

Switch(config)# snmp-server enable traps entity
Switch(config)# snmp-server host cisco.com restricted entity

public
myhost.cisco.com

Switch(config)# snmp-server enable traps
Switch(config)# snmp-server host myhost.cisco.com public

auth authNoPriv

Switch(config)# snmp-server engineID remote 192.180.1.27 00000063000100alc0b4011b
Switch(config)# snmp-server group authgroup v3 auth

Switch(config)# snmp-server user authuser authgroup remote 192.180.1.27 v3 auth md5
mypassword

Switch(config)# snmp-server user authuser authgroup v3 auth md5 mypassword
Switch(config)# snmp-server host 192.180.1.27 informs version 3 auth authuser config
Switch(config)# snmp-server enable traps

Switch(config)# snmp-server inform retries 0
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SNMP
show snmp EXEC 28-5
EXEC SNMP
Cisco 10S Configuration Fundamentals Command Reference Release
12.2
28-5 SNMP
show snmp SNMP
show snmp enginelD [local | remote] SNMP
show snmp group SNMP
show snmp pending SNMP
show snmp sessions SNMP
show snmp user SNMP SNMP
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