DHCP

Catalyst 3550 Dynamic Host Configuration Protocol DHCP
Option 82

2

Cisco 10S IP Command Reference, Volume 1 of 3: Addressing and Services Release
12.2 DHCP Commands

e DHCP p.19-2
e DHCP p.19-9
e DHCP p.19-19
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l DHCP
DHCP IP LAN
DHCP IP
DHCP IP IP
DHCP IP
DHCP
e DHCP p.19-2
e DHCP p.19-2
e DHCP p.19-2
e Option 82 p.19-4
e Cisco IOS DHCP p.19-7
e DHCP p.19-7
DHCP Cisco 10S IP Configuration Guide Release 12.2 IP
Addressing and Services Configuring DHCP
DHCP
DHCP IP DHCP
DHCP DHCP
1 DHCP
DHCP
DHCP / DHCP 3
2 2 IP
DHCP
DHCP
DHCP
DHCP DHCP DHCP
DHCP
DHCP
DHCP DHCP
DHCP
DHCP
S
DHCP DHCP
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DHCP ||
DHCP
DHCP MAC
IP VLAN LAN
DHCP
VLAN MAC DHCP
DHCP
e DHCP DHCPOFFER DHCPACK DHCPNAK
DHCPLEASEQUERY
. MAC DHCP
. DHCP MAC
DHCPRELEASE DHCPDECLINE
. IP 0.0.0.0 DHCP DHCP
Option 82
DHCP DHCP Option 82
Option 82 DHCP
DHCP
DHCP
Option 82 Cisco 10S Release 12.1(22)EA3 Cisco 10S Release 12.2(25)SEA
DHCP
DHCP
Address Resolution Protocol ARP;
Access Control List ACL; IP
ARP
Cisco 10S Release 12.1(22)EA3 Cisco 10S Release 12.2(25)SEA
ip dhcp snooping information
option allow-untrusted
Option 82
ARP IP DHCP
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l DHCP
Option 82
Option 82
DHCP IP
DCHP Option 82 MAC
LAN
A
Cisco 10S Release 12.1(19)EA1 DHCP
VLAN DHCP
Option 82 DHCP DHCP Option
82
19-1 DHCP
IP DHCP
DHCP IP
DHCP Catalyst
/ DHCP
19-1 DCHP
A DHCP
= H—n
|
Catalyst 21 v F ;77-&1 LAy
(DHCP JL—TI—P TV )
T N T VLANT0
SRR R A mAZE lﬂ-\x ke
(DHCF”774’7/I~)AQ" D (DHCP’774'7/I~)
y 4
DHCP Option 82
. DHCP DHCP
. DHCP Option 82
Option 82 MAC ID
vlan-mod-port snmp-ifindex ID
Catalyst 3550
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DHCP ||
ID Cisco 10S Release 12.2(25)SEE ID
ID DHCP
Option 82 p.19-15
. IP DHCP IP
. Option 82 DHCP DHCP
e DHCP Option 82
ID ID IP
ID ID IP
DHCP DHCP Option 82
. DHCP DHCP
ID ID
Option 82
Option 82 DHCP DHCP
19-2 1
2
. ID
ID
ID
. ID
ID
ID
19-2 3 ID ID
DHCP ip dhcp
snooping information option format remote-id ip

dhcp snooping vlan information option format-type circuit-id string

ID
. ID
DHCP
ifIndex
0
GBIC

ID
ID 1
ID

ID 1
ip dhcp snooping information option
SNMP
ID
Catalyst 3550-24 0 FastEthernet 0/1
1  FastEthernet 0/2 2 FastEthernet 0/3 24
0/1

25 GBIC 0/2
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H pHCP

19-2

19-2
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1 |DHCP ip dhcp relay information option
ip dhcp snooping information option
format snmp-ifindex

2 |DHCP ip dhcp snooping information option
SNMP ifIndex
3 |DHCP ip dhcp snooping information option format
remote-id ip dhcp snooping

vlan information option format-type circuit-id string

Cisco I0S DHCP
DHCP DHCP Cisco 10S DHCP

Cisco 10S DHCP IP
MAC IP DHCP
DHCP IP
Cisco 10S IP Configuration Guide Release 12.2
Configuring DHCP

DHCP
DHCP DHCP

8192

binding IP MAC 16

VLAN
72
DHCP
ARP
IP DHCP
DHCP DHCP
DHCP
DHCP
write-delay abort-timeout
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H pHCP

<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

1 initial-checksum

2bb4dc2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E Fal/0/4 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB Fal/0/4 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB Fal/0/4 584a38f0
END

DHCP

. DHCP
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DHCP

DHCP

DHCP Option 82

e DHCP p.19-9

e DHCP p.19-10

. p.19-11

e DHCP p.19-11

e DHCP p.19-11

e DHCP Option 82 p.19-12

. Option 82 p.19-12

. p.19-13

. p.19-14

e DHCP Option 82 p.19-15

. VLAN DHCP p.19-17
e Cisco IOS DHCP p.19-17

e DHCP p.19-18

DHCP
19-1  DHCP

19-1 DHCP

DHCP Cisco I10S
1

DHCP 2

DHCP

DHCP 2

DHCP

DHCP

DHCP 8

DHCP

DHCP

DHCP VLAN

DHCP MAC
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l DHCP
19-1 DHCP
Cisco 10S DHCP Cisco 10S
DHCP
DHCP Cisco 10S
DHCP DHCP
DHCP IP DHCP Switch Virtual Interface SVI;
DHCP
3. Option 82
DHCP
DHCP
e DHCP
e VLAN DHCP DHCP
J DHCP DHCP
DHCP
e DHCP
Cisco 10S

ip dhcp relay information check

ip dhcp relay information policy

ip dhcp relay information trust-all

ip dhcp relay information option

ip dhcp relay information trusted
. DHCP DHCP

DHCP

IP DHCP

. DHCP DHCP
DHCP IP
DHCP DHCP
e DHCP DHCP DHCP
Option 82

. DHCP ip dhcp snooping trust
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. DHCP

DHCP | |

no ip dhcp snooping trust

¢ ip dhcp snooping information option allow-untrusted

Option 82

Cisco 10S Release 12.1(19)EA1
Option 82
vlan-mod-port

Option 82
Option 82

DHCP

Option 82

DHCP

information option format snmp-ifindex

Option 82
Option 82

DHCP
Option 82

Cisco 10S Release 12.2(25)SEE

82 p.19-15
DHCP
DHCP
DHCP
12.2 IP addressing and Services
DHCP
DHCP

Option 82

ID ID
snmp-ifindex ID ID

Cisco 10S Release 12.1(19)EAL

ip dhcp snooping

Option 82 DHCP
Option 82

ip dhcp snooping

DHCP

VLAN

Option 82 DHCP
p.19-12

ID ID ASCII
DHCP Option

Cisco 10S DHCP

Cisco 10S IP Configuration Guide Release
Configuring DHCP

EXEC

1 configure terminal

2 service dhcp DHCP
3 end EXEC
Catalyst 3550
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H pHCP

4 show running-config

5 copy running-config startup-config

DHCP no service dhcp
DHCP Option 82
Cisco 10S Release 12.1(19)EAL Option 82
DHCP Option 82
p.19-11
DHCP Option 82

EXEC
1 configure terminal
2 service dhcp DHCP
3 ip dhcp relay information option DHCP DHCP DHCP

Option 82

4 end EXEC

show running-config

copy running-config startup-config

DHCP
Option 82
no ip dhcp relay information option

Option 82
DHCP DHCP

no service dhcp

Option 82

Option 82

no ip dhcp relay information check

DHCP

Option 82

i Catalyst 3550
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DHCP ||
S
DHCP Option 82
Option
82
Option 82
ip dhcp relay information policy
Option 82
p.19-13 DHCP
DHCP
DHCP
ip dhcp relay information policy {drop | keep | replace}
DHCP
S
no ip dhcp relay information check
EXEC
1 configure terminal
2 ip dhcp relay information policy
{drop | keep | replace} DHCP
. Option 82
drop
keep
end EXEC
show running-config
5 copy running-config startup-config

Catalyst 3550
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H pHCP

DHCP DHCP
IP
IP IP
DHCP DHCP
DHCP DHCP ip
helper-address address
3
ip helper-address DHCP IP
DHCP
DHCP
EXEC
1 configure terminal
2 interface vlan vlan-id VLAN ID SVI
ip address ip-address subnet-mask IP IP
ip helper-address address DHCP
DHCP
DHCP
DHCP
1
exit
interface range port-range DHCP
interface interface-id DHCP
switchport mode access VLAN
switchport access vlan vlan-id VLAN
end EXEC
10 show running-config
11 copy running-config startup-config
DHCP no ip helper-address address
Catalyst 3550
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DHCP

DHCP | |

DHCP DHCP Option 82

VLAN ID 10
IP 30.0.0.2 DHCP
DHCP
GigabitEthernet 0/1 0/2 VLAN 10
19-1 [p.19-4]

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# service dhcp

Switch(config)# ip dhcp relay information option
Switch(config)# interface vlan 10
Switch(config-if)# ip address 10.0.0.1 255.0.0.0
Switch(config-if)# ip helper-address 30.0.0.2
Switch(config-if)# exit

Switch(config)# interface range gigabitethernet0/1 - 2
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit

Option 82
DHCP

DHCP

EXEC

configure terminal

ip dhcp snooping DHCP

ip dhcp snooping vlan vlan-range VLAN VLAN DHCP

1 4094

VLAN ID VLAN ID
VLAN ID
VLAN ID
VLAN ID VLAN ID

VLAN ID

ip dhcp snooping information option |DHCP DHCP

Option 82

DHCP

ip dhcp snooping information option Option 82 ID
format snmp-ifindex

option format snmp-ifindex

snmp-ifindex

ID
ip dhcp snooping information

p.19-11

no ip dhcp snooping information option format

Catalyst 3550
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H pHCP

19
6 ip dhcp snooping information option ID
format remote-id [string ASCII-string D
| hostname]
. 63 ASCII
A
64 ID 63
ID MAC
7 ip dhcp snooping information option
allow-untrusted Option 82
DHCP
Y
8 interface interface-id
9 ip dhcp snooping vlan vlan ID
information option format-type
circuit-id string ASCII-string 1 4049 VLAN ID VLAN D
3 63 ASCI ID
ID ID vlan-mod-port
10 ip dhcp snooping trust
no
11 ip dhcp snooping limit rate rate 1 DHCP
1 4294967294
N
100 /
DHCP VLAN
12 exit
OL-8565-01-J |
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DHCP ||
13 ip dhcp snooping verify mac-address DHCP
MAC
MAC
14 end EXEC
15 show running-config
16 copy running-config startup-config
DHCP no ip dhcp snooping
VLAN VLAN DHCP
no ip dhcp snooping vlan vlan-id
Option 82 no ip dhcp snooping
information option
Option 82 DHCP
no ip dhcp snooping information option allow-untrusted
VLAN 10 DHCP FastEthernet 0/1
100 /
Switch(config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# ip dhcp snooping information option
Switch(config)# interface fastethernet0/1
Switch(config-if)# ip dhcp snooping limit rate 100
VLAN DHCP
VLAN DHCP DHCP
VLAN VLAN
DHCP VLAN VLAN
DHCP VLAN DHCP
VLAN VLAN DHCP
VLAN DHCP
VLAN VLAN 200 VLAN DHCP

2w5d: $DHCP_SNOOPING-4-DHCP_SNOOPING_PVLAN_WARNING:DHCP Snooping configuration may not
take effect on secondary vlan 200. DHCP Snooping configuration on secondary vlan is
derived from its primary vlan.

show ip dhcp snooping EXEC
VLAN DHCP VLAN

Cisco 10S DHCP

Cisco 10S DHCP Cisco IOS IP
Configuration Guide Release 12.2 Configuring DHCP DHCP Configuration Task List
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H pHCP

DHCP

DHCP
EXEC

1 configure terminal

2 ip dhcp snooping database {flash:/filename |
ftp://user:password@host/filename | URL
http://[[username:password] @]

{hostname | host-ip}[/directory]
/image-name.tar | rcp://user@host/filename}

¢ flash:/filename
e ftp://user:password@host/filename

e http://[[username:password]@]{hostname | host-ip}[/directory]
/image-name.tar

e rcp:/luser@host/filename
e tftp://host/filename

3 ip dhcp snooping database timeout seconds

0 86400 0
300 5
4 ip dhcp snooping database write-delay
seconds 15 86400
300 5
end EXEC
ip dhcp snooping binding mac-address vlian DHCP
vlan-id ip-address interface interface-id vlan-id
expiry seconds 1 4904 seconds 1 4294967295
A
7 show ip dhcp snooping database [detail] DHCP
8 copy running-config startup-config
no ip dhcp
snooping database
ip dhcp snooping database timeout seconds ip dhcp snooping
database write-delay seconds
DHCP
clear ip dhcp snooping database statistics EXEC
renew ip dhcp snooping database EXEC
DHCP no ip dhcp
snooping binding mac-address vlan vlan-id ip-address interface interface-id EXEC
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DHCP

DHCP

19-2 DHCP

19-2 1

DHCP

EXEC

show ip dhcp snooping

DHCP

show ip dhcp snooping binding

DHCP

show ip dhcp snooping database

DHCP

show running-config

DHCP Option 82

1. DHCP

Catalyst 3550
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T
IP DHCP IP
2
IP IP
IP
DHCP IP
IP
DHCP DHCP
IP ACL
ACL IP IP IP
IP DHCP
IP
IP MAC VLAN
1P IP
IP 2
IP IP IP MAC
IP
IP IP IP
IP DHCP
IP
IP
DHCP IP
IP
ACL ACL
IP DHCP
IP
IP ACL IP
ACL
IP MAC
IP IP IP
MAC IP MAC
IP
IP MAC IP
IP IP IP IP
MAC IP
DHCP
MAC
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IP
e IP p.19-21
e IP p.19-21
e IP p.19-22
e IP p.19-23
IP
IP
IP
IP
. IP ip source binding
mac-address vlan vlan-id ip-address interface interface-id
Static IP source binding can only be configured on switch port.
. IP IP VLAN DHCP
VLAN
. VLAN IP DHCP
VLAN IP
VLAN
)
IP VLAN  DHCP
. IP MAC IP
DHCP
. VLAN IP
e |IP EtherChannel
e |EEE 802.1X
e Ternary CAM TCAM CPU
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IP EXEC

1 configure terminal
2 interface interface-id
3 ip verify source IP IP

ip verify source port-security IP MAC IP

.
ip verify source port-security
IP
e DHCP Option 82
IP
e DHCP MAC
DHCP
DHCP
MAC

exit

ip source binding mac-address vlan vlan-id IP

ip-address inteface interface-id

end EXEC

show ip verify source [interface interface-id]

IP

8 show ip source binding [ip-address] VLAN

[mac-address] [dhcp-snooping | static] IP

[interface interface-id] [vlan vlan-id]
9 copy running-config startup-config

IP IP no ip verify

source

no ip source global

i Catalyst 3550
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IP

IP MAC IP VLAN 10 VLAN 11

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernetl/0/1

Switch(config-if)# ip verify source port-security

Switch(config-if)# exit

Switch(config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface
gigabitethernet1/0/1

Switch(config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernetl1/0/1

Switch(config)# end

IP 19-3 1 EXEC
19-3 IP

show ip source binding IP

show ip verify source IP
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