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EXEC

EXEC

S
Cisco 10S Security Command
Reference for Cisco I0S Release 12.2
EXEC
o p.7-3
. p.7-4
. p.7-5
o p.7-6
o Telnet p.7-7
o p.7-8
o p.7-9
7-1
71
15
EXEC
15
EXEC
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EXEC

EXEC
EXEC
1 configure terminal
2 enable password password EXEC
password 1 25
?
Ctrl-v abc?123
abc
Ctrl-v
?123
Ctrl-v
abc?123
end EXEC
show running-config
copy running-config startup-config
no enable password
11u2c3k4y5
15 EXEC

Switch(config)# enable password llu2c3k4y5

Catalyst 3550
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7
EXEC | |

Trivial File Transfer Protocol

TFTP;
enable password enable secret

EXEC

enable secret

enable secret enable password 2

EXEC
1 configure terminal
2 enable password [level level] {password | EXEC
encryption-type encrypted-password}
enable secret [level level] {password |
encryption-type encrypted-password}
J level 0 15 1
EXEC 15
EXEC
e password 1 25
. encryption-type
5

Catalyst 3550

EXEC

3 service password-encryption

4 end EXEC

5 copy running-config startup-config

Catalyst 3550
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EXEC
level
privilege
level
p.7-9

no enable password [level level] no enable secret [level

level]
no service password-encryption
2 $1$FaD0$Xyti5Rkls3LoyxzS8
Switch(config)# enable secret level 2 5 $1$FaD0$Xyti5Rkls3LoyxzS8
Catalyst 3550
config.txt VLAN LAN vlan.dat
A
Catalyst 3550
Catalyst 3550

VLAN Trunking Protocol VTP; VLAN

VLAN
XMODEM
p.38-3
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EXEC

EXEC

1 configure terminal

2 no service password-recovery

end

EXEC

show version

service password-recovery

~
boot manual
switch:
Telnet
IP
Telnet
CLlI
Telnet EXEC
1 PC
9600
1
Return
2 enable password password EXEC
3 configure terminal
4 linevty 015 Telnet
16
15 16 Telnet

Catalyst 3550
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| EXEC
5 password password 1 Telnet
password 1 25
end EXEC
show running-config
line vty 0 15
8 copy running-config startup-config

no password

Telnet let45me67in89

Switch(config)# line vty 10
Switch(config-line)# password let45me67in89

EXEC
1 configure terminal
2 username name [privilege level]
{password encryption-type password} . name D 1
. level
0 15 15
EXEC 1
EXEC
e encryption-type
0 7
e password
1 25
username
3 line console 0
0 VTY 0 15
line vty 0 15
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EXEC

4 login local
2
end EXEC
show running-config
copy running-config startup-config
no username name
no login
EXEC EXEC 2
16
clear line 2
2 configure
3
o p.7-9
J p.7-10
J p.7-11
EXEC
1 configure terminal
2 privilege mode level level command
e mode
configure EXEC exec
interface
line
* level 0 15 1
EXEC 15 enable
e command

Catalyst 3550
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[ | EXEC

3 enable password level level password

e Jevel 0 15 1
EXEC
e password 1 25
end EXEC

show running-config

show running-config

show privilege show privilege

6 copy running-config startup-config

show ip traffic 15
show show ip
15
no privilege mode level level command
configure 14 14
SecretPswd14

Switch(config)# privilege exec level 14 configure
Switch(config)# enable password level 14 SecretPswdl4

EXEC
1 configure terminal
2 line vty line
3 privilege level level
level 0 15 1
EXEC 15 enable
4 end EXEC

5 show running-config

show running-config

show privilege show privilege

6 copy running-config startup-config
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EXEC ||
privilege
level
disable
no privilege level
EXEC
1 enable level
level 0 15
2 disable level
level 0 15
Catalyst 3550
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W TACACS+

TACACS+
TACACS+ TACACS+
TACACS+ Authentication, Authorization, Accounting AAA,;
TACACS+ AAA
~
Cisco 10S Security Command
Reference for Cisco I0S Release 12.2
e TACACS+ p.7-12
e TACACS+ p.7-14
e TACACS+ p.7-14
e TACACS+ p.7-19
TACACS+
TACACS+
TACACS+ UNIX Windows NT
TACACS+ TACACS+
TACACS+
TACACS+
TACACS+ TACACS+
TACACS+ 1

7-1

i Catalyst 3550
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TACACS+ | |

71 TACACS+
UNIX D—9 RT— 3> Catalyst 6500
(TACACS+ H#—/3\ 1) SY—Z A YF

7>

UNIX D=9 RFT—3 Y
(TACACS+ H#—/\ 2)

TACACS+ H— /N7 KLRATRA Y F %
BRELET .

SR ERTE L EI (TACACS+ H—/N[CH
m CEE%E)

AAA A R2—TJLIZLET,

o4 URAARYR CEERLET,
IHRERICEEARUR FEERALET,

e RABLVTHYITAVvFAR YR ME
D—ORT—23y HRLET (BEKES) . D—9AT—Y3Yv

TACACS+ AAA

TACACS+
TACACS+
. — TACACS+
ID PPP
TACACS+ TACACS+
TACACS+
TACACS+ TACACS+
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W TACACS+

TACACS+
TACACS+ ASCII
1. TACACS+
TACACS+
TACACS+
TACACS+
2. TACACS+
ACCEPT —
REJECT — TACACS+
ERROR —
ERROR
CONTINUE —
TACACS+ TACACS+
3. TACACS+ TACACS+ ACCEPT
REJECT ACCEPT
EXEC NETWORK
Telnet Secure Shell SSH; rlogin EXEC
IP
TACACS+
TACACS+
TACACS+ TACACS+
TACACS+
1
e TACACS+ p.7-15
e TACACS+ p.7-15
e TACACS+ p.7-16
. EXEC TACACS+ p.7-18
e TACACS+ p.7-19
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TACACS+ ||
TACACS+
TACACS+ AAA
TACACS+
TACACS+ CLI
N
TACACS+ CLI TACACS+ 15
HTTP
TACACS+
1 AAA
IP
IP TACACS+
EXEC
1 configure terminal
2 tacacs-server host hostname [port TACACS+ IP
integer] [timeout integer] [Key string]
e hostname IP
. port integer
49 1 65535
J timeout integer
5
1 1000
. key string TACACS+
TACACS+
3 aaa new-model AAA
4 aaa group server tacacs+ group-name AAA
5 server ip-address TACACS+
AAA TACACS+
2
6 end EXEC
Catalyst 3550
[ oL-8565-01-J .m



W TACACS+

7 show tacacs

8 copy running-config startup-config

TACACS+ no tacacs-server host hostname

No aaa group server tacacs+ group-name

TACACS+ IP no server ip-address
TACACS+
AAA
default
1
EXEC
1 configure terminal
2 aaa new-model AAA

Catalyst 3550
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TACACS+ | |

3 aaa authentication login {default |

list-name} methodl [method2...] « login authentication

default

e list-name

e methodl...

e enable —
enable password

e group tacacs+ — TACACS+

TACACS+
TACACS+
p.7-15
e line —
password password
e local —

username password

* local-case —
username name password
* none —
4 line [console | tty | vty] line-number
[ending-line-number]
5 login authentication {default | list-name}
e default aaa authentication login
e list-name aaa authentication login
end EXEC

show running-config

copy running-config startup-config

Catalyst 3550
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Bl TACACS+
AAA no aaa new-model
AAA no aaa authentication login {default | list-name}
methodl [method?2...]
TACACS+ no login authentication {default
| list-name}
EXEC TACACS+
AAA AAA
aaa authorization tacacs+
EXEC
aaa authorization exec tacacs+ local
e TACACS+ EXEC TACACS+
. TACACS+
~
CLI
EXEC TACACS+
EXEC

1 configure terminal

2 aaa authorization network tacacs+

TACACS+
3 aaa authorization exec tacacs+ EXEC TACACS+
exec
autocommand
4 end EXEC

show running-config

copy running-config startup-config

no aaa authorization {network | exec} methodl

Catalyst 3550
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TACACS+ ||
TACACS+
AAA
AAA
TACACS+
Attribute-Value AV
TACACS+
EXEC
1 configure terminal
2 aaa accounting network start-stop tacacs+ TACACS+
3 aaa accounting exec start-stop tacacs+ TACACS+ EXEC
4 end EXEC
show running-config
copy running-config startup-config
no aaa accounting {network | exec} {start-stop}
method1...
TACACS+
TACACS+ show tacacs EXEC

Catalyst 3550
| oL-8565-01-J .m



Ml RADIUS
RADIUS RADIUS
RADIUS
AAA RADIUS AAA
A
Cisco 10S Security Command
Reference for Cisco IOS Release 12.2
e RADIUS p.7-20
e RADIUS p.7-21
e RADIUS p.7-22
e RADIUS p.7-33
RADIUS
RADIUS /
RADIUS
RADIUS RADIUS
RADIUS
Cisco Secure Access Control Server 3.0 Livingston Merit Microsoft
RADIUS
RADIUS
RADIUS
. RADIUS
1 RADIUS
IP
RADIUS RADIUS
Kerberos
. RADIUS
RADIUS  Enigma
. RADIUS RADIUS
TACACS+
7-2 p7-21
. 1 RADIUS
1 Telnet 1 IEEE 802.1X
8 IEEE 802.1X
. RADIUS RADIUS
RADIUS
RADIUS
Catalyst 3550
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RADIUS | |

RADIUS
o RADIUS AppleTalk Remote Access ARA  NetBIOS Frame
Control Protocol NBFCP  NetWare Asynchronous Services Interface  NASI X.25 PAD
. RADIUS RADIUS
. RADIUS 1 1

7-2 RADIUS TACACS+

R1 =g RADIUS
—E gy

B b

_l 7777777777 g7_ T1 E=mfl TACACS+
)= Y |
—

VE—Fh To E&nfl TACACS+
—E Haa:

Ol
B
—

27—

QN

86891

av

\\"

N\

lj_

RADIUS
RADIUS

—t

RADIUS

»

3. RADIUS
a. ACCEPT —
b. REJECT —

c. CHALLENGE —
d. CHALLENGE PASSWORD —

ACCEPT REJECT EXEC
RADIUS
RADIUS RADIUS ACCEPT REJECT

e Telnet SSH rlogin EXEC
i IP

Catalyst 3550
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H RADIUS

RADIUS
RADIUS
RADIUS RADIUS
RADIUS
TACACS+
1
RADIUS RADIUS
e RADIUS p.7-22
e RADIUS p.7-22
e RADIUS p.7-25
o AAA p.7-27
o RADIUS p.7-29
e RADIUS p.7-30
o RADIUS p.7-31
o RADIUS p.7-31
. RADIUS p.7-33
RADIUS
RADIUS AAA
RADIUS
RADIUS CLI
RADIUS
RADIUS
. 1P
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RADIUS ||
RADIUS IP UDP
IP UDP IP UDP
AAA RADIUS
UDP
IP RADIUS
RADIUS 2
2
2
RADIUS
RADIUS
AAA RADIUS
RADIUS
RADIUS
RADIUS
3 radius-server timeout radius-server
retransmit radius-server key RADIUS
radius-server host
S
RADIUS
RADIUS p.7-31
AAA
AAA p.7-27
RADIUS EXEC
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| oL-8565-01-J .m



H RADIUS

1 configure terminal

2 radius-server host {hostname | ip-address} RADIUS IP
[auth-port port-number] [acct-port
port-number] [timeout seconds] [retransmit

o auth-port port-number UDP
retries] [key string] port p
o acct-port port-number
uUDP
. timeout seconds RADIUS
1 1000

radius-server timeout
radius-server host

radius-server timeout

o retransmit retries
RADIUS
1 1000
radius-server host
radius-server retransmit

. key string RADIUS
RADIUS

/2

RADIUS

radius-server host

UDP

RADIUS

3 end EXEC

show running-config

copy running-config startup-config

RADIUS no radius-server host hostname | ip-address
RADIUS RADIUS

Switch(config)# radius-server host 172.29.36.49 auth-port 1612 key radl
Switch(config)# radius-server host 172.20.36.50 acct-port 1618 key rad2

Catalyst 3550
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RADIUS ||
RADIUS hostl
Switch(config)# radius-server host hostl
S
RADIUS IP
RADIUS
RADIUS
AAA
default
1
EXEC
1 configure terminal
2 aaa new-model AAA
Catalyst 3550
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H RADIUS

3 aaa authentication login {default |

list-name} methodl [method2...] « login authentication

default
e list-name
e methodl...
enable —

enable password

group radius — RADIUS

RADIUS
RADIUS
p.7-22
line —
password password
local —
username name password
local-case —
username password
none —
4 line [console | tty | vty] line-number
[ending-line-number]
5 login authentication {default | list-name}
e default aaa authentication login
e list-name aaa authentication login
end EXEC

show running-config

copy running-config startup-config

Catalyst 3550
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RADIUS ||
AAA no aaa new-model
AAA no aaa authentication login {default | list-name}
methodl [method?2...]
RADIUS no login authentication {default |
list-name}
AAA
AAA
IP
IP UDP
AAA RADIUS
RADIUS 2
2
server
IP auth-port
acct-port
AAA RADIUS EXEC

Catalyst 3550
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H RADIUS

1 configure terminal

2 radius-server host {hostname | ip-address} RADIUS IP

[auth-port port-number] [acct-port
port-number] [timeout seconds] [retransmit | , auth-port port-number UDP
retries] [key string]

. acct-port port-number

UDP
. timeout seconds RADIUS
1 1000

radius-server timeout
radius-server host

radius-server timeout

. retransmit retries
RADIUS
1 1000
radius-server host
radius-server retransmit
. key string RADIUS
RADIUS
~
RADIUS
radius-server host
1 IP
UDP
RADIUS
3 aaa new-model AAA
4 aaa group server radius group-name AAA
5 server ip-address RADIUS
AAA RADIUS
2
6 end EXEC

Catalyst 3550
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RADIUS

7 show running-config
8 copy running-config startup-config
9 RADIUS RADIUS
p.7-25
RADIUS no radius-server host hostname | ip-address
no aaa group server radius group-name
RADIUS IP no server ip-address
2 RADIUS groupl  group2
groupl RADIUS 2
2
Switch(config)# radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config)# radius-server host 172.10.0.1 auth-port 1645 acct-port 1646
Switch(config)# aaa new-model
Switch(config)# aaa group server radius groupl
Switch(config-sg-radius)# server 172.20.0.1 auth-port 1000 acct-port 1001
Switch(config-sg-radius) # exit
Switch(config)# aaa group server radius group2
Switch(config-sg-radius)# server 172.20.0.1 auth-port 2000 acct-port 2001
Switch(config-sg-radius) # exit
RADIUS
AAA AAA
aaa authorization radius
EXEC
aaa authorization exec radius local
e RADIUS EXEC RADIUS
. RADIUS
A
CLlI
EXEC RADIUS
EXEC
Catalyst 3550
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H RADIUS

1 configure terminal

2 aaa authorization network radius RADIUS
3 aaa authorization exec radius EXEC RADIUS
exec
autocommand
end EXEC

show running-config

copy running-config startup-config

no aaa authorization {network | exec} method1

RADIUS
AAA
AAA
RADIUS
AV
Cisco 10S RADIUS
EXEC
1 configure terminal
2 aaa accounting network start-stop radius RADIUS
3 aaa accounting exec start-stop radius RADIUS EXEC
EXEC
4 end EXEC
show running-config
copy running-config startup-config

no aaa accounting {network | exec} {start-stop}
method1...

Catalyst 3550
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RADIUS ||
RADIUS
RADIUS
EXEC
1 configure terminal
2 radius-server key string RADIUS
)
RADIUS
3 radius-server retransmit retries RADIUS
3 1 1000
4 radius-server timeout seconds RADIUS
5
1 1000
5 radius-server deadtime minutes RADIUS
0 1
1440
end EXEC
show running-config
copy running-config startup-config
no
RADIUS
Internet Engineering Task Force IETF
26 RADIUS
Vendor-Specific Attribute VSA
RADIUS
1 ID 9
1 cisco-avpair
protocol : attribute sep value *
protocol attribute
value TACACS+ AV sep
= * TACACS+

RADIUS

Catalyst 3550
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H RADIUS

IP

cisco-avpair=

cisco-avpair=

cisco-avpair=
cisco-avpair=
cisco-avpair=

AV 1P PPP  IPCP

7ip:addr-pool=first“

EXEC
”"shell:priv-1lvl=15"
RADIUS VLAN
7tunnel-type (#64)=VLAN(13)”
7tunnel-medium-type (#65)=802 media(6)”
7tunnel-private-group-ID(#81)=vlanid”
ASCII Access Control List ACL;

cisco-avpair=
cisco-avpair=
cisco-avpair=

cisco-avpair=

“ip:inacl#l=deny ip 10.10.10.10 0.0.255.255 20.20.20.20 255.255.0.0”
“ip:inacl#2=deny ip 10.10.10.10 0.0.255.255 any”
“mac:inacl#3=deny any any decnet-iv”

ASCII ACL

“ip:outacl#2=deny ip 10.10.10.10 0.0.255.255 any”

ID VSA
ID VSA RFC 2138 Remote Authentication Dial-In User
Service RADIUS
VSA EXEC
1 configure terminal
2 radius-server vsa send [accounting | RADIUS IETF 26 VSA
authentication]
. accounting VSA
. authentication VSA
VSA
3 end EXEC
4 show running-config
5 copy running-config startup-config
RADIUS VSA 26 Cisco 10S Security
Configuration Guide for Cisco 10S Release 12.2 RADIUS Attributes
Catalyst 3550
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RADIUS ||
RADIUS
RADIUS IETF RADIUS
RADIUS
Cisco 10S RADIUS
RADIUS IETF RADIUS
RADIUS
radius-server
RADIUS
EXEC
1 configure terminal
2 radius-server host {hostname | RADIUS IP
ip-address} non-standard RADIUS
3 radius-server key string RADIUS
RADIUS
A
RADIUS
4 end EXEC
5 show running-config
6 copy running-config startup-config
RADIUS no radius-server host {hostname | ip-address}
non-standard no
radius-server key
RADIUS rad124

Switch(config)# radius-server host 172.20.30.15 nonstandard
Switch(config)# radius-server key radl24

RADIUS

RADIUS show running-config EXEC
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Hl Kerberos
Kerberos
Kerberos
Kerberos
Cisco.com

e Kerberos p.7-34

e Kerberos p.7-36

e Kerberos p.7-38

Kerberos Cisco 10S Security Configuration Guide Release 12.2 Security

Server Protocols Kerberos Configuration Examples URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/

Reference Release 12.2
URL

Cisco 10S Security Command

Security Server Protocols

Kerberos Commands

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/index.htm

)
Kerberos Cisco 10S Security Command Reference Release 12.2
Catalyst 3550 Kerberos
Kerberos
Kerberos
Kerberos  Massachusetts Institute of Technology MIT
Data Encryption Standard DES
Kerberos
Key Distribution Center KDC;
Kerberos
KDC Kerberos
Kerberos
S
Kerberos Kerberos
Catalyst 3550
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Kerberos | |
Kerberos single logon
1
Kerberos 5 Kerberos 5 Kerberos 5
UNIX PC KDC
Kerberos
Kerberos
e Telnet
¢ rlogin
e rsh
7-2 Kerberos
7-2 Kerberos
TGT? Kerberos
ID
Kerberos
8
Kerberos Kerberos
user@REALM smith@EXAMPLE.COM
Kerberos Kerberos user/instance @REALM

smith/admin@EXAMPLE.COM Kerberos

Kerberos

Kerberos
%}
Kerberos
KDC? Kerberos
Kerberos Kerberos
Catalyst 3550
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H Kerberos
7-2 Kerberos
Kerberos Kerberos
Kerberos
ID
~
Kerberos
Kerberos
Kerberos 1D
Kerberos
KEYTAB? KDC Kerberos 5
KEYTAB
Kerberos 5
KEYTAB SRVTAB*
Kerberos ID Kerberos
~
Kerberos
KDC
KDC TGT
SRVTAB KDC Kerberos 5
SRVTAB KEYTAB
TGT KDC TGT
KDC Kerberos
1. TGT = Ticket Granting Ticket
2. KDC = Key Distribution Center
3. KEYTAB = Key Table
4. SRVTAB = Server Table
Kerberos
Kerberos
Kerberos
3
Kerberos
1. p.7-37
2. KDC TGT p.7-37
3. p.7-37
Catalyst 3550
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Kerberos ||
)
Kerberos Kerberos
1. Kerberos Telnet
2.
3. KDC TGT
4. KDC ID TGT
5. TGT
Caps Lock Num Lock
/
2
Kerberos Telnet
KDC
KDC KDC
TGT
KDC TGT
2
KDC KDC
TGT
KDC Cisco 10S Security Configuration Guide Release 12.2
Security Server Protocols Obtaining a TGT from a KDC URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#100
0999

TGT Kerberos

Cisco 10S Security Configuration Guide
Release 12.2 Security Server Protocols Authenticating to Network Services
URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#100
1010
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http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#1001010

Ml Kerberos

Kerberos

KDC

Kerberos
KEYTAB

e Kerberos
e Kerberos

e Kerberos

Kerberos
KDC

Kerberos

KDC
KDC

Kerberos

Kerberos

Kerberos

e Kerberos

e Kerberos

Protocols

Cisco 10S Security Configuration Guide Release 12.2
Kerberos Configuration Task List

Security Server
URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#100

1027

i Catalyst 3550
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http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#1001010
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsecsp/scfkerb.htm#1001027

AAA AAA
AAA EXEC
1 configure terminal
aaa new-model AAA
aaa authentication login default local
default
4 aaa authorization exec local AAA
EXEC
5 aaa authorization network local AAA
6 username name [privilege level]
{password encryption-type password}
* name ID 1
. level
0 15 15
EXEC
EXEC
e encryption-type
0 7
e password
1 25
username
end EXEC
show running-config
copy running-config startup-config
AAA no aaa new-model

no aaa authorization {network | exec} methodl
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W ssH
SSH SSH
IP
Enhanced Multilayer Software Image EMI;
Cisco.com
e SSH p.7-40
e SSH p.7-41
e SSH p.7-43
SSH Cisco 10S Security Configuration Guide Release 12.2  Configuring Secure
Shell SSH Configuration Examples URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fothersf/scfssh.htm
N
Cisco 10S Release 12.2 URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm
SSH
SSH SSH
Telnet
SSH 1 SSHv1 SSH 2 SSHv2
e SSH p.7-40
. p.7-41
SSH
SSH SSH SSH
SSH SSH
SSH SSH SSH
SSH SSH
SSH
SSHv1 SSHv2
SSHv1
SSH DES

Triple DES 3DES

i Catalyst 3550
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SSH
SSH
e TACACS+ TACACS+ [p.7-12]
e RADIUS RADIUS [p.7-20]
[p.7-39]
A

IP Security IPSec
SSH
J Rivest, Shamir, and Adelman RSA
e SSH
e SSH SSH DES 56 3DES 168
. Advanced Encryption Standard AES

SSH
. p.7-41
e SSH p.7-42
e SSH p.7-43  SSH
SSH SSH
e SSHv1 RSA SSHv2
e crypto key generate rsa CLI
RSA
crypto key generate rsa SSH
p.7-42
e RSA [No host name specified]
hostname
e RSA [No domain specified]
ip domain-name
IP
J AAA
Catalyst 3550
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SSH
SSH

1. Cisco.com

2. IP SSH

3. RSA SSH
SSH

p.7-39

IP RSA EXEC
SSH

configure terminal

hostname hostname

ip domain-name domain_name

B WON =

crypto key generate rsa SSH
RSA

1024

RSA

end EXEC
show ip ssh SSH

show ssh SSH

7 copy running-config startup-config

RSA crypto key zeroize rsa
RSA SSH
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SSH
SSH EXEC
1 configure terminal
2 ipsshversion[1]2] SSH 1 SSH 2
e 1—SSH 1
e 2—SSH 2
SSH SSH SSH
SSH SSHv1
SSHv2 SSH SSHv2
3 ip ssh {timeout seconds | SSH
authentication-retries number} . 120
0 120
SSH
CLlI
CLI
5 SSH
0 4 CLlI
10
3 0 5
end EXEC
show ip ssh SSH
show ssh SSH
6 copy running-config startup-config
SSH no ip ssh {timeout | authentication-retries}
SSH
SSH 7-3 EXEC
7-3 SSH
show ip ssh SSH
show ssh SSH

Catalyst 3550
| oL-8565-01-J .m



Bl SSLHTTP
Cisco 10S Security Command Reference Release 12.2 Other Security
Features Secure Shell Commands URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fothercr/srfssh.htm
HTTP1.1 Secure Socket Layer SSL 3.0
SSL
HTTP HTTP
Cisco.com
J HTTP p.7-44
. HTTP p.7-46
J HTTP p.7-50
Cisco 10S Release
12.2(15)T HTTPS - HTTP Server and Client with SSL 3.0 URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t15/ftssIsht.htm
HTTP
HTTP HTTP
SSL HTTP Web
HTTP HTTP
SSL 3.0
HTTP over SSL  HTTPS URL  http:// https://
HTTP HTTPS 443
HTTPS HTTP 1.1 Web HTTP 1.1
HTTP
HTTP Web HTTPS
Cisco 10S HTTPS
Certificate Authorities CA,;
CA
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SSL HTTP ||
HTTPS CA
X.509v3
Web
HTTP CA CA
HTTPS
RSA
CA HTTP HTTP
L]
[ ]
HTTP
HTTP
show running-config EXEC
Switch# show running-config
Building configuration...
crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none
rsakeypair TP-self-signed-3080755072
!
!
crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D
HTTP no crypto pki trustpoint
TP-self-signed-30890755072
HTTP
A
TP self-signed
ip http secure-client-auth HTTPS X.509v3
Cisco 10S Security Configuration Guide Release 12.2 Configuring

Certification Authority Interoperability
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CipherSuite
CipherSuite SSL
HTTPS Web
CipherSuite
Netscape Communicator
4.76 U.S. security with RSA Public Key Cryptography MD2 MD5 RC2-CBC RC4 DES-CBC
DES-EDE3-CBC
Microsoft Internet Explorer
5.5 Netscape Communicator 4.76 128
SSL_RSA_WITH_DES _CBC_SHA
CipherSuite 128 CipherSuite
CipherSuite
CipherSuite
1. DES-CBC SHA
SSL_RSA_WITH_DES_CBC_SHA — RSA RSA
2. RC4128 MD5
SSL_RSA_WITH_RC4_128 MD5 — RSA
3. RC4128 SHA
SSL_RSA WITH_RC4_128 SHA —RSA
4, 3DES DES-EDE3-CBC SHA
SSL_RSA_WITH_DES _CBC_SHA — RSA RSA
RSA SSL
RSA CA
HTTP
HTTP SSL
e SSL p.7-46
* SSL p.7-47
e CA p.7-47
J HTTP p.7-48
. HTTP p.7-49
SSL
HTTP
SSL
CA
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SSL
SSL SSL
HTTP
CA
CA
HTTP CA CA
CA EXEC
1 configure terminal
2 hostname hostname
3 ip domain-name domain-name IP 1P
4 crypto key generate rsa RSA RSA
RSA
5 crypto ca trustpoint name CA CA
enrollment url url URL
enrollment http-proxy host-name HTTP CA
port-number
8 crlqueryurl Certificate
Revocation List CRL;
9 primary CA
10 exit CA
11 crypto ca authentication name CA CA 5
12 crypto ca enroll name CA
RSA
13 end EXEC
14 show crypto ca trustpoints
15 copy running-config startup-config
CA ID no crypto ca trustpoint name
Catalyst 3550
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HTTP
HTTP
CA CA
HTTP
HTTP
HTTP EXEC
1 show ip http server status HTTP
HTTP
HTTP secure server capability: Present
or
HTTP secure server capability: Not present
configure terminal
ip http secure-server HTTPS
HTTPS
4 ip http secure-port port-number HTTPS
433 433
1025 65535
5 ip http secure-ciphersuite HTTPS CipherSuite
{[3des-ede-cbc-sha] [rc4-128-md5] CipherSuite
[rc4-128-sha] [des-cbc-sha]}
CipherSuite
6 ip http secure-client-auth X.509v3
HTTPS
7 ip http secure-trustpoint name X.509v3
CA
A
CA
8 ip http path path-name HTML HTTP
HTTP
9 ip http access-class access-list-number HTTP
10 ip http max-connections value HTTP
1 16 5
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12 end

11 ip http timeout-policy idle seconds life HTTP
seconds requests value
e idle —
1 600 180
3
o life— 1
86400 24 180
* requests —
86400 1
EXEC
13 show ip http server secure status HTTP
14 copy running-config startup-config
HTTP no ip http server
HTTP no ip http

secure-server
no ip http secure-port

no ip http secure-ciphersuite

no ip http secure-client-auth

Web HTTP https://URL
URL IP
URL
https://209.165.129:1026
https://host.domain.com:1026
HTTP
HTTP HTTP
HTTP CA
CA HTTPS
HTTP
HTTP EXEC
1 configure terminal
2 ip http client secure-trustpoint name HTTP
CA
CA

Catalyst 3550

[ oL-8565-01-J



W SSLHTTP

3 ip http client secure-ciphersuite HTTPS CipherSuite
{[3des-ede-cbc-sha] [rc4-128-md5] CipherSuite
[rc4-128-sha] [des-cbc-sha]}

CipherSuite
end EXEC
show ip http client secure status HTTP

6 copy running-config startup-config

no ip http client secure-trustpoint name

CipherSuite no ip http client
secure-ciphersuite
HTTP
SSL 7-4 EXEC
7-4 SSL
show ip http client secure status |HTTP
show ip http server secure status |HTTP
show running-config HTTP
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Secure Copy Protocol

Secure Copy SCP;
SCP  SSH Berkeley r-tool

SSH RSA SCP
SSH

SSH AAA SCP  AAA

e SCP SSH

e SCP SSH RSA

A

SCP copy
SCP

e SCP SCP SSH Berkeley r-tool

rcp SCP AAA

. SCP copy Cisco 10S File System IFS
SCP Cisco 10S New Features Cisco IOS Release 12.2 Secure
Copy Protocol URL

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t2/ftscp.htm
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