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o ARP
IP/MAC
. ARP
ARP DHCP
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DHCP VLAN
DHCP ARP
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DHCP
ARP p-19-8
DHCP ARP 1P
ARP Access Control List ACL;
ARP arp access-list acl-name
ARP ACL DHCP ARP ACL
p.19-9
p.19-5
1P ARP MAC
ARP ARP
ip arp inspection validate {[src-mac] [dst-mac] [ip]}
p.19-13
ARP
ARP
ARP
ARP
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ARP
CPU ARP DoS
ARP
15 / pps
ip arp inspection limit
ARP
errdisable recovery
ARP p-19-11
ARP ACL DHCP
ARP IP/MAC DHCP
ARP ACL DHCP
ip arp inspection filter vlan
ACL ACL ARP ARP
ACL ARP ACL  ARP DHCP
VLAN 1P
MAC

ip arp inspection log-buffer
ip arp inspection vlan logging

p.19-14

Catalyst 3550

[ 78-16610-03-J



19 ARP |

ARP
ARP
. ARP p.19-6
N ARP p.19-7
e DHCP ARP p.19-8  DHCP
o DHCP ARP ACL p.19-9 DHCP
N ARP p.19-11
. pP- 19-13
. p.19-14
ARP
19-1 ARP
191 ARP
ARP VLAN
ARP 1 15
15 pps
1
DHCP ARP ACL ARP ACL
ARP
ARP
32
5
1
VLAN ARP

Catalyst 3550

78-16610-03-J |



| 19 ARP

ARP ||
ARP
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man-in-the-middle 2
ARP
ARP
ARP
. ARP DHCP
ARP ARP IP/MAC
1P ARP DHCP
18 DHCP
DHCP DHCP ARP ACL
. ARP EtherChannel
VLAN
. EtherChannel
[ ]
EtherChannel
1 1 2 1 EtherChannel 30 pps
EtherChannel 29 pps
L]
400 pps ARP
400 pps EtherChannel
ARP
ARP
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. ARP
ARP VLAN
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| ARP
DHCP ARP
2 ARP
1 A 2 B
19-2[p.19-4] VLAN 1 ARP
DHCP A
DHCP 1P A 1 2
B 2
Y
ARP DHCP
ARP ARP IP/MAC
P ARP DHCP
18 DHCP
1 ARP
DHCP ARP ACL p-19-9
ARP EXEC
1 show cdp neighbors
2 configure terminal
3 ip arp inspection vian vian-range VLAN ARP
ARP
VLAN
vlan-range VLAN ID VLAN
VLAN
VLAN 1 4094
VLAN ID

4 interface interface-id
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5 ip arp inspection trust
ARP
ARP
IP/MAC
ip arp
inspection vlan logging
p.19-14
end EXEC
show ip arp inspection interfaces ARP
show ip arp inspection vlan vian-range
show ip dhcp snooping binding DHCP
show ip arp inspection statistics vlan vian-range ARP
10 copy running-config startup-config
ARP no ip arp inspection vlan vian-range
no ip arp inspection trust
ARP VLAN 1 A B

Switch(config)# ip arp inspection vlan 1

Switch(config)# interface gigabitethernet 0/1

Switch(config-if)# ip arp inspection trust

DHCP ARP ACL
B ARP DHCP
19-2[p.19-4] ARP
A 1 1
B 2
A 1
2 ARP ARP ACL VLAN 1
2 1Ip A ACL
3 A
A B
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[ | ARP

A ARPACL EXEC
DHCP
1 configure terminal
2 arp access-list acl-name ARP ACL ARP
ARP
N
ARP deny ip any
mac any
3 permit ip host sender-ip mac host 2 ARP
s - 1
sender-mac [log] . sender-ip ) 1P

* sender-mac

2  MAC
Access Control Entry ACE;

4 exit

log ip arp inspection vlan logging
matchlog
p.19-14
5 ip arp inspection filter arp-acl-name vlan |ARP ACL.  VLAN VLAN
vlan-range [static] ARP ACL
* arp-acl-name 2 ACL
* vian-range VLAN
VLAN ID VLAN
VLAN
VLAN 1 4094
. ARP ACL
ACL
static DHCP
ACL
ACL
DHCP
IP/MAC ARP
ACL
6 interface interface-id B A
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7 no ip arp inspection trust B A

ARP

IP/MAC
ip arp inspection vlan logging

p.19-14

end EXEC

show arp access-list [acl-name]
show ip arp inspection vlan vian-range

show ip arp inspection interfaces

10 copy running-config startup-config

ARP ACL no arp access-list
VLAN ARP ACL no ip arp inspection filter arp-acl-name vlan

vlan-range

A host2 ARP ACL 2 Ip 1.1.1.1
MAC 0001.0001.0001 ARP ACL VLANI
A 1

Switch(config)# arp access-list host2

Switch(config-arp-acl)# permit ip host 1.1.1.1 mac host 1.1.1
Switch(config-arp-acl)# exit

Switch(config)# ip arp inspection filter host2 vlan 1
Switch(config)# interface gigabitethernet 0/1
Switch(config-if)# no ip arp inspection trust

ARP

CPU ARP DoS
ARP

ARP

no ip arp inspection limit
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[ | ARP

EtherChannel
ARP p.19-7
ARP EXEC
1 configure terminal
2 interface interface-id
3 ip arp inspection limit {rate pps [burst ARP
interval seconds] | none}
15 pps
1
* rate pps
0 2048 pps
. burst interval seconds ARP
1 15
* rate none ARP
4 exit
5 errdisable recovery cause arp-inspection ARP
interval interval
300
interval interval
30 86400
exit EXEC
show ip arp inspection interfaces
show errdisable recovery
8 copy running-config startup-config

no ip arp inspection limit
ARP
no errdisable recovery cause arp-inspection
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ARP
ARP IP/MAC ARP
MAC
1P MAC
ARP EXEC
1 configure terminal
2 ip arp inspection validate {[src-mac] ARP
[dst-mac] [ip]}

® src-mac MAC

ARP MAC
ARP ARP
MAC
e dst-mac MAC
ARP MAC
ARP
MAC
e ip 1P ARP
0.0.0.0 255.255.255.255
1P 1P
ARP
1P ARP
1
src dst mac 2
1P sre dst mac
2
exit EXEC

show ip arp inspection vlan vian-range

5 copy running-config startup-config

IP
EXEC
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[ | ARP

VLAN P
MAC
ARP VLAN
1 1
show ip arp inspection log EXEC
EXEC
1 configure terminal
2 ip arp inspection log-buffer {entries ARP
ber |1 ber int 1 d
number | logs number interval seconds} ARP
ARP
32 5 7
1
* entries number
0 1024

¢ logs number interval seconds

logs number 0 1024 0
interval seconds 0 86400 1
0
0 0
logs interval logs number X  interval
seconds Y Y X XY
X Y Y/X
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3 ip arp inspection vlan vlan-range logging |VLAN

{acl-match {matchlog | none} |
dhcp-bindings {all | none | permit} }

* vian-range VLAN ID VLAN

VLAN
VLAN 1 4094
¢ acl-match matchlog ACE
matchlog
permit deny ARP
log
ACL ARP

¢ acl-match none ACL

¢ dhcp-bindings all DHCP

¢ dhcp-bindings none DHCP

¢ dhcp-bindings permit DHCP
exit EXEC
show ip arp inspection log
copy running-config startup-config

no ip arp inspection log-buffer {entries | logs}
VLAN no ip
arp inspection vlan vian-range logging {acl-match | dhcp-bindings}
clear ip arp inspection log
EXEC
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ARP

ARP 19-2 EXEC
19-2 ARP
show arp access-list [acl-name] ARP ACL
show ip arp inspection interfaces [interface-id]
ARP
show ip arp inspection vlan vian-range VLAN ARP
VLAN
ARP
VLAN
ARP 19-3 EXEC
19-3 ARP
clear ip arp inspection statistics ARP
show ip arp inspection statistics [vlan vian-range] VLAN
MAC 1P
ACL
DHCP
VLAN
ARP
VLAN
show ip arp inspection statistics ARP
ARP
MAC MAC 1P ACL
DHCP
ARP 19-4
EXEC
194 ARP

clear ip arp inspection log

ARP

show ip arp inspection log

ARP
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