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W 350210
802.1Q IP
VLAN P VLAN
VLAN
. IP Access Control List ACL;
. 3 Quality of Service QoS; ACL 3 QoS
MAC QoS
¢ EtherChannel 802.1Q EtherChannel
« Port Aggregation Protocol PAgP Link Aggregation Control Protocol LACP Unidirectional
Link Detection UDLD; 802.1Q
e Dynamic Trunking Protocol DTP 802.1Q
. 802.1Q
e 802.1Q Bridge Protocol
Data Unit BPDU;
Cisco Discovery Protocol CDP
802.1Q
802.1Q EXEC
1 configureterminal
2 interfaceinterface-id
SP
1
64
3 switchport accessvlan vian-id VLAN
VLAN ID
4 switchport mode dot1lg-tunnel 802.1Q
exit
6 vlan dotlq tag native 802.1Q
VLAN
VLAN ID VLAN
7 end EXEC
8 show dotlg-tunnel
9 show vlan dotlq tag native 802.1Q VLAN
10 copy running-config startup-config
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802.1Q
dynamic desirable no switchport mode dot1g-tunnel
VLAN
no vlan dot1q tag native
VLAN
GigabitEthernet 0/7 VLANID VLAN 22

Switch(config)# interface gi gabitethernet0/7
Switch(config-if)# swi tchport access vlan 22

% Access VLAN does not exist. Creating vlan 22
Switch(config-if)# sw tchport node dot 1g-tunnel
Switch(config-if)# exit

Switch(config)# vlan dotlg tag native

Swi tch(config)# end

Swi t ch# show dot 1g-tunnel interface gigabitethernet0/7
Por t

Swi t ch# show vl an dotlq tag native
dot 1g native vlan tagging i s enabl ed
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PDU
PDU
PDU

. BPDU STP BPDU
SP PDU

PDU CoS

2 EXEC

configureterminal

2 interfaceinterface-id

3 switchport mode access 802.1Q

switchport mode dot1g-tunnel

4 |2protocol-tunnel [cdp | stp | vtp]

5 12protocol-tunnel shutdown-threshold 1
[cdp | stp | vtp] value

4096 0
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| 2
6 |12protocol-tunnel drop-threshold [cdp | 1
stp | vtp] value
2
1 4096
0
S
exit
errdisablerecovery cause |2ptguard
2
300
9 |2protocol-tunnel cosvalue 2 PDU CoS
0o 7
CoS
5
10 end EXEC
11 show I2protocoal
2
12 copy running-config startup-config
3 2
no I2protocol-tunnel [cdp | stp | vtp]
no |2protocol-tunnel shutdown-threshold [cdp | stp | vip] no |2protocol-tunnel

drop-threshold [cdp | stp | vtp]
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CDP STP VTP

Switch(config)# interface FastEthernet0/11

Switch(config-if)# | 2protocol -tunnel
Switch(config-if)# |2protocol -tunnel
Switch(config-if)# |2protocol -tunnel
Switch(config-if)# | 2protocol -tunnel
Switch(config-if)# |2protocol -tunnel
Switch(config-if)# exit

cdp

stp

vt p

shut down-t hreshol d 1500
drop-threshol d 1000

Swi tch(config)# | 2protocol -tunnel cos 7

Swi tch(config)# end
Swi t ch# show | 2prot ocol
COs for Encapsul ated Packets: 7

Por t Prot ocol Shutdown Drop Encapsul ati on Decapsul ati on Drop
Threshol d Threshol d Counter Count er Count er
Fa0/ 11 cdp 1500 1000 2288 2282 0
stp 1500 1000 116 13 0
vtp 1500 1000 3 67 0
pagp ---- ---- 0 0 0
I acp ---- ---- 0 0 0
udl d S ---- 0 0 0
EtherChannel 2
EtherChannel 2
SP
SP
EtherChannel 2 SP
EXEC
configureterminal
2 interfaceinterface-id
SP
switchport mode dot1g-tunnel 802.1Q
4 |2protocol-tunne point-to-point [pagp |
lacp | udld]
PAgP LACP
UDLD
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5

6

7
8

9
10

11

12
13

14

I2protocol-tunnel shutdown-threshold
[point-to-point [pagp | lacp | udid]] value

4096

S

[2protocol-tunnel drop-threshold
[point-to-point [pagp | lacp | udid]] value

1 4096

no cdp enable

CDP

spanning-tree bpdufilter enable

BPDU

exit

errdisablerecovery cause |2ptguard

300

I2protocol-tunnel cos value

2 PDU

CoS

CoS

end

EXEC

show [2protocol

copy running-config startup-config

[pagp | lacp | udid]]

2

no 12protocol-tunnel [point-to-point [pagp | lacp | udld]]

no |2protocol-tunnel shutdown-threshold [point-to-point

no I2protocol-tunnel drop-threshold [[point-to-point [pagp | lacp | udid]]

i Catalyst 3550
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2 ||
SP EXEC
EtherChannel 2
configureterminal
2 interfaceinterface-id
3 switchport trunk encapsulation dotlq 802.1Q
4 switchport mode trunk
5 udld enable normal UDLD
6 channel-group channel-group-number PAgP
mode desirable desirable EtherChannel 30
EtherChannel
7 exit
8 interface port-channel port-channel
number
9 shutdown
10 no shutdown
11 end EXEC
12 show I2protocoal
2
13 copy running-config startup-config

no switchport mode trunk, the no udld enable
no channel group channel-group-number mode desirable

EtherChannel SpP 2
15-6[p.15-10]
SP 1 2 VLAN 17 18 19
20 VLAN FastEthernet 0/1 0/2 PAgP
ubDLD
1000 FastEthernet 0/3
SP 1

Switch(config)# interface fastethernet0/1

Switch(config-if)# sw tchport access vlan 17

Switch(config-if)# sw tchport node dot 1g-tunnel

Switch(config-if)# | 2protocol -tunnel point-to-point pagp

Switch(config-if)# |2protocol -tunnel point-to-point udld

Switch(config-if)# |2protocol -tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit

Switch(config)# interface fastethernet0/2

Switch(config-if)# sw tchport access vlan 18

Switch(config-if)# switchport node dot1g-tunnel

Switch(config-if)# |2protocol -tunnel point-to-point pagp

Switch(config-if)# |2protocol -tunnel point-to-point udld

Switch(config-if)# |2protocol -tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit

Switch(config)# interface fastethernet0/3

Switch(config-if)# switchport trunk encapsul ation isl

Switch(config-if)# sw tchport node trunk
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| 78-11194-09-3 .m




15 802.1Q 2 I

SP 2

Switch(config)# interface fastethernet0/1

Switch(config-if)# swi tchport access vlan 19

Switch(config-if)# sw tchport node dot 1g-tunnel

Switch(config-if)# | 2protocol -tunnel point-to-point pagp

Switch(config-if)# |2protocol -tunnel point-to-point udld

Switch(config-if)# |2protocol -tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit

Switch(config)# interface fastethernet0/2

Switch(config-if)# sw tchport access vlan 20

Switch(config-if)# switchport node dot 1g-tunnel

Switch(config-if)# |2protocol -tunnel point-to-point pagp

Switch(config-if)# |2protocol -tunnel point-to-point udld

Switch(config-if)# |2protocol -tunnel drop-threshold point-to-point pagp 1000
Switch(config-if)# exit

Switch(config)# interface fastethernet0/3

Switch(config-if)# switchport trunk encapsul ation isl

Switch(config-if)# sw tchport node trunk

1 FastEthernet 0/1
0/2 0/3 0/4 802.1Q uUDLD
EtherChannel 1
EtherChannel

Switch(config)# interface fastethernet0/1
Switch(config-if)# switchport trunk encapsul ati on dot 1q
Switch(config-if)# sw tchport node trunk
Switch(config-if)# udld enable

Switch(config-if)# channel -group 1 node desirable
Switch(config-if)# exit

Switch(config)# interface fastethernet0/2
Switch(config-if)# switchport trunk encapsul ati on dot 1q
Switch(config-if)# sw tchport node trunk
Switch(config-if)# udld enable

Switch(config-if)# channel -group 1 node desirable
Switch(config-if)# exit

Switch(config)# interface fastethernet0/3
Switch(config-if)# switchport trunk encapsul ati on dot 1q
Switch(config-if)# sw tchport node trunk
Switch(config-if)# udld enable

Switch(config-if)# channel -group 1 node desirable
Switch(config-if)# exit

Switch(config)# interface fastethernet0/4
Switch(config-if)# switchport trunk encapsul ati on dot 1q
Switch(config-if)# sw tchport node trunk
Switch(config-if)# udld enable

Switch(config-if)# channel -group 1 node desirable
Switch(config-if)# exit

Switch(config)# interface port-channel 1

Swi tch(config-if)# shutdown

Switch(config-if)# no shutdown

Switch(config-if)# exit
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152 802.1Q 2
EXEC

15-2

clear 12protocol-tunnel counters

show dot1g-tunnel 802.1Q
show dot1g-tunnel interface interface-id

show [2protocol-tunnel

show errdisable recovery

show [2protocol-tunnel interface interface-id 2

show [2protocol-tunnel summary

show vlan dot1q native

VLAN
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