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[40] |Acct-Status-Type
[41] |Acct-Delay-Time
[42] |Acct-Input-Octets
[43] |Acct-Output-Octets
[44] |Acct-Session-ID
[45] |Acct-Authentic
[46] |Acct-Session-Time
[49] |Acct-Terminate-Cause
[61] |NAS-Port-Type
1. Framed-IP-Address AV DHCP DHCP
debug radius accounting EXEC AV

URL Cisco 10S Debug Command
Reference Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122sup/122debug

AV RFC 3580 IEEE 802.1X Remote Authentication Dial In User Service
RADIUS Usage Guidelines

Catalyst 3550
m. 78-16610-03-J |


http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122sup/122debug

| 8 IEEE 802.1X

IEEE 802.1X | |
I[EEE 802.1X
IEEE 802.1X 1 1
8-1[p.8-2] IEEE 802.1X
1 EAPOL
IEEE 802.1X 8-3
p.8-7 LAN IEEE 802.1X
1
EAPOL
IEEE 802.1X
MAC
8-3
. FREEH—
DA . s (RADIUS)

_ | =y =1

|BOSAT L E” -’ —
// o
—_ §
I[EEE 802.1X

1 IEEE 802.1X

switchport port-security

IEEE 802.1X IEEE 802.1X
MAC MAC
IEEE 802.1X
IEEE 802.1X
L[]
MAC

Catalyst 3550
| 78-16610-03-J .m



8 IEEE 802.1X |
Bl IEEE 802.1X
p.21-11
e IEEE 802.1X
[ )
e JEEE 802.1X 1
VLAN LAN Voice
VLAN Identifier VVID Port VLAN Identifier PVID; VLAN ID
o IEEE 802.1X
dotlx re-authenticate EXEC
p.21-10
IEEE 802.1X VLAN
VLAN 2 VLAN
¢ [P Phone VVID VVID IP phone
e P Phone
PVID PVID VLAN
1 IP Phone VLAN
PVID VLAN
PVID VVID
VLAN IP Phone CDP
MAC Cisco IP Phone CDP
Cisco IP Phone
Cisco IP Phone IEEE 802.1X VLAN
2 Cisco IP Phone
IEEE 802.1X VLAN VLAN
VLAN 13 VLAN

Catalyst 3550

8-8

78-16610-03-J |



| 8

IEEE 802.1X

IEEE 802.1X ||
IEEE 802.1X VLAN
VLAN IEEE
802.1X RADIUS VLAN
RADIUS
VLAN VLAN
RADIUS IEEE 802.1X VLAN
e RADIUS VLAN IEEE 802.1X
VLAN
e JEEE 802.1X RADIUS VLAN
VLAN
VLAN
VLAN VLAN ID
VLAN ID VLAN ID
e JEEE 802.1X RADIUS
VLAN
e JEEE 802.1X
VLAN RADIUS
e IEEE 802.1X RADIUS
VLAN
e IEEE 802.1X VLAN
VLAN
IEEE 802.1X RADIUS VLAN
VLAN
VLAN IEEE 802.1X
VLAN Membership Policy Server VMPS;VLAN
VLAN
¢ Authentication, Authorization, Accounting AAA;
e JEEE 802.1X IEEE 802.1X VLAN
e RADIUS RADIUS
[64] = VLAN
[65] = IEEE 802
[81] ID = VLAN VLAN ID
[64] VLAN type 13 [65]
IEEE 802 type 6 [81] IEEE 802.1X
VLAN VLAN ID
RADIUS
p.7-31
Catalyst 3550

[ 78-16610-03-J



8 IEEE 802.1X

W IEEE 802.1X

IEEE 802.1X VLAN
IEEE 802.1X VLAN
IEEE 802.1X
IEEE 802.1X Windows
98 IEEE 802.1X
IEEE 802.1X VLAN EAPOL /
EAPOL
VLAN
Cisco 10S Release 12.2(25)SE EAPOL EAPOL
VLAN
dotlx guest-vlan supplicant
Cisco IOS Release 12.2(25)SE EAPOL
EAPOL
EAPOL
VLAN IEEE 802.1X
IEEE 802.1X VLAN
VLAN
VLAN IEEE 802.1X 1
RSPAN VLAN VLAN VLAN IEEE 802.1X
VLAN VLAN VLAN
VLAN p.8-23
IEEE 802.1X  Wake-on-LAN
IEEE 802.1X  Wake-on-LAN WoL Magic Packet
PC

IEEE 802.1X WoL
IEEE 802.1X
EAPOL WoL Magic Packet

PC
WoL IEEE 802.1X IEEE 802.1X

IEEE 802.1X

PortFast

i Catalyst 3550

78-16610-03-J |



| 8 IEEE 802.1X

IEEE 802.1X

dotlx control-direction in

WoL

EAPOL

dotlx control-direction both

Catalyst 3550

[ 78-16610-03-J



8 IEEE 802.1X |

M IEEE 802.1X ACL
Access Control List ACL; IEEE 802.1X
RADIUS
IEEE 802.1X ID ACL
IEEE 802.1X
ACL RADIUS
ACL
ACL
ACL 1 ACL
ACL ACL 3 ACL 2
ACL
ACL
ACL ACL ACL
ACL RADIUS
RADIUS Vendor-Specific Attribute VSA
VSA
ACL VSA inacl#<n> outacl#<n>
MAC ACL
ACL RADIUS
RADIUS
D ACL
ID ACL
ACL
.in .out RADIUS .in .out
ACL Cisco
10S 1D IP ACL 1 199
1300 2699 1P 1P ACL
1 IEEE 802.1X 1
ACL
ACL 4000 ACSII
RADIUS
p.7-31 ACL 28 ACL
ACL
e AAA
* network AAA RADIUS
e IEEE 802.1X
e RADIUS VSA

¢ IEEE 802.1X

i Catalyst 3550

78-16610-03-J |



| 8 IEEE 802.1X
IEEE 802.1X
IEEE 802.1X
e JEEE 802.1X p-8-13
e JEEE 802.1X p-8-14
. p.8-15
e JEEE 802.1X p-8-15
. RADIUS p-8-17
. p.8-19
i p.8-19
. p.8-20
° p8—20
. p.8-21
. p.-8-22
. p.8-22
. VLAN p.8-23
e JEEE 802.1X p-8-25
e JEEE 802.1X p.-8-25
e JEEE 802.1X p.8-27
IEEE 802.1X
8-2 IEEE 802.1X
8-2 IEEE 802.1X
AAA
RADIUS
e [P °
e UDP e 1812
[ ) (]
1IEEE 802.1X
IEEE force-authorized
802.1X IEEE 802.1X
3600
2
60
Catalyst 3550

[ 78-16610-03-J



8

IEEE 802.1X |

W IEEE 802.1X

8-2 IEEE 802.1X
30 EAP /
2 EAP
/
1
VLAN
30
30
IEEE 802.1X
IEEE 802.1X
e IEEE 802.1X 2 3
e JEEE 802.1X 2 VLAN
3
— IEEE 802.1X
IEEE 802.1X IEEE 802.1X
1IEEE 802.1X
IEEE 802.1X
IEEE 802.1X
— VLAN Query Protocol [VQP]
IEEE 802.1X IEEE
802.1X IEEE 802.1X VLAN
VLAN
EtherChannel — EtherChannel
IEEE 802.1X EtherChannel IEEE
802.1X IEEE 802.1X
Y
Cisco IOS Release 12.2(25)SE 1IEEE 802.1X
EtherChannel
EtherChannel
Switched Port Analyzer SPAN; Remote SPAN RSPAN
— SPAN RSPAN RSPAN
IEEE 802.1X SPAN RSPAN

i Catalyst 3550

78-16610-03-J |



| 8 IEEE 802.1X

IEEE 802.1X ||
RSPAN 1IEEE 802.1X
SPAN RSPAN 1IEEE 802.1X
e RSPAN VLAN VLAN VLAN IEEE 802.1X VLAN
VLAN VLAN
e IEEE 802.1X VLAN VLAN
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configure terminal

aaa new-model AAA
aaa authentication dotlx {default} IEEE 802.1X
methodl L.

authentication

default
methodl group radius
RADIUS
N
default group radius
dotlx system-auth-control IEEE 802.1X
aaa authorization network {default} ACL VLAN
group radius RADIUS
ACL 1
radius-server host ip-address RADIUS 1P
radius-server key string RADIUS RADIUS
interface interface-id IEEE 802.1X
switchport mode access 6 7  RADIUS
dotlx port-control auto IEEE 802.1X
IEEE 802.1X p.8-14
end EXEC
show dotlx
IEEE 802.1X Port Summary Status
enabled auto

force-unauthorized

copy running-config startup-config

AAA

IEEE 802.1X AAA

{default | list-name}

no dotlx system-auth-control
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IEEE 802.1X ||
AAA IEEE 802.1X
Switch# configure terminal
Switch(config)# aaa new-model
Switch(config)# aaa authentication dotlx default group radius
Switch(config)# dotlx system-auth-control
Switch(config)# interface fastethernet0/1
Switch(config-if)# switchport mode access
Switch(config-if)# dotlx port-control auto
Switch(config-if)# end
RADIUS
RADIUS 1P UDP
1P UDP IP UDP
1P UDP
RADIUS RADIUS 2
RADIUS
RADIUS EXEC
1 configure terminal
2 radius-server host {hostname | RADIUS
ip-add th-port port- ber ki
P fl ress} auth-port port-number key hostname | ip-address RADIUS
string
1P
auth-port port-number UDP
1812
key string RADIUS RADIUS
RADIUS
S
radius-server host
RADIUS
RADIUS
3 end EXEC

4 show running-config

5 copy running-config startup-config
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W IEEE 802.1X

RADIUS

6
7
8

RADIUS no radius-server host {hostname | ip-address}
1P 172.20.39.46 RADIUS 1612
RADIUS radl23
Switch(config)# radius-server host 172.120.39.46 auth-port 1612 key radl23
radius-server host RADIUS

radius-server key

radius-server timeout radius-server retransmit

RADIUS p.7-31
RADIUS 1P
RADIUS
IEEE 802.1X

Cisco IOS Release 12.2(25)SEC RADIUS IEEE 802.1X

RADIUS IEEE 802.1X EXEC
configure terminal
interface interface-id
dotlx guest-vlan vian-id IEEE 802.1X VLAN VLAN

1 4094
RSPAN VLAN VLAN
VLAN IEEE 802.1X VLAN
dotlx reauthentication
dotlx timeout reauth-period {seconds |
server}
* seconds — 1 65535
3600
* server — Session-Timeout RADIUS
[27]

end EXEC
show dotlx interface interface-id IEEE 802.1X
copy running-config startup-config

Catalyst 3550
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RADIUS 1IEEE 802.1X

Switch# configure terminal

Switch(config)# interface gigabitethernet0/1

Switch(config-if)# dotlx reauthentication

Switch(config-if)# dotlx timeout reauth-period server

IEEE 802.1X

3600
EXEC
1 configure terminal
2 interface interface-id
3 dotlx reauthentication
4 dotlx timeout reauth-period {seconds |
server
J *  seconds — 1 65535
3600
e gserver — Session-Timeout RADIUS
[27] NAC
2 IEEE 802.1X
5 end EXEC
6 show dotlx interface interface-id
7 copy running-config startup-config
no dotlx reauthentication
no dotlx
timeout reauth-period
4000

Switch(config-if)# dotlx reauthentication

Switch(config-if)# dotlx timeout reauth-period 4000

dotlx re-authenticate interface interface-id EXEC

p.8-19

Switch# dotlx re-authenticate interface fastethernet0/1
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quiet-period

EXEC
1 configure terminal
2 interface interface-id
3 dotlx timeout quiet-period seconds
1 65535 60

4 end EXEC

show dotlx interface interface-id

copy running-config startup-config

no dotlx timeout quiet-period

30

Switch(config-if)# dotlx timeout quiet-period 30

EAP / EAP /

EXEC

1 configure terminal

2 interface interface-id
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4 end

IEEE 802.1X
3 dotlx timeout tx-period seconds EAP /
15 65535 30
EXEC
show dotlx interface interface-id
copy running-config startup-config
no dotlx timeout tx-period
EAP /
60
Switch(config-if)# dotlx timeout tx-period 60
EAP /
EXEC
1 configure terminal
2 interface interface-id
3 dotlx max-req count EAP
1 10
2
end EXEC
show dotlx interface interface-id
copy running-config startup-config
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EAP /
5

Switch(config-if)# dotlx max-req 5

EXEC

1 configure terminal

2 interface interface-id

3 dotlx max-reauth-req count

end EXEC

show dotlx interface interface-id

copy running-config startup-config

no dotlx max-reauth-req

Switch(config-if)# dotlx max-reauth-req 4

dotlx port-control auto
IEEE 802.1X EXEC

1 configure terminal

2 interface interface-id

Catalyst 3550
m. 78-16610-03-J |



8 IEEE 802.1X

VLAN

IEEE 802.1X | |

dot1x host-mode multi-host

IEEE 802.1X

dotlx port-control

auto

end

EXEC

show dotlx interface interface-id

copy running-config startup-config

no dotlx host-mode multi-host

Switch(config)# interface fastethernet0/1
Switch(config-if)# dotlx port-control auto
Switch(config-if)# dotlx host-mode multi-host

VLAN EAPOL /
IEEE 802.1X VLAN IEEE 802.1X
1
VLAN
VLAN EXEC
configure terminal
interface interface-id
IEEE 802.1X
p.8-14
switchport mode access
dotlx port-control auto IEEE 802.1X
dotlx guest-vlan vian-id IEEE 802.1X VLAN VLAN
1 4094
VLAN RSPAN VLAN
VLAN VLAN
IEEE 802.1X VLAN
end EXEC

show dotlx interface interface-id

copy running-config startup-config
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VLAN no dotlx guest-vlan

IEEE 802.1X VLAN

Switch(config)# interface fastethernet0/1
Switch(config-if)# dotlx guest-vlan 9

3
EAP / 15 IEEE 802.1X
DHCP VLAN2 IEEE 802.1X VLAN
Switch(config-if)# dotlx timeout quiet-period 3
Switch(config-if)# dotlx timeout tx-period 15
Switch(config-if)# dotlx guest-vlan 2
dotlx guest-vlan supplicant
VLAN EAPOL
EAPOL
VLAN
VLAN VLAN
EXEC
configure terminal
dot1x guest-vlan supplicant VLAN
interface interface-id
IEEE 802.1X
p.8-14
switchport mode access
dot1x port-control auto IEEE 802.1X
dot1x guest-vlan vian-id IEEE 802.1X VLAN VLAN
4094
VLAN RSPAN VLAN
VLAN VLAN
IEEE 802.1X VLAN
end EXEC
show dotlx interface interface-id
copy running-config startup-config
VLAN no dotlx guest-vlan supplicant
VLAN no dotlx

guest-vlan
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IEEE 802.1X

Switch(config)# dotlx guest-vlan supplicant
Switch(config)# interface gigabitethernet0/1

VLAN

Switch(config-if)# dotlx guest-vlan 5

IEEE 802.1X

IEEE 802.1X

VLANS5 IEEE802.1X

EXEC

VLAN

configure terminal

interface interface-id

dotlx default

IEEE 802.1X

end

EXEC

show dotlx interface interface-id

copy running-config startup-config

IEEE 802.1X

ACL

IEEE 802.1X AAA

VLAN
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IEEE 802.1X EXEC

1 configure terminal
2 aaa new-model AAA
3 aaa authentication dotlx {default} IEEE 802.1X
methodl [method?...] ..
authentication
default
1

¢ group radius — RADIUS

* none —
4 dotlx system-auth-control IEEE 802.1X
5 aaa authorization network {default} ACL VLAN

group radius RADIUS
A}
ACL 1
6 interface interface-id IEEE 802.1X
7 dotlx port-control auto IEEE 802.1X
IEEE 802.1X p.8-14

8 end EXEC
9 show dotlx
10 copy running-config startup-config
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IEEE 802.1X

IEEE 802.1X AAA
RADIUS
IEEE 802.1X

RADIUS UDP

RADIUS

Accounting message %$s for session %s failed to receive Accounting Response.

00:09:55: $RADIUS-3-NOACCOUNTINGRESPONSE: Accounting message Start for session
172.20.50.145 sam 11/06/03 07:01:16 11000002 failed to receive Accounting Response.

RADIUS

RADIUS Network Configuration [Update/Watchdog packets from this AAA

client] RADIUS System Configuration
[CVS RADIUS Accounting]

AAA IEEE 802.1X
EXEC

1 configure terminal

2 interface interface-id

3 aaa accounting dotlx default start-stop RADIUS IEEE 802.1X
group radius

4 aaa accounting system default start-stop
group radius RADIUS

end EXEC

show running-config

copy running-config startup-config

show radius statistics EXEC
RADIUS

IEEE 802.1X
UDP 1813 RADIUS
Switch(config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key radl23

Switch(config)# aaa accounting dotlx default start-stop group radius
Switch(config)# aaa accounting system default start-stop group radius
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W IEEE 802.1X

IEEE 802.1X
IEEE 802.1X show dotlx all statistics
EXEC IEEE 802.1X
show dotlx statistics interface interface-id EXEC
IEEE 802.1X show dotlx all
EXEC IEEE 802.1X
show dotlx interface interface-id EXEC
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