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NTP

NTP
NTP
NTP
EXEC
1 configure terminal
2 ntp authenticate NTP
3 ntp authentication-key number mdS value
*  number 1
4294967295
e mdS Message Digest Algorithm 5 MDS5
* value 8
ntp
trusted-key key-number
4 ntp trusted-Kkey key-number 1 3
NTP
NTP
key-number 3
end EXEC
show running-config
copy running-config startup-config
NTP no ntp authenticate
no ntp authentication-key number
ID no ntp

trusted-key key-number

NTP 42

Switch(config)# ntp authenticate
Switch(config)# ntp authentication-key 42 md5 aNiceKey
Switch(config)# ntp trusted-key 42
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NTP
NTP

NTP EXEC

1 configure terminal
2 ntp peer ip-address [version number] [key

keyid] [source interface] [prefer]
ntp server ip-address [version number]
[key keyid] [source interface] [prefer]

. ip-address

1P
1P
. number NTP
1 3
o keyid ntp authentication-key
. interface P
IP

o prefer
end EXEC
show running-config
copy running-config startup-config

NTP 3
NTP NTP 2
NTP 2

no ntp peer ip-address
no ntp server ip-address

NTP 2 1P 172.16.22.44

Switch(config)# ntp server 172.16.22.44 version 2
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NTP
NTP
1P
NTP
LAN 1P
NTP
NTP
NTP
NTP
NTP
NTP
NTP
EXEC
1 configure terminal
2 interface interface-id NTP
3 ntp broadcast [version number] NTP
[key keyid] [destination-address]
. number NTP
1 3
3
. keyid

destination-address
1P

4 end

EXEC

5 show running-config

6 copy running-config startup-config

7

NTP

NTP
broadcast

NTP

2

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast version 2

no ntp
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NTP
EXEC

1 configure terminal

2 interface interface-id NTP

3 ntp broadcast client

NTP

NTP

exit

ntp broadcastdelay microseconds

NTP

3000

999999

end

EXEC

show running-config

copy running-config startup-config

NTP
broadcast client

NTP

no ntp broadcastdelay

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ntp broadcast client

NTP

N NTP

NTP
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1 configure terminal

2 ntp access-group {query-only | serve-only |
serve | peer} access-list-number

* query-only — NTP

* serve-only —

IP

* serve — NTP
* peer — NTP
access-list-number 1 99 1P
3 access-list access-list-number permit source
-wildcard
Lsource-wildeard] ® access-list-number 2
* permit
® source
1P
. source-wildcard
N
end EXEC
show running-config
copy running-config startup-config
1. peer — NTP
2. serve — NTP
3. serve-only —
4. query-only — NTP
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1P

NTP
serve-only | serve | peer}

99
42

Switch# configure terminal

Switch(config)# ntp access-group peer 99
Switch(config)# ntp access-group serve-only 42
Switch(config)# access-list 99 permit 172.20.130.5
Switch(config)# access list 42 permit 172.20.130.6

NTP
NTP

NTP

no ntp access-group {query-only |

EXEC

1 configure terminal

2 interface interface-id

3 ntp disable

NTP

NTP

end EXEC

show running-config

copy running-config startup-config

NTP
NTP P
NTP 1P
NTP
ntp source
1P
Catalyst 3550
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|
1 configure terminal
2 ntp source rype number 1P
3 end EXEC
show running-config
copy running-config startup-config
NTP
p.6-7 ntp peer ntp server
source
NTP
2 EXEC NTP

¢ show ntp associations [detail]

¢ show ntp status

Cisco 10S Configuration Fundamentals
Command Reference for Cisco IOS Release 12.2

. p.6-12
. p.6-13
. p.6-13
. p.6-14
NTP

EXEC
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1 clock set hh:mmz:ss day month year
*  hh:mm: 24
clock set hh:mm:ss month day year eSS
* day
*  month
*  year
2 show running-config
3 copy running-config startup-config
2001 7 23 1 32

Switch# clock set 13:32:00 23 July 2001

show clock [detail] EXEC
authoritative
NTP
authoritative
show clock
° k
[ ] J—
* . — NTP
EXEC
1  configure terminal
2 clock timezone zone hours-offset
[minutes-offset] uTC
* zone
UTC
®  hours-offset UTC
o minutes-offset UTC
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end EXEC

show running-config

copy running-config startup-config

clock timezone minutes-offset
UTC
AST][ ] UTC-3.5 3 3 S5 50%
clock timezone AST -3 30
UTC no clock timezone

EXEC
1 configure terminal
2 clock summer-time zone recurring [week day
month hh:mm week day month hh:mm [offset]]
clock summer-time zone recurring
one
PDT
week 1
5 last
day Sunday Monday
month January February
hh:mm 24
offset
60
end EXEC
show running-config
5 copy running-config startup-config
clock summer-time
2
4 1 10 2

Switch(config)# clock summer-time PDT recurring 1 Sunday April 2:00 last Sunday October 2:00
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EXEC

1 configure terminal

2  clock summer-time zone date [month date 2
year hh:mm month date year hh:mm [offset]]

clock summer-time zone date [date month | ® zone

year hh:mm date month year hh:mm [offset]] PDT
. week
5 last
. day Sunday Monday
. month January February
o hh:mm 24
. offset
60
3 end EXEC

4 show running-config

5 copy running-config startup-config

clock summer-time
2

no clock summer-time

2000 10 12 2 2001 4 26 2

Switch(config)# clock summer-time pdt date 12 October 2000 2:00 26 April 2001 2:00
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Switch

20

Cisco 10S Configuration
Fundamentals Command Reference Release 12.2 Cisco 10S IP Command Reference, Volume 2 of
3:Routing Protocols Release 12.2

. p.6-16
. p.6-16
e DNS p.6-17
Switch
EXEC

1 configure terminal

2 hostname name
Switch

ARPANET

63

end EXEC

show running-config

copy running-config startup-config

no hostname
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DNS

Domain Name System DNS;
1P
ping telnet connect
1P

1P

FTP

1P
IP
1P
DNS

* DNS p.6-17
e DNS p.6-17
e DNS p.6-18

DNS
6-2  DNS

6-2 DNS

DNS
DNS
1P Telnet

1P com
cisco.com

ftp.cisco.com

DNS

DNS

DNS

DNS

DNS
DNS

EXEC

1 configure terminal

2 ip domain-name name

DHCP

10

BOOTP

Dynamic Host Configuration Protocol DHCP

BOOTP
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|
3 ip name-server server-addressl 1
[server-address?2 ... server-address6]
6
DNS
4 ip domain-lookup DNS
DNS

end EXEC

show running-config

copy running-config startup-config

1P 1P DNS
DNS 1P
ip domain-name
1P
no ip domain-name name
no ip name-server server-address
DNS
no ip domain-lookup
DNS
DNS show running-config EXEC
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MoTD

MoTD Message-of-The-Day

MoTD

MoTD

Fundamentals Command Reference for Cisco I0S Release 12.2

Cisco 10S Configuration

. p6—19
e MoTD p.6-19
. p.6-20

MoTD

MoTD EXEC

1 configure terminal

2 banner motd ¢ message c MoTD

Return

message 255

end EXEC

show running-config

5 copy running-config startup-config

MoTD no banner motd
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# MoTD

Switch(config)# banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Switch(config)#

Unix> telnet 172.2.5.4
Trying 172.2.5.4...
Connected to 172.2.5.4.
Escape character is '~]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:
MoTD
EXEC
1 configure terminal
2 banner login ¢ message ¢
c #
Return
message 255
3 end EXEC
4  show running-config
5 copy running-config startup-config

no banner login

Switch(config)# banner login $
Access for authorized users only. Please enter your username and password.

$
Switch(config) #
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MAC

MAC
MAC
1
o
MAC
L]
MAC VLAN ID
)
. p6—21
e MAC VLAN p.6-22
e MAC p.6-22
. p6—22
. p6—23
* MAC p.6-23
. p6—25
i MAC p.6-26
N p.6-27
MAC
VLAN LAN
Spanning-Tree Protocol STP;
VLAN
MAC
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N wmAC

MAC VLAN

VLAN 1 VLAN
VLAN 1 1 VLAN 5 9 10
11

VLAN VLAN
VLAN VLAN
VLAN
VLAN VLAN

MAC
63 MAC

6-3 MAC

300

MAC
VLAN VLAN

VLAN

EXEC

1 configure terminal

2 mac address-table aging-time MAC
[0 | 70-1000000] [vlan vian-id)

10 1000000 300

vian-id 1D 1 4094
end EXEC

show mac address-table aging-time

5 copy running-config startup-config

Catalyst 3550
m. 78-16610-03-J |




MAC ||

no mac address-table aging-time
EXEC clear mac address-table
dynamic MAC clear mac address-table dynamic address
mac-address clear mac
address-table dynamic interface interface-id VLAN clear

mac address-table dynamic vlan vian-id

show mac address-table dynamic

EXEC
MAC
MAC MAC
MAC SNMP
Network Management System NMS;
MAC

MAC MAC

MAC
NMS MAC
EXEC

1 configure terminal

2 snmp-server host host-addr {traps | informs}
{version {1]|2c|3}} community-string

. *  host-addr NMS IP
notification-type
e SNMP traps
SNMP
informs
. SNMP

® community-string
snmp-server host
snmp-server community
snmp-server

host
* notification-type mac-notification
3 snmp-server enable traps mac-notification MAC NMS
4 mac address-table notification MAC
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N wmAC

5 mac address-table notification [interval value] |
[history-size value]
. interval value NMS
0 2147483647
1
. history-size value MAC
0
500 1
6 interface interface-id
SNMP MAC
2
7 snmp trap mac-notification {added | removed} |MAC
o MAC added
MAC
. MAC
removed MAC
end EXEC
show mac address-table notification interface
show running-config
10 copy running-config startup-config

MAC

enable traps mac-notification

MAC

mac-notification {added | removed}

MAC

NMS

Switch(config)#
Switch(config)#
Switch(config)#
Switch(config) #
Switch(config)#
Switch(config)#
(

no snmp-server

no snmp trap

no mac-address-table notification

172.20.10.10 NMS MAC
MAC
100 MAC

snmp-server host 172.20.10.10 traps private
snmp-server enable traps mac-notification

mac address-table notification

mac address-table notification interval 60

mac address-table notification history-size 100
interface fastethernet0/4

Switch(config-if)# snmp trap mac-notification added

show mac address-table notification interface

address-table notification EXEC

60

show mac
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MAC
L]
[ ]
L]
VLAN
VLAN ID
VLAN VLAN
VLAN
MAC
VLAN
interface-id
EXEC
1 configure terminal
2 mac address-table static mac-addr vlan MAC
vlan-id interface interface-id
* mac-addr MAC
VLAN
* vian-id MAC
VLAN VLAN ID 1
4094
* interface-id
interface-id
1D
1
MAC
VLAN ID

3 end

EXEC

4 show mac address-table static

5 copy running-config startup-config
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N wmAC

no mac address-table static mac-addr
vlan vian-id [interface interface-id)

MAC c2£3.220a.12f4
VLAN 4 MAC

Switch(config)# mac address-table static c2f£3.220a.12f4 vlan 4 interface gigabitethernet0/1

MAC
MAC
MAC
o MAC MAC MAC
mac address-table static mac-addr vlan vian-id drop
1
% Only unicast addresses can be configured to be dropped
% CPU destined address cannot be configured as drop address
e CPU
o MAC MAC
MAC
MAC
2
mac address-table static mac-addr vlan vian-id interface interface-id
mac address-table static mac-addr vlan vian-id
drop MAC
mac address-table static mac-addr vlan vian-id drop
mac address-table static mac-addr vlan vian-id interface interface-id
MAC
MAC
MAC VLAN
EXEC
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MAC ||
1 configure terminal
2 mac address-table static mac-addr vlan MAC
vlan-id drop
*  mac-addr MAC
MAC
* vian-id MAC
VLAN VLANID 1 4094
3 end EXEC
4 show mac address-table static
5 copy running-config startup-config
MAC no mac address-table static
mac-addr vlan vian-id
MAC c2f3.220a.12f4

MAC VLAN 4

Switch(config)# mac address-table static c2£f3.220a.12f4 vlan 4 drop

6-4 1 EXEC MAC
6-4 MAC
show mac address-table address MAC MAC
show mac address-table aging-time VLAN VLAN
show mac address-table count VLAN VLAN
show mac address-table dynamic MAC
show mac address-table interface MAC
show mac address-table multicast VLAN VLAN 2
show mac address-table static MAC
show mac address-table vlan VLAN MAC
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Switch Database Management SDM

4
MAC Internet
Group Management Protocol IGMP Quality of Service QoS; Access Control
Entry ACE; ACE
VLAN 2 VLAN
4
* QoS ACE —
QoS
[ ]
e VLAN — VLAN
MAC 2
i — QoS ACL
VLAN MAC
144 3 Ternary CAM TCAM
extended-match
3TCAM TCAM
Customer Edge CE; multi-VRF
CE Web Cache Communication Protocol WCCP multiple VPN Routing/Forwarding
multi-VRF 144 3 TCAM
6-5 Catalyst 3550 4
6-6 Catalyst 3550 4
6 MAC
CPU
2 Switch Virtual Interface SVI;
2 VLAN
VLAN SVI
VLAN
IGMP
VLAN
CPU VLAN
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16

VLAN  PIM-DVMRP
1 5K
6-5
VLAN
MAC 6K 2K 6K 12K
IGMP MVR  IGMP 6K 8K 6K 6K
2
QoS ACE 2K 2K 1K 2K
ACE 2K 4K 1K 2K
12K 6K' |4K 2K' [24K 12K' |0
6K 8K 6K 0
VLAN 16 16 16 16
SVI
2 VLAN 1K 1K 1K 1K
1. extended-match
6-6
VLAN
MAC 5K 1K 5K 8K
IGMP MVR  IGMP 1K 2K 1K 1K
2
QoS ACE 1K 1K 512 1K
ACE 1K 2K 512 1K
8K 4K!' 2K 1K' [16K 8K' |0
1K 2K 1K 0
VLAN 8 8 8 8
SVI
2 VLAN 1K 1K 1K 1K
1. extended-match
Catalyst 3550
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SDM

Catalyst 3550-12T
16

¢ sdm prefer vlan

2 sdm prefer vlan

sdm prefer routing

30K
17K
e WCCP multi-VRF CE extended-match
144 3 TCAM
VLAN
SDM
show sdm prefer
EXEC
SDM EXEC
1 configure terminal
2 sdm prefer {access [extended-match] | SDM
extended-match | routing
[extended-match] | vlan}
® access — QoS ACE ACE
* routing —
e vlan— VLAN

¢ extended-match —

144 3 TCAM WCCP multi-VRF
CE

MAC IGMP QoS
ACE ACE
2 VLAN

3 end EXEC

4 reload
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show sdm prefer EXEC
reload EXEC

no sdm prefer

Switch(config)# sdm prefer routing
Switch(config)# end

Switch# reload

Proceed with reload? [confirm]

Catalyst 3550
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H ARP
48
MAC 1P
Address Resolution Protocol ARP; 1P
MAC VLAN ID ARP TP
MAC MAC
IP MAC ARP 1P
IEEE 802 1P ARP
Subnetwork Access Protocol SNAP 1P
ARP arpa
ARP
CLI Cisco.com  Cisco IOS Release 12.2
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