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flash:
L p-B-2
. p.B-3
. p-B-3
. p-B-4
. p-B-5
. p.B-6
* tar p.B-6
. p.B-8
show file systems EXEC
Switch# show file systems
File Systems:
Size (b) Free (b) Type Flags Prefixes
* 16128000 11118592 flash rw flash:
16128000 11118592 unknown rw zflash:
32768 26363 nvram rw nvram:
- - network rw tftp:
- - opaque rw null:
- - opaque rw system:
- - opaque ro xmodem :
- - opaque ro ymodem :
- - network rw rcp:
- - network rw ftp:
B-1 show file systems
Size b
Free b
Type
flash —
nvram — NVRAM RAM
opaque — pseudo
system brimux
unknown —
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B-1 show file systems

Flags
ro —
rw — /
wo —

Prefixes
flash: —
nvram: — NVRAM
null: — null null
rcp: — Remote Copy Protocol RCP
system: —
tftp: — Trivial File Transfer Protocol TFTP;
xmodem: — XMODEM
ymodem: — YMODEM
zflash: —

cd filesystem: EXEC
filesystem:
filesystem: EXEC cd
flash:
cd pwd
EXEC
Catalyst 3550
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B-2

B-2 EXEC

dir [/all] [filesystem:][filename]

show file systems

show file information file-url

show file descriptors

EXEC

dir filesystem:

filesystem:
flash:

cd new_configs

new_configs

pwd

EXEC

dir filesystem:

filesystem:
flash:

mkdir old_configs

old_configs

dir filesystem:
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delete /force /recursive filesystem:/file-url EXEC

/recursive
/force
1 archive download-sw
/force /recursive
filesystem flash: file-url
copy [/erase] source-url destination-url
EXEC URL running-config startup-config
copy running-config startup-config
NVRAM

XMODEM YMODEM
xmodem: ymodem:
URL ftp: rcp: tftp:
FTP — ftp:[[//username [:password] @location]/directoryllfilename

RCP — rep:[[//username @location]/directoryllfilename
TFTP — tftp:[[//location]/directoryllfilename

flash:

o copy flash:flash:

copy
p.B-9

archive download-sw archive upload-sw
EXEC p.B-21
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[/recursive] [filesystem:]/file-url

/recursive
[force

filesystem:
file-url

CONFIG_FILE BOOT

cd

BOOT

EXEC

delete [/force]

archive download-sw

/force /recursive

Switch# delete myconfig

tar

tar
tar

tar

tar

archive tar /create destination-url flash:/file-url

destination-url
tar

myconfig

tar

EXEC

URL

ftp:[[//username(:password] @location]/directoryl/tar-filename.tar

flash:
e FTP
e RCP
e TFTP
tar-filename.tar tar

rep:[[//username @location]/directoryl/tar-filename.tar

tftp:[[//location]/directoryl/tar-filename.tar
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flash:/file-url tar
tar
tar
tar
new-configs 172.20.10.30 TFTP saved.tar

Switch# archive tar /create tftp:172.20.10.30/saved.tar flash:/new-configs

tar
tar EXEC

archive tar /table source-url

source-url URL
[ )

flash:
e FTP

ftp:[[//username(:password] @location]/directoryl/tar-filename.tar
e RCP rep:[[//username @location]/directoryl/tar-filename.tar
e TFTP tftp:[[//locationl/directoryl/tar-filename.tar
tar-filename.tar tar
tar

¢3550-ipservices-tar.122-25.SEB.tar

Switch# archive tar /table flash:c3550-ipservices-tar.122-25.SEB.tar

info (219 bytes)

c3550-ipservices-mz.122-25.SEB/ (directory)

c3550-ipservices-mz.122-25.SEB/html/ (directory)
c3550-ipservices-mz.122-25.SEB/c3550-ipservices-mz.122-25.SEB.bin (6074880 bytes)
c3550-ipservices-mz.122-25.SEB/info (219 bytes)

info.ver (219 bytes)

¢3550-ipservices-mz.122-25.SEB/html

Switch# archive tar /table flash:c3550-ipservices-mz.122-25.SEB.tar
c3550-ipservices-mz.122-25.SEB/html
c3550-ipservices-mz.122-25.SEB/html/ (directory)
c3550-ipservices-mz.122-25SEB/html/const.htm (556 bytes)
c3550-ipservices-mz.122-25SEB/html /xhome.htm (9373 bytes)
c3550-ipservices-mz.122-25SEB/html /menu.css (1654 bytes)
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tar

tar
EXEC
archive tar /xtract source-url flash:/file-url [dir/file...]
source-url URL

[ )

flash:
e FTP
ftp:[[//usernamel:password] @location]/directoryl/tar-filename.tar

e RCP rep:[[//username @locationl/directoryl/tar-filename.tar

e TFTP tftp:[[//location]/directoryl/tar-filename.tar
tar-filename.tar tar
flash:/file-url [dir/file...] tar

tar
dirffile...
172.20.10.30  TFTP tar
new-configs
saved.tar
Switch# archive tar /xtract tftp:/172.20.10.30/saved.tar flash:/new-configs
more
[/ascii | /binary | /ebedic] file-url EXEC
TFTP
Switch# more tftp://serverA/hampton/savedconfig
!
! Saved configuration on server
!
version 11.3
service timestamps log datetime localtime
service linenumber
service udp-small-servers
service pt-vty-logging
!
Catalyst 3550
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FTP

setup EXEC
TFTP FTP RCP
L]
[ ]
L]

TFTP FTP RCP

TFTP
L]
[ ]
L]
e TFTP
e FTP
e RCP
. p-B-20
1
L]
Telnet
[ ]
Catalyst 3550

setup
3
FTP
RCP

p.B-9

p.B-10
p.B-10
p.B-11

p.B-13
p.B-16

IP

enable secret secret-password

RCP

TCP/IP
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. enable secret
secret-password

N
copy {ftp: | rep: | tftp: }system:running-config EXEC
1P
1P
1P
copy {ftp: | rcp: | tftp: }nvram:startup-config EXEC
2
copy running-config startup-config EXEC
DRAM
NVRAM
1
1
TFTP p-B-12 FTP
p.B-14 RCP
p.B-18

2 UNIX vi emacs PC

Catalyst 3550
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4
TFTP UNIX /ftpboot
5 world-read
TFTP
TFTP
TFTP
e TFTP
p-B-11
e TFTP p.B-12
e TFTP p.B-12
TFTP
TFTP
e TFTP
Sun /etc/inetd.conf
tftp dgram udp wait root /usr/etc/in.tftpd in.tftpd -p -s /tftpboot
/etc/services
tftp 69/udp
N
/etc/inetd.conf and /etc/services inetd
inetd
fastboot SunOS 4.x reboot Solaris 2.x
SunOS 5.x
. TFTP
TFTP
ping TFTP
. TFTP
UNIX /tftpboot
Catalyst 3550
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world-read
o TFTP
touch filename
filename
[ )
world-write
TFTP
TFTP
1 TFTP
2 TFTP
p-B-11 TFTP
3 Telnet
4 TFTP
TFTP 1P
EXEC
e copy tftp:[[[//location]/directoryllfilename] system:running-config
e copy tftp:[[[//location]/directoryl/filename] nvram:startup-config
1P 172.16.2.155 tokyo-confg
Switch# copy tftp://172.16.2.155/tokyo-confg system:running-config
Configure using tokyo-confg from 172.16.2.155? [confirm] vy
Booting tokyo-confg from 172.16.2.155:!!! [OK - 874/16000 bytes]
TFTP
TFTP
1 TFTP
p-B-11 TFTP
2 Telnet

Catalyst 3550
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3 TFTP TFTP 1P
EXEC
¢ copy system:running-config tftp:[[[//location]/directoryllfilename]
¢ copy nvram:startup-config tftp:[[[//location]/directory]lfilename]
TFTP
TFTP
Switch# copy system:running-config tftp://172.16.2.155/tokyo-confg
Write file tokyo-confg on host 172.16.2.155? [confirm] vy
#
Writing tokyo-confg!!! [OK]
FTP
FTP FTP
FTP FTP
FTP

® copy

¢ ip ftp username username

® anonymous

¢ copy

¢ ip ftp password password

] username @ switchname.domain username

switchname domain
FTP
FTP FTP

ip ftp username
ip ftp password
copy

FTP
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e FTP

p-B-14

e FTP p.B-14

e FTP p-B-15
FTP

FTP
. FTP
FTP
ping FTP
. Telnet
FTP FTP
show users EXEC
ip ftp username username
FTP
NVRAM Telnet
FTP
copy
o FTP
FTP
FTP
FTP EXEC
1 FTP
p.B-14 FTP
2 Telnet

3 configure terminal

ip ftp username username

ip ftp password password
end EXEC
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7 copy ftp: FTP
[[[/[username[:password] @]location]/dir
ectoryllfilename] system:running-config
copy ftp:
[[[/[username[:password] @]location]/dir
ectoryllfilename] nvram:startup-config
hostl-confg Ip 172.16.101.101
netadminl
Switch# copy ftp://netadminl:mypass@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]
Connected to 172.16.101.101
Loading 1112 byte file hostl-confg:![OK]
Switch#
%SYS-5-CONFIG: Configured from hostl-config by ftp from 172.16.101.101
netadminl 1P 172.16.101.101
netadminl
host2-confg
Switch# configure terminal
Switch(config)# ip ftp username netadminl
Switch(config)# ip ftp password mypass
Switch(config)# end
Switch# copy ftp: nvram:startup-config
Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[rtr2-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101
Loading 1112 byte file host2-confg: ! [OK]
[OK]
Switch#
$SYS-5-CONFIG_NV:Non-volatile store configured from host2-config by ftp from
172.16.101.101
FTP
FTP EXEC
1 FTP
p.B-14 FTP
2 Telnet

3 configure terminal
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ip ftp username username

ip ftp password password

end

EXEC

N o o »H

copy system:running-config ftp:
[[[/Tusername|:password] @]llocation]/directory]/

filename]

copy nvram:startup-config ftp:
[[[/Tusername|:password] @]llocation]/directory]/

filename]

FTP

netadminl

switch2-confg 1P 172.16.101.101

Switch# copy system:running-config ftp://netadminl:mypass@172.16.101.101/switch2-confg
Write file switch2-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101
Switch#

FTP

Switch# configure terminal

Switch(config)# ip ftp username netadmin2

Switch(config)# ip ftp password mypass

Switch(config)# end

Switch# copy nvram:startup-config ftp:

Remote host[]? 172.16.101.101

Name of configuration file to write

[switch2-confg]?

Write file switch2-confg on host 172.16.101.101?[confirm]

! [OK]

RCP

UDP TFTP

RCP
RCP
rsh

RCP RCP

* copy

RCP
RCP

RCP
RCP

TCP

copy
TFTP

rsh
UNIX rsh

RCP
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¢ ip rcmd remote-username username
o TTY Telnet
username
Telnet
[ )
RCP
e RCP
p-B-17
e RCP p.B-18
e RCP p.B-19
RCP
RCP
e RCP rsh
. RCP
ping RCP
. Telnet
RCP RCP
show users EXEC
ip rcmd remote-username
username RCP
NVRAM Telnet
RCP
copy
. RCP RCP
UNIX RCP
.rhosts
hostname Switchl
ip rcmd remote-username User0
1P Switchl.company.com RCP User0

.rhosts

Switchl.company.com Switchl

RCP

Catalyst 3550
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RCP

B-18

RCP EXEC

RCP
p.B-17 RCP

Telnet

configure terminal

ip remd remote-username username
end EXEC
copy rcp: RCP

[[[//Tusername @ ]location]/directory]lfilename]

system:running-config

copy rep:
[[[//Tusername @ ]location]/directory]lfilename]

nvram:startup-config

hostl-confg Ip 172.16.101.101
netadminl

Switch# copy rcp://netadminl@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]

Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:! [OK]

Switch#

$SYS-5-CONFIG: Configured from hostl-config by rcp from 172.16.101.101

netadminl 1P 172.16.101.101
netadminl

host2-confg

Switch# configure terminal

Switch(config)# ip rcmd remote-username netadminl
Switch(config)# end

Switch# copy rcp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[rtr2-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101

Loading 1112 byte file host2-confg:! [0OK]

[OK]

Switch#

%SYS-5-CONFIG_NV:Non-volatile store configured from host2-config by rcp from
172.16.101.101

Catalyst 3550
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RCP
RCP EXEC

1 RCP

p-B-17 RCP
2 Telnet
3 configure terminal

4 5

4 ip rcmd remote-username username

end EXEC
copy system:running-config rcp: RCP
[[[//[username @]location]/directoryllfilename]
copy nvram:startup-config rcp:
[[[//[username @]location]ldirectoryllfilename]
switch2-confg 1P 172.16.101.101

netadminl

Switch# copy system:running-config rcp://netadminl@172.16.101.101/switch2-confg
Write file switch-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101
Switch#

Switch# configure terminal

Switch(config)# ip rcmd remote-username netadmin2
Switch(config)# end

Switch# copy nvram:startup-config rcp:

Remote host[]? 172.16.101.101

Name of configuration file to write [switch2-confg]?
Write file switch2-confg on host 172.16.101.101?[confirm]
! [OK]
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erase nvram: erase startup-config
EXEC
delete flash:filename EXEC
file prompt
file prompt

Cisco 10S Command Reference Release 12.1
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Cisco IOS
TFTP FTP RCP
TFTP Web
HTTP PC
Network Assistant
TFTP Web HTTP
TFTP FTP RCP
FTP RCP
TFTP
FTP RCP TCP/IP
. p.B-21
. Cisco.com tar p-B-22
e TFTP p.B-23
e FTP p.B-26
e RCP p-B-30
S
.bin
Web HTML
flash:
show version EXEC
System image file is...
dir filesystem: EXEC

Catalyst 3550
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Cisco.com tar
Cisco.com
tar
* info
info tar tar
e Cisco IOS
. HTTP Web
* info.ver
info.ver tar info
info.ver tar
info info.ver

version_suffix: ipservices-122-25.SEB
version_directory: c3550-ipservices-mz.122-25.SEB
image_name: c¢3550-ipservices-mz.122-25.SEB.bin
ios_image_file_size: 6074880
total_image_file_size: 7736832

image_feature: IP|LAYER 3|SSH|3DES|MIN_DRAM MEG=24
image_family: C3550

info_end:

B-3 info info.ver

version_suffix

version_directory HTML
image_name tar
ios_image_file_size tar
total_image_file_size tar
HTML

image_feature

image_family

image_min_dram DRAM

Catalyst 3550
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TFTP

TFTP

e TFTP
e TFTP
e TFTP

TFTP
TFTP

e TFTP
Sun

TFTP

p.B-23
p-B-24
p.B-25

/etc/inetd.conf

tftp dgram udp wait root /usr/etc/in.tftpd in.tftpd -p -s /tftpboot

Jetc/services

tftp 69/udp

)

/etc/inetd.conf and /etc/services inetd
inetd
fastboot SunOS 4.x reboot Solaris 2.x
SunOS 5.x TFTP
TFTP
TFTP
ping TFTP
TFTP
UNIX /tftpboot
world-read
TFTP
touch filename filename

world-write

Catalyst 3550
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TFTP
TFTP
EXEC 3
1 TFTP
TFTP
TFTP
[p-B-23]
2 Telnet
3 archive download-sw /overwrite /reload tftp: TFTP
[[//location)l/directoryllimage-name.tar

¢ /overwrite
¢ /reload
® /llocation TFTP 1P
* /directorylimage-name.tar

4 archive download-sw /leave-old-sw /reload tftp: | TFTP

[[//location])l/directoryllimage-name.tar

¢ /leave-old-sw
¢ /reload
e /llocation TFTP 1P
* /directorylimage-name.tar

DRAM
/overwrite

Catalyst 3550
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/overwrite
/leave-old-sw
flash:
BOOT
/leave-old-sw
delete /force /recursive filesystem:/file-url EXEC
filesystem flash:
file-url
TFTP
TFTP
HTML
TFTP EXEC
1 TFTP TFTP
[p.B-23]
2 Telnet
3 archive upload-sw tftp: TFTP
[[//location])l/directoryllimage-name.tar
* /llocation TFTP 1P
* /directorylimage-name.tar
image-name.tar

Catalyst 3550
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archive upload-sw EXEC info Cisco IOS
info.ver
tar
FTP
FTP FTP
e FTP p-B-26
e FTP p.B-27
e FTP p.B-29
FTP
FTP FTP
FTP FTP
FTP
¢ archive download-sw archive upload-sw EXEC
¢ ip ftp username username
® anonymous
¢ archive download-sw archive upload-sw EXEC
e ip ftp password password
. username @ switchname.domain username
switchname domain
FTP
FTP FTP

i Catalyst 3550
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ip ftp username
ip ftp password archive
download-sw archive upload-sw EXEC
FTP
. FTP
FTP
ping FTP
. Telnet
FTP FTP
show users EXEC
ip ftp username username
FTP
NVRAM Telnet
FTP
archive download-sw archive upload-sw EXEC
. FTP
FTP
FTP
FTP
EXEC 7
1 FTP
p.B-26 FTP
2 Telnet
3 configure terminal
4 5 6
4 ip ftp username username
ip ftp password password
end EXEC

Catalyst 3550
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7 archive download-sw /overwrite /reload [FTP
ftp:[[//usernamel:password] @location]/direct

oryllimage-name.tar .
* /overwrite

e /reload

® /lusername(:password)]

FTP
FTP
p-B-26
*  @Jocation FTP 1P
* directorylimage-name.tar
8 archive download-sw /leave-old-sw /reload |FTP
ftp:[[//username[:password] @location]/direct
oryllimage-name.tar o leave-old-sw
* /reload
* /lusername[:password)]
FTP
FTP
p-B-26
*  @Jocation FTP 1P

* directorylimage-name.tar

DRAM
/overwrite

/overwrite

Catalyst 3550
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/leave-old-sw

flash:
BOOT
/leave-old-sw
delete /force /recursive filesystem:/file-url EXEC
filesystem flash:
file-url
FTP
FTP
HTML
FTP EXEC
1 FTP
p-B-14 FTP
2 Telnet
3 configure terminal
4 5 6
ip ftp username username
ip ftp password password
end EXEC
Catalyst 3550
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7 archive upload-sw ftp: FTP
[[//Tusername|:password] @ llocation]/director
/i - .t
YWimage-name.tax * /lusername:password
FTP
FTP
p.B-26
*  @Jocation FTP 1P
* /directorylimage-name.tar
image-name.tar
archive upload-sw info Cisco I0S HTML
info.ver
tar
RCP
RCP RCP
e RCP p.B-31
e RCP p.B-32
e RCP p.B-34

i Catalyst 3550
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RCP
1 RCP UDP
TFTP RCP TCP
RCP
RCP RCP  copy
rsh RCP TFTP
rsh
UNIX rsh
RCP
RCP RCP RCP
¢ archive download-sw archive upload-sw EXEC
¢ ip rcmd remote-username username
. TTY Telnet
username
Telnet
L]
RCP
RCP
e RCP rsh
. RCP
ping RCP
. Telnet
RCP RCP
show users EXEC
ip remd remote-
username username RCP
NVRAM Telnet
RCP
archive download-sw archive upload-sw EXEC

Catalyst 3550
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. RCP RCP
UNIX
RCP .rhosts
hostname Switchl
ip rcmd remote-username User(
1P Switchl.company.com RCP User0
.rhosts
Switchl.company.com Switchl
RCP
RCP
RCP
EXEC 6
1 RCP
p.B-31 RCP
2 Telnet

3 configure terminal

4  ip rcmd remote-username username

5 end EXEC
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6 archive download-sw /overwrite /reload rcp: RCP
[[[/[username @ Jlocation]/directoryllimage-name
.tar] .
e /overwrite
¢ /reload
e [lusername
RCP
RCP
p-B-31
e  @location RCP 1P
* /directorylimage-name.tar
7 archive download-sw /leave-old-sw /reload rcp: |[RCP
[[[/[username @ Jlocation]/directoryllimage-name
tar] ¢ /leave-old-sw
* /reload
* /lusername
RCP
RCP
p.B-31
e  @Jocation RCP 1P
* /directorylimage-name.tar

DRAM
/overwrite

/overwrite
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/leave-old-sw
flash:
BOOT
/leave-old-sw
delete /force /recursive filesystem:/file-url EXEC
filesystem flash:
file-url
RCP
RCP
HTML
RCP EXEC
1 RCP
p.B-31 RCP
2 Telnet
3 configure terminal
4 5
4 ip rcmd remote-username username
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end EXEC
archive upload-sw rcp: RCP
[[[/[username@]location])/directoryl/image-n
ame.tar] * /lusername RCP
RCP
p.B-31
*  @Jocation RCP 1P
* /directorylimage-name.tar
® image-name.tar
archive upload-sw EXEC info Cisco IOS
HTML info.ver
tar
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