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102 3

Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eqg smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eqg telnet
Switch (config)# access-list 102 deny tcp any any
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Switch (config-ext-nacl)#
Switch (config-ext-nacl)#
Switch (config-ext-nacl)#
Switch (config-ext-nacl)#
Switch (config-ext-nacl)#
Switch (config-ext-nacl)#
Switch (config-ext-nacl)#
Switch (config-ext-nacl)#

N

permit tcp any any
deny tcp any any
permit udp any any
deny udp any any
permit ip any any
deny ip any any
deny any any
permit any any

IP ACL

permit tcp any any

deny udp any any 4 permit ip 10.1.1.1 any
3
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ACP p.28-4
ACL
Switch (config)# ip access-list extended acl2
Switch (config-ext-nacl)# permit tcp 10.1.1.1 0.0.0.0 any eqg 80
Switch (config-ext-nacl)# permit tcp 20.1.1.1 0.0.0.0 any eqg 23
ACE TCP 80 10.1.11
TCP 2 ACE TCP
23 20.1.11 TCP
ACE ACL
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ACL

IP ACL

EXEC

1 configure terminal

2  access-list access-list-number {deny |
permit | remark} {source source-wildcard |

host source | any}

source-wildcard

IP ACL

access-list-number 1 99 1300 1999 10
deny permit

source

. 10 32

. any  0.0.0.0 255.255.255.255 source

source-wildcard

. host source 0.0.0.0 source
source-wildcard
source-wildcard source
S
log

3 end EXEC
4 show access-lists [number | name]
5 copy running-config startup-config

ACL no access-list access-list-number

ACE
S
ACL ACL 1
ACL
IP ACL
0.0.0.0
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N AcL

IP 171.69.198.102
ACL

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any
Switch(config)# end
Switch# show access-lists
Standard IP access list 2

deny 171.69.198.102

permit any

ACL
ACL ACL

IP

Internet Protocol ip Transmission Control Protocol tcp User Datagram
Protocol udp

e TCP
e UDP
28-3 ACE
28-3 ACE IP
! TCP ubP
3
IP Type of Service ToS; 2 - -
Differentiated Services Code Point DSCP X X
IP X X
IP X X
TCP ubpP X X
4
X X
X X
X X
X X
TCP - -
1. X

2. minimize-monetary-cost ToS

Cisco IP and IP Routing Command
Reference Release 12.1
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S
minimize-monetary-cost ToS
ACE
ACE
A
ACL Cisco I10S IP and IP Routing Configuration
Guide Release 12.1  Configuring IP Services Cisco IOS IP and IP Routing Command Reference
Release 12.1 ACL SNMP
Telnet Web CPU
ACL EXEC
1 configure terminal
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2 access-list access-list-number {deny | IP
permit | remark} protocol {source
source-wildcard | host source | any}
[operator port] {destination deny permit
destination-wildcard | host destination |
any} [operator port] [dscp dscp-value]

access-list-number 100 199 2000 2699 10

. i protocol IP IP
[time-range time-range-name] TCP uDP Internet Protocol TCP uDP
ip
source
source-wildcard source
destination
e operator eq equal

e source source-wildcard

e destination destination-wildcard

e port TCP UDP 10
0 65535
e TCP TCP
e UDP UDP
destination-wildcard destination
source source-wildcard destination destination-wildcard
3
. 10 32
e 0.0.0.0 255.255.255.255 source source-wildcard
any
. host 10 32
source 0.0.0.0 source source-wildcard
dscp — 13 DSCP 0 8 10 16 18 24 26
32 34 40 46 48 56
?
time-range ACL
p.28-15

3 show access-lists [number | name]

4 copy running-config startup-config
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ACL ||
no access-list access-list-number
ACE
171.69.198.0 172.20.52.0
Telnet
eq TCP Telnet

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255
eq telnet
Switch(config)# access-list 102 permit tcp any any
Switch(config)# end
Switch# show access-lists
Extended IP access list 102
deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet
permit tcp any any

ACL
ACL ACE ACE 1 ACL
A
ACL 1
IP
ACL 0.0.0.0
ACL ACL p.28-21
ACL
ACL
IP ACL ACL
IP
IP ACL
N
ACL ACL
IP ACL 1 99 IP ACL 100 199
ACL
ACL
U ACL ACL
U IP ACL p.28-7 ACL
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EXEC

1 configure terminal
2 ip access-list standard {name | 1P

access-list-number}

Y
1 99

3 deny {source source-wildcard | host source |

any}

1
. . * host source source 0.0.0.0 source
permit {source source-wildcard | host source .
| y source-wildcard
an
y * any 0.0.0.0 255.255.255.255 source
source-wildcard
Y
log

4 end EXEC

show access-lists [number | name]

copy running-config startup-config

ACL EXEC

1 configure terminal
2 ip access-list extended {name | IP

access-list-number}

Y
100 199
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ACL ||
3 {deny | permit} protocol {source
source-wildcard | host source | any}
[operator port] {destination
destination-wildcard | host destination | ACL 0.28-10
any} [operator port] [dscp dscp-value]
[time-range time-range-name] * host source source 0.0.0.0 source
source-wildcard host destination  destination 0.0.0.0
destination destination-wildcard
* any 0.0.0.0 255.255.255.255 source
source-wildcard destination destination-wildcard
dscp — 13 DSCP 0 8 10 16 18 24 26
32 34 40 46 48 56
?
time-range
ACL p.28-15
4 end EXEC
5 show access-lists [number | name]
6 copy running-config startup-config
ACL ACL ACL 1
deny ACL
ACL IP
0.0.0.0
ACL ACE ACL
no permit no deny
ACL ACE ACL ACE
Switch(config)# ip access-list extended border-list
Switch(config-ext-nacl)# no permit ip host 10.1.1.3 any
ACL ACL 1 ACL
ACL ACL p.28-21
ACL
ACL
time-range
ACL
ACL
ACL permit deny
IP ACL p.28-7 ACL p.28-13
ACL time-range
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ACL

S
Network Time Protocol NTP
p.7-2
ACL EXEC
configure terminal
time-range time-range-name workhours time-range
absolute [start time date] [end time date]
periodic
absolute
periodic day-of-the-week hh:mm to absolute
[day-of-the-week] hh:mm
periodic {weekdays | weekend | daily}
hh:mm to hh:mm
end EXEC

show time-range

copy running-config startup-config

no time-range time-range-name
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ACL

workhours

Switch
Switch
Switch
Switch
Switch
Switch
Switch
Switch
Switch
Switch

config)# time-range workhours
config-time-range)# periodic weekdays 8:00 to 12:00
config-time-range)# periodic weekdays 13:00 to 17:00
config-time-range)# exit
config)# time-range new year_day 2000
config-time-range)# absolute start 00:00 1 Jan 2000 end 23:59 1 Jan 2000
config-time-range)# exit
config)# time-range thanksgiving 2000
config-time-range)# absolute start 00:00 22 Nov 2000 end 23:59 23 Nov 2000
config-time-range)# exit
Switch(config)# time-range christmas_2000
Switch(config-time-range)# absolute start 00:00 24 Dec 2000 end 23:50 25 Dec 2000
Switch(config-time-range)# end
Switch# show time-range
time-range entry: christmas_2000 (inactive)
absolute start 00:00 24 December 2000 end 23:50 25 December 2000
time-range entry: new_vyear_day_ 2000 (inactive)
absolute start 00:00 01 January 2000 end 23:59 01 January 2000
time-range entry: thanksgiving 2000 (inactive)
absolute start 00:00 22 November 2000 end 23:59 23 November 2000
time-range entry: workhours (inactive)
periodic weekdays 8:00 to 12:00
periodic weekdays 13:00 to 17:00

ACL workhours
188
TCP
TCP

Switch(config)# access-list 188 deny tcp any any time-range new_year day 2000
Switch(config)# access-list 188 deny tcp any any time-range thanskgiving 2000
Switch(config)# access-list 188 deny tcp any any time-range christmas_2000
Switch(config)# access-list 188 permit tcp any any time-range workhours
Switch(config)# end
Switch# show access-lists
Extended IP access list 188

deny tcp any any time-range new_year_day_2000 (inactive)

deny tcp any any time-range thanskgiving_ 2000 (active)

deny tcp any any time-range christmas_2000 (inactive)

permit tcp any any time-range workhours (inactive)

ACL

Switch(config)# ip access-list extended deny_ access
Switch(config-ext-nacl)# deny tcp any any time-range new year_ day 2000
Switch(config-ext-nacl)# deny tcp any any time-range thanksgiving 2000
Switch(config-ext-nacl)# deny tcp any any time-range christmas_2000
Switch(config-ext-nacl)# exit
Switch(config)# ip access-list extended may access
Switch(config-ext-nacl)# permit tcp any any time-range workhours
Switch(config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list deny_access

deny tcp any any time-range new_year_day_2000 (inactive)

deny tcp any any time-range thanksgiving_ 2000 (inactive)

deny tcp any any time-range christmas_2000 (inactive)
Extended IP access list may_access

permit tcp any any time-range workhours (inactive)
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N AcL

ACL

remark

permit

IP

access-list number remark remark

no

Jones

remark IP / ACL
ACL
100
deny
permit deny
permit deny
ACL access-list

Smith

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch

(
(
Switch (
(

config)# access-list 1 permit 171.69.2.88
config)# access-list 1 remark Do not allow Smith workstation through

Switch(config)# access-list 1 deny 171.69.3.13

IP ACL

Jones

remark
no

Telnet

Switch(config)# ip access-list extended telnetting
Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

MAC ACL
MAC MAC ACL 2
2
S
MAC ACL  mac access-group EXEC
mac access-list extended IP

SNAP

Organizational Unique Identifier OUI

MAC ACL
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1 configure terminal
mac access-list extended name MAC
{deny | permit} {any | host source MAC MAC
address} {any | host destination MAC any MAC host
address} [aarp | amber | appletalk | MAC any MAC
dec-spanning | decnet-iv | diagnostic | dsm |permit deny
| etype-6000 | etype-8042 | lat | lavc-sca |
mop-console | mop-dump | msdos | mumps
| netbios | vines-echo |vines-ip | xns-idp] aarp | amber | appletalk | dec-spanning | decnet-iv | diagnostic |
dsm | etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip |
xns-idp — IP
end EXEC
show access-lists [number | name]
copy running-config startup-config
ACL no mac access-list extended name
MAC ACL ACE
EtherType DECnet Phase IV
macl
Switch(config)# mac access-list extended macl
Switch(config-ext-macl)# deny any any decnet-iv
Switch(config-ext-macl)# permit any any
Switch(config-ext-macl)# end
Switch # show access-list
Extended MAC access list macl
deny any any decnet-iv
permit any any
MAC
MAC MAC
EXEC
1 configure terminal
2 interface interface-id
2
3 mac access-group {name} {in} MAC
end EXEC
show mac-access group MAC ACL
copy running-config startup-config
Catalyst 2950/2955
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ACL

N AcL

ACL 2

Switch(config)# interface gigabitethernet0/1
Router (config-if)# mac access-group 2 in

N

mac access-group 2
ACL ACL ACL
ACL
MAC ACL IP IP
ACL ACL
ACL
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ACL ||
S
ACL ACL
p.28-6
ACL ACL
Cisco I10S IP and IP Routing Configuration Guide Release 12.1 Configuring IP
Services Cisco I0S IP and IP Routing Command Reference Release 12.1
A
ACL ACL
ACL 1 ACL
ACL
. IP ACL MAC ACL
. ACL
. ACL ACL  SNMP Telnet Web
CPU
ACL
ACL EXEC
1 configure terminal
2 line [console | vty] line-number
console
DCE
vty
line-number
0 16
3  access-class access-list-number {in}
4 end EXEC
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ACL

show running-config

copy running-config startup-config

ACL
2 EXEC
configure terminal
interface interface-id
2
VLAN ID

ip access-group {access-list-number |
name} {in}
end EXEC
show running-config
copy running-config startup-config

Switch(config)# interface gigabitethernet0/2

Router (config-if)# ip access-group 2 in
N

ip access-group

2
ACL
ACL ACL ACL
ACL
ACL ACL

ACL
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ACL

ACL

s ACL p.28-23

show

ACL
ACL

p.28-24

ACL

EXEC

ACL

1 show access-lists [number | name]

MAC

2 show ip access-list [number | name]

IP ACL

ACL

Switch# show access-lists

Standard IP access list
permit 172.20.10.10
Standard IP ACL 10
permit 12.12.12.12
Standard IP access list
deny 1.3.3.2
Standard IP access list
permit 172.20.20.20
Standard IP access list
permit 10.24.35.56
permit 23.45.56.34
Extended IP access list

1

12

32

34

120

Extended MAC access list macl

IP ACL

Switch# show ip access-lists

Standard IP access list
permit 172.20.10.10
Standard IP access list
permit 12.12.12.12
Standard IP access list
deny 1.3.3.2
Standard IP access list
permit 172.20.20.20
Standard IP access list
permit 10.24.35.56
permit 23.45.56.34
Extended IP access list

1

10

12

32

34

120
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El
3 ACL ip access-group
IP

show ip interface interface-id EXEC

IP

VLAN 1

Switch# show ip interface vlan 1
Vlanl is up, line protocol is up

Internet address is 10.20.30.1/16

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is permit Any

Inbound access list is 13
Switch# show ip interface fastethernet0/9
FastEthernet0/9 is down, line protocol is down

Inbound access list is ipl

show
running-config EXEC 1
ACL show running-config interface interface-id

GigabitEthernet 0/1  ACL

Switch# show running-config interface gigabitethernet0/1
Building configuration...

Current configuration :112 bytes
1

interface GigabitEthernet0/1

ip access-group 11 in

snmp trap link-status

no cdp enable

end!
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ACL ||
ACL Security Configuration Guide Cisco 10S IP and IP Routing
Configuration Guide Release 12.1 IP Services
28-2
WAN
ACL
. ACL 172.20.128.64
. ACL
HTTP
28-2 ACL
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ACL 172.20.128.64

Switch(config)# access-list 6 permit 172.20.128.64 0.0.0.0
Switch(config)# end

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 6 in
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ACL 80 HTTP

Switch(config)# access-1list 106 deny tcp any any eq 80
Switch(config)# access-list 106 permit ip any any
Switch(config)# interface gigabitethernet0/2
Switch(config-if)# ip access-group 106 in

ACL

36.0.0.0 56.0.0.0
ACL

Switch(config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch(config)# access-1list 2 deny 56.0.0.0 0.255.255.255

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 2 in

ACL

ACL
TCP Telnet SMTP

Switch(config)# access-1list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23
Switch(config)# access-1list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25
Switch(config)# interface gigabitethernet0/1

Switch(config-if)# ip access-group 102 in

SMTP TCP 25

25 25

ACL

marketing_group ~ ACL 171.69.0.0 0.0.255.255
TCP Telnet TCP
IP

Switch(config)# ip access-list extended marketing group
Switch(config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch(config-ext-nacl)# deny tcp any any

Switch(config-ext-nacl)# permit ip any any

ACL Marketing_group ACL

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group marketing group in
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ACL

IP ACE

ACL Jones Smith

Switch(config)# access-list 1 remark Permit only Jones workstation through

Switch(config)# access-list 1 permit 171.69.2.88

Switch(config)# access-list 1 remark Do not allow Smith workstation through
( 1

Switch(config)# access-list deny 171.69.3.13

ACL Winter Smith Web

Switch(config)# access-list 100 remark Do not allow Winter to browse the web
Switch(config)# access-list 100 deny host 171.69.3.85 any eq www
Switch(config)# access-list 100 remark Do not allow Smith to browse the web
Switch(config)# access-1list 100 deny host 171.69.3.13 any eq www

ACL Jones
Switch(config)# ip access-list standard prevention

Switch(config-std-nacl)# remark Do not allow Jones subnet through
Switch(config-std-nacl)# deny 171.69.0.0 0.0.255.255

ACL Jones Telnet
Switch(config)# ip access-list extended telnetting

Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

Catalyst 2950/2955

[ oL-10101-01-J



28 ACL |

N AcL

Catalyst 2950/2955
28-28 oL-10101-01-J |



	ACL によるネットワーク セキュリティの設定
	ACL の概要
	分割トラフィックおよび非分割トラフィックの処理
	ACP の概要
	物理インターフェイスに ACL を適用する場合の注意事項

	ACL の設定
	サポート対象外の機能
	標準および拡張 IP ACL の作成
	ACL 番号
	番号制標準 ACL の作成
	番号制拡張 ACL の作成
	名前付き標準および拡張 ACL の作成
	ACL への時間範囲の適用
	エントリに関するコメントを ACL に組み込む方法

	名前付き MAC 拡張 ACL の作成
	MAC アクセス グループの作成

	端末回線または物理インターフェイスへの ACL の適用
	端末回線への ACL の適用
	物理インターフェイスへの ACL の適用

	ACL 情報の表示
	ACL の表示
	アクセス グループの表示

	ACL の設定例
	番号制 ACL の例
	拡張 ACL の例
	名前付き ACL の例
	コメント付き IP ACE エントリの例


