/2

Catalyst 2960 Cisco 10S

CLI
Network Assistant
LED
Cisco 10S Command Summary Release 12.2

i p.31-2
J p.31-4
J p.31-9
. p.31-14
J p.31-14
e SFP p.31-15
e SFP p.31-15
e ping p.31-16
. 2 traceroute p.31-18
e |P traceroute p.31-20
e TDR p.31-22
e debug p.31-23
e show platform forward p.31-25
e crashinfo p.31-27

Catalyst 2960

[ 78-16881-02-J



31 |

Power-On Self-Test POST;

XMODEM
XMODEM
1 PC Cisco.com tar
Cisco 10S tar bin
2 tar bin
¢ Windows tar
zip bin

¢ UNIX

1. tar -tvf <image_filename.tar> UNIX

switch% tar -tvf image filename.tar

2. tar -xvf <image_filename.tar> <image_filename.bin> UNIX

image_filename.tar

Cisco.com

zip

tar

bin

switch% tar -xvf image filename.tar image filename.bin
x c2960-lanbase-mz.122-25FX/c2960-1lanbase-mz.122-25.FX.bin, 2928176 bytes, 5720

tape blocks

3. Is -l <image_filename.bin> UNIX

switch% 1s -1 image_ filename.bin
-rW-r--r-- 1 boba

2928176 Apr 21 12:01

c2960-lanbase-mz.122-25.FX/c2960-1lanbase-mz.122-25.FX.bin

3 XMODEM
4 9600
5
6 Mode
1 LED 1 2 Mode

PC

i Catalyst 2960
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The system has been interrupted prior to initializing the flash file system. The
following commands will initialize the flash file system, and finish loading the
operating system software#

flash_init
load_helper
boot

7
switch: flash_init
8 9600 9600
9
switch: load_helper
10 XMODEM
switch: copy xmodem: flash:image filename.bin
11 XMODEM
12 Cisco 10S
switch:boot flash:image filename.bin
13 archive download-sw EXEC
14 reload EXEC
15 flash:image_filename.bin

Catalyst 2960
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. p.31-5
. p.31-7

service password-recovery

1 PC
2 9600
3
4 LED 15
Mode LED Mode

The system has been interrupted prior to initializing the flash file system. The
following commands will initialize the flash file system

p.31-5

The password-recovery mechanism has been triggered, but is currently disabled.

p.31-7

Switch> reload
Proceed with reload? [confirm] y

Catalyst 2960
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The system has been interrupted prior to initializing the flash file system. The
following commands will initialize the flash file system, and finish loading the
operating system software:

flash_init
load_helper
boot

switch: flash_init

9600 9600
switch: load_helper
switch: dir flash:
Directory of flash:
13 drwx 192 Mar 01 1993 22:30:48 c2960-lanbase-mz.122-25.FX
11 -rwx 5825 Mar 01 1993 22:31:59 config.text
18 -rwx 720 Mar 01 1993 02:21:30 vlan.dat

16128000 bytes total (10003456 bytes free)

config.text.old

switch: rename flash:config.text flash:config.text.old

switch: boot

Continue with the configuration dialog? [yes/nol: N

EXEC

Switch> enable

[ 78-16881-02-J
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Switch# rename flash:config.text.old flash:config.text

Switch# copy flash:config.text system:running-config
Source filename [config.text]?
Destination filename [running-config]?

Return

10

Switch# configure terminal

11

Switch (config)# enable secret password

1 25

12 EXEC

Switch (config)# exit
Switch#

13

Switch# copy running-config startup-config

N

running-config EXEC
interface vlan vlan-id
VLAN ID
no shutdown

show

14

Switch# reload

Catalyst 2960
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The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

VLAN LAN

e n no Mode

Press Enter to continue........

ey yes VLAN

Would you like to reset the system back to the default configuration (y/n)? Y

Switch: load_helper

switch: dir flash:

Directory of flash:
13 drwx 192 Mar 01 1993 22:30:48 c2960-lanbase-mz.122-25.FX.0

16128000 bytes total (10003456 bytes free)

Switch: boot

N

Continue with the configuration dialog? [yes/nol: N

[ 78-16881-02-J
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5 EXEC

Switch> enable

6

Switch# configure terminal
7

Switch (config)# enable secret password

1 25

8 EXEC

Switch (config)# exit

Switch#
9

Switch# copy running-config startup-config

S

show
running-config EXEC
interface vlan vlan-id
VLAN ID
no shutdown

10

VLAN

Catalyst 2960
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Router Protocol HSRP

Hot Standby

Switch> enable
Switch#

Catalyst 2960

5 Cisco.com Getting Started with
Cisco Network Assistant
A
HSRP
IP
IP
2
i p.31-9
o p.31-11
1
2
3 CLI
CLI P
Telnet
4 EXEC
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5
6
Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
7
Switch(config)# no cluster commander-address
8 EXEC
Switch(config)# end
Switch#
9 IP IP
EXEC setup Return
Switch# setup
--- System Configuration Dialog ---
Continue with configuration dialog? [yes/nol: y
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system
Would you like to enter basic management setup? [yes/no]:
10 Y
Continue with configuration dialog? [yes/nol: ¥
Configuring global parameters:
enable Return
setup Return
11
28 31
-n n

Catalyst 2960
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12

13

14

15

16

17

18

Telnet 1 25
enable secret enable
Return
Return
1 31
Y Return
N Return 9
IP
Add to Cluster
CLI
CLI P
Telnet

EXEC

Switch> enable
Switch#

Catalyst 2960
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IP EXEC

setup Return
Switch# setup

--- System Configuration Dialog ---
Continue with configuration dialog? [yes/nol: y
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]:

Continue with configuration dialog? [yes/nol: ¥

Configuring global parameters:

enable Return
setup Return

7

28

-n n

Telnet 1 25
8 enable secret enable
9 Return
10 Return

1 31

11

Catalyst 2960
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12 Y Return
N Return

13 IP

14 Add to Cluster

Catalyst 2960
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. Catalyst 3750 Catalyst 3560 Catalyst 3550 Catalyst 3500 XL Catalyst 2970
Catalyst 2960 Catalyst 2950 Catalyst 2900 XL Catalyst 2820 Catalyst 1900

e Catalyst 3500 XL Catalyst 2900 XL Catalyst 2820 Catalyst 1900
VLAN

. Catalyst 3750
Catalyst 3560 Catalyst 3550 Catalyst 2970 Catalyst 2960 Catalyst 2950 Catalyst 3500 XL Catalyst
2900 XL Catalyst 2820 Catalyst 1900

IEEE 802.3ab 10 Mbps 100 Mbps Small Form-Factor
Pluggable [SFP] 1000 Mbps

Catalyst 2960
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SFP ||
SFP
SFP ID
Cyclic Redundancy Check CRC;
Electrically Erasable Programmable Read-Only Memory EEPROM; ROM
SFP EEPROM
ID
CRC ID
CRC
errdisable
N
GBIC_SECURITY Catalyst 2970
SFP GBIC
GBIC
SFP
SFP SFP
SFP errdisable recovery cause
gbic-invalid
errdisable
errdisable errdisable recovery
SFP
SFP
SFP
SFP
SFP
show interfaces transceiver EXEC SFP

SFP

Catalyst 2960

SFP

show interfaces transceiver
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N ping

ping

* ping p.31-16
e ping p.31-16
ping
IP  ping
ping ping
. — hostname
1 10
o — no-answer
. — unknown host
destination-unreachable
network or host unreachable
ping
ping EXEC
ping ip host | address IP
ping
~
ping
IP ping

Switch# ping 172.20.52.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echoes to 172.20.52.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
Switch#

31-1 ping

Catalyst 2960
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ping
311  ping
1 1 1
1
U PDU
C
|
?
&
ping Ctrl-~ X
Ctrl Shift 6 X

Catalyst 2960
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[ | 2 traceroute

2 traceroute

o 2 traceroute p.31-18
. p31-18
o p.31-19

2 traceroute

2 traceroute
2 traceroute MAC
MAC
2 traceroute

2 traceroute

Cisco Discovery Protocol CDP

2 traceroute CDP
2 traceroute p.31-18
CDP
CDP
22 CDP
. ping EXEC
J 10
J traceroute  mac
traceroute mac ip EXEC
o MAC VLAN traceroute mac
2 VLAN MAC
2
J MAC 2
J MAC VLAN MAC
MAC VLAN VLAN
. MAC traceroute mac ip
2 IP Address
Resolution Protocol ARP IP MAC VLAN ID
ARP IP MAC

Catalyst 2960
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2 traceroute

ARP ARP IP

1 CDP
2 traceroute CDP
1 2

VLAN

EXEC

tracetroute mac [interface interface-id] {source-mac-address} [interface interface-id]
{destination-mac-address} [vlan vlan-id] [detail]

tracetroute mac ip {source-ip-address | source-hostname}{destination-ip-address |
destination-hostname} [detail]

[ 78-16881-02-J
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M 1P traceroute

IP traceroute

e |P traceroute p.31-20

e |P traceroute p.31-20

IP traceroute

IP traceroute

traceroute EXEC
traceroute
traceroute traceroute
VLAN traceroute
traceroute
traceroute EXEC IP Time To Live TTL
traceroute
UDP TTL 1
TTL 1 0 Internet
Control Message Protocol ICMP time-to-live-exceeded traceroute
ICMP time-to-live-exceeded
traceroute  TTL 2 UDP 1
TTL 1 2
TTL 1
time-to-live-exceeded
TTL TTL
traceroute UDP
ICMP
IP traceroute
EXEC
traceroute ip host
S

traceroute EXEC

i Catalyst 2960
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IP traceroute

IP traceroute
Switch# traceroute ip 171.9.15.10

Type escape sequence to abort.
Tracing the route to 171.69.115.10

1 172.2.52.1 0 msec 0 msec 4 msec

2 172.2.1.203 12 msec 8 msec 0 msec

3 171.9.16.6 4 msec 0 msec 0 msec

4 171.9.4.5 0 msec 4 msec 0 msec

5 171.9.121.34 0 msec 4 msec 4 msec

6 171.9.15.9 120 msec 132 msec 128 msec
7 171.9.15.10 132 msec 128 msec 128 msec

Switch#

3 IP
31-2 traceroute

?
A
H
N
p
Q
U

Ctrl-~A X

Ctrl Shift 6 X

Catalyst 2960
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W TDR
e TDR p.31-22
e TDR p.31-22
TDR
Time Domain Reflector TDR
TDR
TDR 10/100 10/100/1000 SFP
TDR
TDR
TDR
. 2
TDR
TDR test cable-diagnostics tdr interface interface-id EXEC
TDR show cable-diagnostics tdr interface interface-id EXEC

Catalyst 2960
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debug

debug
debug
o p.31-23
. p.31-24
. p.31-24
CPU
debug
debug
debug
S
debug
debug EXEC debug
Switched Port Analyzer SPAN;
EXEC
Switch# debug span-session
no
debug
show running-config
TCP/IP  ping
SPAN EXEC
Switch# no debug span-session
EXEC undebug
Switch# undebug span-session
EXEC

Switch# show debugging

Catalyst 2960
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M debug

EXEC
Switch# debug all
debug all EXEC
debug
debug
no debug all EXEC
debug no debug all
debug
Syslog
UNIX Syslog 4.3 Berkeley Standard Distribution BSD UNIX
N
Syslog
26
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show platform forward | |

show platform forward

show platform forward EXEC

N

show platform forward

Application Specific Integrated Circuit
ASIC; IC

VLAN 5 1 MAC
show platform forward VLAN 5

Switch# show platform forward gigabitethernet0/1 vlan 5 1.1.1 2.2.2 ip 13.1.1.1
13.2.2.2 udp 10 20

Global Port Number:24, Asic Number:5

Src Real Vlan Id:5, Mapped Vlan Id:5

Ingress:

Lookup Key-Used Index-Hit A-Data
InptACL 40_0D020202_0D010101-00_40000014_000A0000 01FFA 03000000
L2Local 80_00050002_00020002-00_00000000_00000000 00Cc71 0000002B

Station Descriptor:02340000, DestIndex:0239, RewriteIndex:F005

Egress:Asic 2, switch 1
Output Packets:

Packet 1

Lookup Key-Used Index-Hit A-Data
OutptACL 50_0D020202_0D010101-00_40000014_000A0000 01FFE 03000000
Port Vlan SrcMac DstMac Cos Dscpv

Gi0/1 0005 0001.0001.0001 0002.0002.0002

Packet 2

Lookup Key-Used Index-Hit A-Data
OutptACL 50_0D020202_0D010101-00_40000014_000A0000 01FFE 03000000
Port Vlan SrcMac DstMac Cos Dscpv

Gi0/2 0005 0001.0001.0001 0002.0002.0002

Packet 10

Lookup Key-Used Index-Hit A-Data
OutptACL 50_0D020202_0D010101-00_40000014_000A0000 01FFE 03000000

Packet dropped due to failed DEJA_VU Check on Gi0/2

Catalyst 2960
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Wl show platform forward

VLAN 5 1 VLAN

Switch# show platform forward gigabitethernet0/1 vlan 5 1.1.1 0009.43a8.0145 ip
13.1.1.1 13.2.2.2 udp 10 20

Global Port Number:24, Asic Number:5

Src Real Vlan Id:5, Mapped Vlan Id:5

Ingress:

Lookup Key-Used Index-Hit A-Data
InptACL 40_0D020202_0D010101-00_40000014_000A0000 01FFA 03000000
L2Local 80_00050009_43A80145-00_00000000_00000000 00086 02010197

Station Descriptor:F0050003, DestIndex:F005, RewriteIndex:0003

Egress:Asic 3, switch 1
Output Packets:

Packet 1

Lookup Key-Used Index-Hit A-Data
OutptACL 50_0D020202_0D010101-00_40000014_000A0000 01FFE 03000000
Port Vlan SrcMac DstMac Cos Dscpv

Gi0/2 0005 0001.0001.0001 0009.43A8.0145
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crashinfo ||
crashinfo
crashinfo Cisco 10S
Crashinfo
2
. crashingo — Cisco 10S
o crashinfo — Cisco 10S Release 12.2(25)SEC
crashinfo
Cisco 10S
show tech-support EXEC
crashinfo
flash:/crashinfo/
crashinfo_n n
crashinfo
rename EXEC
show tech-support EXEC
delete EXEC crashinfo
show tech-support EXEC crashinfo
more EXEC
copy EXEC
crashinfo
Cisco 10S Release 12.2(25)SEC crashinfo
more copy EXEC
crashinfo
flash:/crashinfo_ext/
crashinfo_ext_n n
crashinfo no exception crashinfo
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W crashinfo
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