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IP TCP
UDP ICMP 4
ACE 4
4 ACE IP
4 ACE 4
. 3 TCP UDP
ACE 4
. 4 ACE 4
102 3
Switch(config)# access-1list 102 permit tcp any host 10.1.1.1 eqg smtp
Switch(config)# access-1list 102 deny tcp any host 10.1.1.2 eqg telnet
Switch(config)# access-1list 102 permit tcp any host 10.1.1.2
Switch(config)# access-list 102 deny tcp any any
A
1 2 ACE eq
TCP Simple Mail Transfer Protocol SMTP Telnet
well-known
. A 10.2.2.2 65000 SMTP 10.1.1.1
TCP
4 ACE
ACE 3 SMTP
ACE
TCP 10.1.11
. B 10.2.2.2 65001 Telnet 10.1.1.2
TCP 3 4
2 ACE
4 2 ACE
3 ACE
10.1.1.2
B
10.1.1.2
. C 10.2.2.2 65001 10.1.1.3 ftp
4 ACE
4 ACE ACE 4
3 10.1.1.3

ACE
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200 299

300 399 DECnet
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600 699 AppleTalk
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ACL
ACL EXEC
1 configure terminal
2 access-list access-list-number {deny | permit} 1Pv4
source [source-wildcard]
access-list-number 1 99 1300 1999 10
deny permit
source
. 10 32

e 0.0.0.0 255.255.255.255
source-wildcard
source-wildcard

e source 0.0.0.0 source
host

source-wildcard

source
any

source-wildcard

source
end EXEC
show access-lists [number | name]
copy running-config startup-config
ACL no access-list access-list-number
ACE
)
ACL ACL
IP ACL
0.0.0.0
IP 171.69.198.102
ACL

Switch (config)# access-list 2 deny host 171.69.198.102
Switch (config)# access-list 2 permit any

Switch(config)# end
Switch# show access-lists
Standard IP access list 2
10 deny 171.69.198.102
20 permit any
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host 0.0.0.0 don’t care
[don’t care]
show
ACE
Ipv4 ACL IPv4 ACL [p.28-17]
IPv4 ACL [p.28-18]
ACL
ACL ACL
ACE ACL
ACE
IP
Authentication Header Protocol ahp Enhanced Interior Gateway Routing Protocol eigrp Encapsulation
Security Payload esp  Generic Routing Encapsulation gre ICMP icmp IGMP igmp
Interior Protocol ip IPinIP ipinip KA9Q NOS IP over IP nos
Open Shortest Path First ospf Payload Compression Protocol pcp Protocol Independent
Multicast pim  TCP tcp UDP udp
A
ICMP ICMP
e Cisco IOS IP Command Reference, Volume 1 of 3: Addressing and Services Release 12.2
e  Cisco IOS IP Command Reference, Volume 2 of 3: Routing Protocols Release 12.2
e Cisco IOS IP Command Reference, Volume 3 of 3: Multicast Release 12.2
A

minimize-monetary-cost Type of Service ToS;

TCP UDP ICMP IGMP IP

ACL EXEC
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1 configure terminal
2a access-list access-list-number IPv4
d it tocol .
{deny | permi }_pro 0co access-list-number 100 199 2000 2699 10
source source-wildcard
destination destination-wildcard [precedence
precedence] [tos tos] [fragments] deny permit
[time-range time-range-name] [dscp dscp]
% protocol IP
{4
- dscp tos ahp eigrp esp gre icmp igmp igrp ip ipinip
precedence nos ospf pcp pim tcp udp IP
dscp tos 0 255 IP ICMP TCP
precedence UDP ip
)
IP
TCP UDP ICMP
IGMP
2b  2e
source
source-wildcard source

destination

destination-wildcard
destination

source source-wildcard destination destination-wildcard

3
. 10 32
e 0.0.0.0 255.255.255.255 any
o 0.0.0.0 host
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e precedence—0 7

routine 0 priority 1 immediate 2
flash 3  flash-override 4 critical 5 internet 6
network 7
e fragments —
e tos—0 15 ToS
normal 0  max-reliability 2  max-throughput 4
min-delay 8
e time-range — ACL
p.28-15
e dscp—0 63 DSCP
?
access-list access-list-number {deny | permit} source
protocol any any [precedence precedence] source-wildcard 0.0.0.0 255.255.255.255
[tos tos] [fragments] [time-range destination destination-wildcard 0.0.0.0
time-range-name] [dscp dscp] 255.255.255.255 IP
any
access-list access-list-number {deny | permit} |source  source-wildcard source 0.0.0.0
protocol host source host destination destination  destination-wildcard
[precedence precedence] [tos tos] destination 0.0.0.0 IP

[fragments] [time-range time-range-name]
[dscp dscp]

host
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2b access-list access-list-number TCP
{deny | permit} tcp source source-wildcard
[ope_rato_r porF] destination TCP tep
destination-wildcard [operator port]
[established] [precedence precedence] [tos 2a
tos] [fragments] [time-range
time-range-name] [dscp dscp] [flag] operator port source
source-wildcard
destination destination-wildcard
eq gt
It neq range
range
2
port 10 0 65535
TCP TCP
? Cisco 10S IP Configuration Guide
Release 12.2 IP Addressing and Services
Configuring IP Services TCP
TCP
e established —
ack rst
e flag— TCP
ack fin
psh rst syn
urg
2c access-list access-list-number UDP
{deny | permit} udp
sour_ce s_ource-vxflldc_ard [c_>perator port] UDP udp
destination destination-wildcard [operator
port] [precedence precedence] [tos tos] UDP TCP
[fragments] [time-range time-range-name] [operator [port]] uDP
[dscp dscp] UDP

flag established
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2d access-list access-list-number
{deny | permit} icmp source source-wildcard
destination destination-wildcard [icmp-type |
[[icmp-type icmp-code] | [icmp-message]]
[precedence precedence] [tos tos]
[fragments] [time-range time-range-name]
[dscp dscp]

ICMP
ICMP icmp
ICMP 2a IP
ICMP
e icmp-type — ICMP
0 255
e icmp-code — ICMP
0 255
* icmp-message — ICMP ICMP
ICMP ICMP
?

Cisco 10S IP Configuration Guide Release

12.2 Configuring IP Services
2e access-list access-list-number IGMP
{deny | permit} igmp source source-wildcard
destination destination-wildcard [igmp-type] IGMP igmp
[precedence precedence] [tos tos]
[fragments] [time-range time-range-name] | IGMP 2a IP
[dscp dscp]
igmp-type — IGMP 0 15
dvmrp host-query host-report
pim trace
3 end EXEC

4 show access-lists [number | name]

5 copy running-config startup-config

171.69.198.0
Telnet

Telnet

no access-list access-list-number
ACE

172.20.52.0

eq TCP

Switch(config)# access-list 102 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255

eqg telnet

Switch(config)# access-1list 102 permit tcp any any

Switch(config)# end
Switch# show access-lists
Extended IP access list 102

10 deny tcp 171.69.198.0 0.0.0.255 172.20.52.0 0.0.0.255 eqg telnet

20 permit tcp any any
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ACL
ACE
N
ACL
ACL IPv4 ACL [p.28-17]
IPv4 ACL [p.28-18]
ACL ACE
ACL
ACL ACE ip access-list resequence
ACL ACE
ACE
ACL ACE
ip access-list resequence URL
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122s/122snwft/release/122s14/fsaclseg.htm
ACL
IPv4 ACL ACL
IPv4
IP
S
ACL ACL
IP ACL 1 99 IP ACL 100 199
ACL
ACL
. ACL ACL
ACL
J ACL ACL
J IPv4 ACL p.28-5 ACL
ACL EXEC
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1 configure terminal

2 ip access-list standard name

1Pv4

3 deny {source [source-wildcard] | host source
any}

permit {source [source-wildcard] | host
source | any}

1

source-wildcard source 0.0.0.0
0.0.0.0 255.255.255.255

host source — source

any — source  source-wildcard

end

EXEC

show access-lists [number | name]

copy running-config startup-config

ACL

ACL

no ip access-list standard name

EXEC

1 configure terminal

2 ip access-list extended name

1Pv4

100 199

3 {deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [precedence precedence]
[tos tos] [established] [time-range
time-range-name]

ACL p.28-8

host source — source  source-wildcard source 0.0.0.0

host destination — destination destination-wildcard

destination 0.0.0.0

destination
0.0.0.0 255.255.255.255

any — source  source-wildcard
destination-wildcard

end

EXEC

show access-lists [number | name]

6 copy running-config startup-config

ACL

no ip access-list extended name
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ACL ACL

ACL IP
0.0.0.0

ACL ACE

no permit no deny
ACL

border-list ACE

Switch(config)# ip access-list extended border-list
Switch(config-ext-nacl)# no permit ip host 10.1.1.3 any

ACL

ACL ACL 1 ACL
ACL IPv4 ACL [p.28-18]
ACL
time-range
ACL
ACL
ACL
time-range
IPv4 ACL p.28-5
ACL p.28-13 ACL
CPU
Ternary CAM  TCAM
A
Network Time Protocol NTP
p.6-2
ACL EXEC
1 configure terminal
workhours

2 time-range time-range-name
time-range
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3 absolute [start time date]
[end time date]

. absolute 1
absolute
periodic day-of-the-week hh:mm to
[day-of-the-week] hh:mm . periodic

periodic {weekdays | weekend | daily}
hh:mm to hh:mm

4 end EXEC

show time-range

copy running-config startup-config

no time-range time-range-name

workhours 2006 1 1

Switch(config)# time-range workhours
Switch(config-time-range)# periodic weekdays 8:00 to 12:00
Switch(config-time-range)# periodic weekdays 13:00 to 17:00
Switch(config-time-range)# exit
Switch(config)# time-range new year_day 2006
Switch(config-time-range)# absolute start 00:00 1 Jan 2006 end 23:59 1 Jan 2006
Switch(config-time-range)# end
Switch# show time-range
time-range entry: new_year_day_ 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

ACL
188
TCP
TCP

Switch(config)# access-list 188 deny tcp any any time-range new year day 2006
Switch(config)# access-list 188 permit tcp any any time-range workhours
Switch(config)# end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new_year_day_2006 (inactive)

20 permit tcp any any time-range workhours (inactive)
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ACL
Switch(config)# ip access-list extended deny access
Switch(config-ext-nacl)# deny tcp any any time-range new year day 2006
Switch(config-ext-nacl)# exit
Switch(config)# ip access-list extended may access
Switch(config-ext-nacl)# permit tcp any any time-range workhours
Switch(config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip_default
10 permit ip any any
Extended IP access list deny_access
10 deny tcp any any time-range new_year_day_2006 (inactive)
Extended IP access list may_access
10 permit tcp any any time-range workhours (inactive)
ACL
remark IP
ACL ACL
1 100
permit deny
IP ACL access-list access-list number remark
remark no
Jones Smith

Switch(config)# access-list 1 remark Permit only Jones workstation through
Switch(config)# access-list 1 permit 171.69.2.88

Switch(config)# access-list 1 remark Do not allow Smith through
Switch(config)# access-list 1 deny 171.69.3.13

IP ACL remark
no
Jones Telnet

Switch(config)# ip access-list extended telnetting
Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet

IPv4 ACL

ACL 1
ACL
ACL IPv4 ACL
p.28-18
ACL
EXEC
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1 configure terminal
2 line [console | vty] line-number
* console —
Data Communications Equipment DCE;
° Vty J—
line-number
0 16

3 access-class access-list-number {in | out}

end EXEC

show running-config

copy running-config startup-config

ACL no access-class access-list-number {in | out}
IPv4 ACL
IPv4d ACL
e ACL 2
J ACL
EXEC

1 configure terminal
2 interface interface-id
3 ip access-group {access-list-number | name}

{in}

end EXEC

show running-config

copy running-config startup-config

no ip access-group {access-list-number | name} {in}
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2
Switch(config)# interface gigabitethernet0/1
Router (config-if)# ip access-group 2 in
ACL ACL ACL
ACL
ACL ACL
ACL
IP ACL
ACL CPU
ACL
CPU
ACL CPU
show ip access-lists EXEC
show access-lists hardware counters
EXEC ACL
IPv4 ACL
IPv4 ACL ACL
Cisco 10S Security Configuration Guide Release 12.2 Cisco 10S IP Configuration Guide Release
12.2 IP Addressing and Services Configuring IP Services
ACL 172.20.128.64

Switch(config)# access-list 6 permit 172.20.128.64 0.0.0
Switch(config)# end
Switch# show access-lists
Standard IP access list 6

10 permit 172.20.128.64 wildcard bits 0.0.0.0
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 6 in

ACL 80 HTTP

Switch(config)# access-list 106 deny tcp any any eq 80
Switch(config)# access-list 106 permit ip any any
Switch(config)# end

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 106 in
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ACL

ACL 36.0.0.0 56.0.0.0
ACL

Switch(config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch(config)# access-list 2 deny 56.0.0.0 0.255.255.255

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group 2 in

ACL

TCP IP
SMTP TCP

SMTP TCP 25

25 25

Switch(config)# access-1list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23
Switch(config)# access-1list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25
Switch(config)# interface gigabitethernet0/1

Switch(config-if)# ip access-group 102 in

ACL

marketing_group ACL marketing_group ACL
171.69.0.0 0.0.255.255 TCP Telnet
TCP IP

Switch(config)# ip access-list extended marketing group
Switch(config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch(config-ext-nacl)# deny tcp any any

Switch(config-ext-nacl)# permit ip any any

Switch(config-ext-nacl)# exit

marketing_group ACL

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# ip access-group marketing group in

Catalyst 2960
m. 78-16881-02-J |



| 28 ACL

IPv4 ACL

IP ACL

8 6 18 IP HTTP
UDP 8 20

Switch(config)# time-range no-http

Switch(config) # periodic weekdays 8:00 to 18:00

!

Switch(config)# time-range udp-yes

Switch(config)# periodic weekend 12:00 to 20:00

!

Switch(config)# ip access-list extended strict
Switch(config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch(config-ext-nacl)# permit udp any any time-range udp-yes
!

Switch(config-ext-nacl)# exit

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# ip access-group strict in

IP ACL
ACL Jones Smith

remark Permit only Jones workstation through
permit 171.69.2.88

remark Do not allow Smith workstation through
deny 171.69.3.13

Switch(config)# access-list
Switch(config)# access-list
Switch(config)# access-list
Switch(config)# access-list

ACL Winter Smith Web

Switch(config)# access-list 100 remark Do not allow Winter to browse the web
Switch(config)# access-list 100 deny host 171.69.3.85 any eq www
Switch(config)# access-list 100 remark Do not allow Smith to browse the web
Switch(config)# access-1list 100 deny host 171.69.3.13 any eq www

ACL Jones

Switch(config)# ip access-list standard prevention
Switch(config-std-nacl)# remark Do not allow Jones subnet through
Switch(config-std-nacl)# deny 171.69.0.0 0.0.255.255

ACL Jones Telnet

Switch(config)# ip access-list extended telnetting
Switch(config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch(config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet
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[ | MAC ACL

MAC ACL

VLAN 2 IPv4 MAC
MAC ACL ACL
mac access-list extended IP
S
appletalk deny permit MAC
MAC ACL EXEC

1 configure terminal

2 mac access-list extended name MAC

3 {deny | permit} {any | host source MAC MAC
address | source MAC address mask} {any | any MAC
host destination MAC address | destination MAC host MAC
MAC address mask} [type mask | Isap Isap any MAC
mask | aarp | amber | dec-spanning | MAC MAC
decnet-iv | diagnostic | dsm | etype-6000 | permit deny
etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios |

vines-echo |vines-ip | xns-idp | 0-65535] [cos | ® type mask — Ethernet Il SNAP
cos] Ethertype 10 16
8 Ethertype don’t care

e |sap Isap mask — 802.2
LSAP 10 16 8
don’t care

e aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo |vines-ip |

xns-idp— IP
® COSCOS— 0
7 IEEE 802.1Q CoS
4 end EXEC
5 show access-lists [number | name]
6 copy running-config startup-config
ACL no mac access-list extended name

MAC ACL ACE
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EtherType DECnet Phase IV
macl

Switch(config)# mac access-list extended macl
Switch(config-ext-macl)# deny any any decnet-iv
Switch(config-ext-macl)# permit any any
Switch(config-ext-macl)# end
Switch # show access-lists
Extended MAC access list macl

10 deny any any decnet-iv

20 permit any any

2 MAC ACL

MAC ACL 2
1P MAC ACL

. 2 IP 1 MAC
1 IP IP MAC

e 1 2 MAC 1
MAC ACL 2 MAC
ACL ACL

2 MAC
EXEC

1 configure terminal

2 interface interface-id

2 ACL

3 mac access-group {name} {in} MAC

ACL

end EXEC

show mac access-group [interface interface-id] 2
MAC

6 copy running-config startup-config

no mac access-group {name}

macl

Switch(config)# interface gigabitethernet0/2
Router (config-if)# mac access-group macl in
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N

mac access-group

EtherChannel

ACL

ACL
ACL

ACL

ACL

ACL

i Catalyst 2960

78-16881-02-J |



| 28 ACL

IPv4 ACL

IPv4 ACL
ACL ACL
ip access-group ACL
2 MAC ACL
EXEC 28-2
28-2
show access-lists [number | name] IP MAC
1
show ip access-lists [number | name] IP
IP
show running-config [interface interface-id]
MAC IP
show mac access-group [interface interface-id] 2
MAC
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