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2 no monitor session {session_number | all | SPAN
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3 monitor session session_number source SPAN

{interface interface-id | vlan vlan-id} [, | -]

both | rx | tx .
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4 monitor session session_number destination |SPAN

{interface interface-id [, | -] [encapsulation
dotlq | replicate .
{ afrep H session_number 3

)

SPAN
interface-id
EtherChannel
VLAN
LI-1—
1
IEEE 802.1Q
encapsulation dotlq
encapsulation
replicate
)
monitor session session_number destination
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config

SPAN no monitor session session_number
SPAN VLAN
no monitor session session_number source {interface interface-id | vlan vlan-id}
no monitor session session_number destination
interface interface-id
no encapsulation

SPAN 1
1 SPAN

2

Switch(config)# no monitor session 1

Switch(config)# monitor session 1 source interface gigabitethernet0/1
Switch(config)# monitor session 1 destination interface gigabitethernet0/2
encapsulation replicate

Switch(config)# end
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SPAN 1 SPAN 1

Switch(config)# no monitor session 1 source interface gigabitethernet0/1
Switch(config)# end

Switch(config)# no monitor session 1 source interface gigabitethernet0/1 rx

SPAN 2 VLAN1 3
SPAN 2
2 VLAN 10

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source vlan 1 - 3 rx

Switch(config)# monitor session 2 destination interface gigabitethernet0/2
Switch(config)# monitor session 2 source vlan 10

Switch(config)# end

SPAN
SPAN VLAN
Cisco IDS
EXEC
SPAN
p.23-11

1 configure terminal
2 no monitor session {session_number | all | local | SPAN

remote}
3 monitor session session_number source SPAN

{interface interface-id | vlan vlan-id} [, | -] [both

| rx| tx]
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4 monitor session session_number destination SPAN
{interface interface-id [, | -] [encapsulation VLAN
dotl . . ¥
{dotlq| replicate}] [_|ngress {doth vlan vlan-id | session_number 3
untagged vlan vlan-id | vlan vlan-id}]}
interface-id
EtherChannel ~ VLAN
LI-1—
1
IEEE 802.1Q

encapsulation dotlq

encapsulation replicate

ingress
e dotlg vlan vlan-id — VLAN
VLAN IEEE 802.1Q
e untagged vlan vlan-id vlan vlan-id —
VLAN VLAN
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
SPAN Nno monitor session session_number
SPAN VLAN

no monitor session session_number source {interface interface-id | vlan vlan-id}
no monitor session session_number destination
interface interface-id
no encapsulation ingress
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SPAN 2

SPAN

VLAN IEEE 802.1Q

Switch(config)# no monitor session 2
Switch(config)# monitor session 2 source gigabitethernet0/1 rx
Switch(config)# monitor session 2 destination interface gigabitethernet0/2
encapsulation replicate ingress dotlqg vlan 6

Switch(config)# end

VLAN 6

VLAN
SPAN VLAN EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | remote} session_number 1 66
SPAN all
local
SPAN remote
3 monitor session session_number source SPAN
interface interface-id
session_number 1 66
interface-id
4 monitor session session_number filter vlan ~ |SPAN VLAN
lan-id [, | - .
vian-id [, |-] session_number 3
vlan-id 1 4094
LI-1— : VLAN
VLAN
1
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5 monitor session session_number destination |SPAN

{interface interface-id [, | -] [encapsulation
dotlq | replicate .
{ afrep H session_number 3

interface-id

EtherChannel
VLAN
LI-1—
1
IEEE 802.1Q

encapsulation dotlq

encapsulation

replicate
end EXEC
7 show monitor [session session_number]
show running-config
8 copy running-config startup-config
VLAN no monitor session session_number filter
SPAN 2 2
SPAN 2 VLAN1 5

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source interface gigabitethernet0/2 rx
Switch(config)# monitor session 2 filter vliamn 1 - 5 , 9

Switch(config)# monitor session 2 destination interface gigabitethernet0/1
Switch(config)# end

RSPAN
e RSPAN p.23-18
e RSPAN VLAN VLAN p.23-18
e RSPAN p.23-19
e RSPAN p.23-21
e RSPAN p.23-22
. VLAN p.23-24
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RSPAN
RSPAN
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e RSPAN VLAN RSPAN VLAN
VLAN VLAN
e RSPAN ACL
RSPAN RSPAN VLAN ACL
e RSPAN
e RSPAN BPDU 2
e RSPAN VLAN
RSPAN VLAN
VLAN RSPAN
¢ RSPAN VLAN VLAN
o RSPAN VLAN RSPAN VLAN
RSPAN RSPAN VLAN SPAN
RSPAN
RSPAN VLAN
o VLAN RSPAN VLAN
RSPAN RSPAN VLAN
RSPAN
e RSPAN VLAN RSPAN
e VTP VTP RSPAN
1005 VLAN ID RSPAN
RSPAN VLAN VLAN
RSPAN RSPAN VLAN VLAN RSPAN
RSPAN VLAN RSPAN VLAN ID
1005 VTP 1 RSPAN
VLAN VTP RSPAN VLAN VTP
VLAN 1005 ID
RSPAN VLAN
VTP RSPAN
RSPAN RSPAN VLAN
RSPAN VLAN EXEC
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1 configure terminal
2 vlan vlan-id VLAN ID VLAN
VLAN VLAN ID VLAN
2 1001
1006 4094
RSPAN VLAN VLAN1 VLAN VLAN
ID 1002 1005 Fiber Distributed
Data Interface [FDDI] VLAN
3 remote-span VLAN  RSPAN VLAN
end EXEC
5 copy running-config startup-config
VLAN SPAN VLAN no remote-span
VLAN
RSPAN VLAN 901
Switch(config)# wvlan 901
Switch(config-vlan)# remote span
Switch(config-vlan)# end
RSPAN
RSPAN RSPAN VLAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | RSPAN
local | remote} session_number 1 66
RSPAN all
local
SPAN remote
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W SPAN RSPAN
3 monitor session session_number source RSPAN
{interface interface-id | vlan vlan-id} [, | -]
both t
[both [ rx| session_number 1 66
RSPAN VLAN
e interface-id
port-channel
port-channel-number
1 6
e vlan-id VLAN
1 4094 RSPAN VLAN
1
VLAN
1
VLAN
LI-1—
1
e both —
[ ] rX_
o tXx—
4 monitor session session_number destination |RSPAN RSPAN VLAN
remote vlan vlan-id .
session_number 3
vlan-id RSPAN VLAN
end EXEC

show monitor [session session_number]

show running-config

7 copy running-config startup-config

SPAN

SPAN

Nno monitor session session_number

VLAN no monitor session session_number

source {interface interface-id | vlan vlan-id}

RSPAN VLAN

remote vlan vlan-id

no monitor session session_number destination
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1 RSPAN
RSPAN 1 RSPAN VLAN 901
Switch(config)# no monitor session 1
Switch(config)# monitor session 1 source interface gigabitethernet0/1 tx
Switch(config)# monitor session 1 source interface gigabitethernet0/2 rx
Switch(config)# monitor session 1 source interface port-channel 2
Switch(config)# monitor session 1 destination remote vlan 901
Switch(config)# end
RSPAN
RSPAN
RSPAN VLAN RSPAN RSPAN VLAN
EXEC
1 configure terminal
2 vlanvlan-id RSPAN VLAN  VLANID
VLAN
VTP RSPANVLANID 2 1005
VTP RSPAN VLAN ID
2 4
remote-span VLAN RSPAN VLAN
exit
5 no monitor session {session_number | all | RSPAN
local | remote .
| ¥ session_number 1 66
RSPAN all
local
SPAN remote
6 monitor session session_number source RSPAN RSPAN VLAN
remote vlan vlan-id .
vian vian-i session_number 1 66
vlan-id RSPAN VLAN
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H SPAN RSPAN

7 monitor session session_number destination |RSPAN
interface interface-id

session_number 6

RSPAN RSPAN VLAN

interface-id

encapsulation replicate
RSPAN
VLAN ID  RSPAN VLAN ID

8 end EXEC

9 show monitor [session session_number]

show running-config

10 copy running-config startup-config

SPAN no monitor session session_number
SPAN no monitor session
session_number destination interface interface-id
RSPAN VLAN no monitor session session_number source

remote vlan vlan-id
VLAN VLAN 901 1

Switch(config)# monitor session 1 source remote vlan 901

Switch(config)# monitor session 1 destination interface gigabitethernet0/1
Switch(config)# end

RSPAN
RSPAN RSPAN VLAN
Cisco IDS
EXEC
RSPAN
p.23-21 RSPAN VLAN
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | remote}
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SPAN RSPAN ||
3 monitor session session_number source RSPAN RSPAN VLAN
remote vlan vlan-id session_number 1 66
vlan-id RSPAN VLAN
4 monitor session session_number destination |SPAN
{interface interface-id [, | -] [ingress {dot1q VLAN
vlan vlan-id | untagged vlan vlan-id | vlan .
. session_number 4
vlan-id}]}
RSPAN RSPAN VLAN
interface-id
encapsulation replicate
RSPAN
VLAN ID RSPAN VLAN ID
LI-1—
1
ingress
e dotlg vlan vlan-id — VLAN
VLAN IEEE 802.1Q
e untagged vlan vlan-id vlan vlan-id — VLAN
VLAN
end EXEC
show monitor [session session_number]
show running-config
7 copy running-config startup-config
RSPAN no monitor session session_number
RSPAN no monitor
session session_number destination interface interface-id
no ingress
RSPAN 2 VLAN VLAN 901
2 VLAN 6 VLAN

Switch(config)# monitor session 2 source remote vlan 901
Switch(config)# monitor session 2 destination interface gigabitethernet0/2 ingress

vlan 6
Switch(config)# end
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W SPAN RSPAN
VLAN
RSPAN VLAN RSPAN
EXEC
1 configure terminal
2 no monitor session {session_number | all | SPAN
local | remote} session_number 1 66
SPAN all
local
SPAN remote
3 monitor session session_number source SPAN
interface interface-id
session_number 1 66
interface-id
4 monitor session session_number filter vian  |SPAN VLAN
vlan-id [, | - .
1] session_number 3
vlan-id 1 4094
LIF1— : VLAN
- VLAN
1
5 monitor session session_number destination |RSPAN VLAN RSPAN VLAN
remote vlan vlan-id
session_number 3

vlan-id
RSPAN VLAN
end EXEC
show monitor [session session_number]
show running-config
8 copy running-config startup-config
VLAN no monitor session session_number filter vlan
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SPAN RSPAN

RSPAN 2 2
RSPAN 2 VLAN1 5 9
RSPAN VLAN 902

Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source interface gigabitethernet0/2 rx
Switch(config)# monitor session 2 filter vlamn 1 - 5 , 9

Switch(config)# monitor session 2 destination remote vlan 902
Switch(config)# end

SPAN RSPAN

SPAN RSPAN show monitor EXEC
SPAN RSPAN show running-config
EXEC
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