VLAN

Catalyst 2960 VLAN LAN VLANID1 1005
VLAN VLANID 1006 4094 VLAN
VLAN VLAN VLAN Membership Policy
Server VMPS; VLAN VLAN
N
e VLAN p.12-2
. VLAN p.12-5
. VLAN p.12-14
e VLAN p.12-17
e VLAN p.12-18
e VMPS p.12-29
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H VLAN
VLAN
VLAN LAN
LAN
VLAN
VLAN
VLAN 1 VLAN
12-1 VLAN
VLAN MIB
15 STP
N
VLAN VLAN Trunking Protocol VTP; VLAN
VLAN VTP
13 VTP
12-1 VLAN
12-1 VLAN
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VLAN ||
VLAN
VTP VLAN
VLAN 1 4094 VLAN ID 1002 1005
Fiber Distributed Data Interface FDDI VLAN VTP VLANID 1 1005
VLAN 1005 VLAN ID VLAN VLAN
1006 4094 VLANID VTP
255 VLAN
128 Per-VLAN Spanning-Tree Plus
PVST+ Rapid PVST+ VLAN 1
VLAN
VLAN p.12-6
VLAN IEEE 802.1Q
VLAN
VLAN
VLAN
12-1 VTP
12-1
VLAN VTP
VTP VTP

1 VLAN VTP

VLAN VTP

p.12-12
1
VTP VTP
IEEE 802.1Q VLAN VLAN VLAN
VLAN VLAN
VTP
VLAN
VLAN
p.12-20
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H VLAN
12-1
VLAN VTP
1 VLAN |VTP
VLANID 1 4094 VMPS VMPS VTP
VMPS
Catalyst 5000 Catalyst 6500
Catalyst 2960 VTP
Catalyst 2960 VMPS
1
VMPS
p.12-32
VLAN VLAN Cisco IP Phone VTP VTP VLAN
1 VLAN
VLAN
VLAN 14
VLAN
12-4 p.12-18
VLAN VLAN
MAC p.6-21
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VLAN ||
VLAN VLANID 1 1005 VLAN VTP
VLAN VLAN2 1001
VLANID 1 1002 1005
S
VTP VLAN ID 1006 4094 VLAN
VLAN VLAN
VLAN p.12-14
VLANID1 1005 vlan.dat VLAN
show vlan EXEC vlan.dat
vlan.dat VLAN
VLAN
VTP
13 VTP
VLAN
show
running-config EXEC
VLAN VLAN VLAN VLAN
e VLANID
e VLAN
* VLAN FDDI FDDI Network Entity Title [NET] TrBRF TrCRF
Net
e VLAN
e VLAN Maximum Transmission Unit MTU;
e Security Association Identifier SAID
e Token Ring Bridge Relay Function TrBRF; VLAN
e FDDI TrCRF VLAN
e Token Ring Concentrator Relay Function TrCRF;
VLAN VLAN
e TrCRF VLAN Spanning-Tree Protocol STP;
. VLAN VLAN VLAN
S
VLAN
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| VLAN
VLAN
. VLAN p.12-6
. VLAN p.12-6
e VLAN p.12-7
e VLAN p.12-8
. VLAN p.12-8
. VLAN p.12-9
e VLAN p.12-11
e VLAN p.12-12
VLAN
Catalyst 5000 1
VTP 2 VLAN
. TrBRF VLAN
. TrCRF VLAN
VLAN Catalyst 5000 Series Software Configuration
Guide
VLAN
VLAN
. VTP 255  VLAN
. VLAN 1 1001 VLAN 1002 1005
FDDI VLAN
e VLAN1 1005 VLAN VLAN VTP
VTP VLAN
. VTP VTP VLAN ID 1006 4094
VLAN
VLAN  VLAN VLAN p.12-14
* VLAN VTP VTP
VTP VTP
VTP VTP
. FDDI FDDI
FDDI-Net TrCRF TrBRF VTP VLAN
. 128
VLAN
128 VLAN VLAN
VTP VLAN
VLAN
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VLAN ||
VLAN
VLAN
VLAN
VLAN
IEEE 802.1s Multiple STP  MSTP VLAN
MSTP
16 MSTP
VLAN
VLAN VLANID 1 1005 2
e config-vlan VLAN p.12-7
config-vlan vlan vlan-id
e VLAN VLAN p.12-7
VLAN vlan database
EXEC
config-vlian VLAN
config-vlan VLAN ID vian
VLAN ID VLAN VLAN ID
VLAN VLAN 12-2
VLAN
vlan
config-vlan
VLAN show vlan EXEC
config-vlan VLAN VLANID 1005
VLAN p.12-14
VLAN VLAN
VLAN vlan database
EXEC VLAN ID vlan VLAN
VLAN ID VLAN VLAN
12-2 VLAN
vlan VLAN
apply exit exit
VLAN VTP
VTP EXEC
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| VLAN
VLAN
VLANID1 1005 VLAN vlan.dat VTP
copy running-config startup-config EXEC
VLAN
show vlan EXEC
VLAN VTP VLAN
. VLAN VTP
VLAN
VTP VLAN
VTP VLAN VLAN
VLAN
J VTP VLAN
1005 VLAN VTP VTP
VLAN
e VTP 1005 VLAN VLAN
VLAN
VLAN
VLAN
VLAN
12-2 VLAN
S
FDDI
VLAN FDDI
VTP
12-2 VLAN
VLAN ID 1 1 4094
N
VLAN VLAN ID
1006 4094  VLAN
VLAN VLANxXxxx xxxx  VLAN ID
4
IEEE 802.10 SAID 100001 100000 VLAN ID 1 4294967294
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VLAN

VLAN ||
12-2 VLAN
MTU 1500 1500 18190
0 0 1005
1
0 0 1005
2
VLAN
SPAN
VLAN
VLAN VLAN 1 1001 4 ID
VLAN ID 1002 1005 FDDI VLAN
VLAN VLAN VLAN
)
VTP 1006 VLAN ID
VLAN VLAN
p.12-14
VLAN VLAN p.12-5
config-vlan VLAN EXEC
1 configure terminal
2 vlanvlan-id VLAN ID config-vlan
VLAN ID VLAN
VLAN ID VLAN
S
VLAN ID 1 4094
1005 VLAN ID VLAN
VLAN
p.12-14
3 name vlan-name VLAN VLAN
VLAN
vlan-id VLAN 4
VLAN VLANO0004
4 mtu mtu-size MTU VLAN
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| VLAN
5 remote-span Switched Port Analyzer SPAN;
RSPAN VLAN
VLAN SPAN
23 SPAN RSPAN
end EXEC
show vlan {name vlan-name | id vlan-id}
copy running-config startup config VTP
VLAN VLAN
VLAN no name no mtu no remote-span config-vlan
config-vlan VLAN 20 test20
VLAN
Switch# configure terminal
Switch(config)# wvlan 20
Switch(config-vlan)# name test20
Switch(config-vlan)# end
VLAN VLAN
N
VLAN RSPAN VLAN VLAN
VLAN VLAN

EXEC
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VLAN ||
1 vlan database VLAN
2 vlan vlan-id name vlan-name VLAN
1 1001 vlan first-vlan-id end
last-vlan-id VLAN
A
VLAN
VLAN ID
VLAN
VLAN vlan-id
VLAN 4 VLAN
VLANO0004
3 vlan vlan-id mtu mtu-size VLAN VLAN MTU
4 exit VLAN
EXEC
show vlan {name vlan-name | id vlan-id}
copy running-config startup config VTP
VLAN VLAN
VLAN no vlan vlan-id name no vlan vlan-id mtu VLAN
VLAN VLAN 20 test20
VLAN
Switch# wvlan database
Switch(vlan)# vlan 20 name test20
Switch(vlan) # exit
APPLY completed.
Exiting....
VLAN
VTP VLAN VTP
VLAN VLAN VTP
VLAN VLAN
VLAN
VLAN 1 FDDI VLAN 1002 1005
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| VLAN
VLAN VLAN
VLAN VLAN
VLAN EXEC
1 configure terminal
2 novlan vlan-id VLAN ID VLAN
3 end EXEC
4 show vlan brief VLAN
5 copy running-config startup config VTP
VLAN
VLAN
VLAN VLAN vlan
database EXEC VLAN
no vlan vlan-id VLAN
VLAN
VTP VTP VTP  VLAN
VLAN
VLAN rcommand
EXEC
)
VLAN VLAN
VLAN [p.12-9]
VLAN VLAN EXEC
1 configure terminal
interface interface-id VLAN
switchport mode access 2 VLAN
4 switchport access vlan vlan-id VLAN VLANID 1 4094
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end EXEC
show running-config interface interface-id VLAN
7 show interfaces interface-id switchport Administrative Mode Access Mode VLAN

8 copy running-config startup-config

VLAN 2

Switch# configure terminal

default interface interface-id

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# interface gigabitethernet0/1

Switch(config-if)# switchport mode access

Switch(config-if)# switchport access vlan 2

Switch(config-if)# end

Catalyst 2960

[ 78-16881-02-J



12 VLAN |

| VLAN
VTP VTP VLAN 1006
4094 VLAN
VLAN ID VLAN ID
switchport VLAN
config-vlan vlan vlan-id
VLAN
vlan database EXEC
VLAN VLAN VTP
copy running-config
startup-config EXEC
)
4094 VLANID VLAN
VLAN p.12-3
VLAN
e VLAN p.12-14
. VLAN p.12-14
. VLAN p.12-15
VLAN
VLAN 12-2 p.12-8
VLAN MTU SPAN
VLAN
VLAN
. VLAN vlan vlan-id
config-vlan VLAN
vlan database EXEC
VLAN
. VLAN ID VLAN VTP
. VLAN
. VLAN VTP
VTP
VLAN
. VLAN
VTP VTP VTP
p.13-13 VTP
VLAN
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. VLAN STP no spanning-tree vlan vlan-id
VLAN
VLAN VLAN
IEEE 802.1s MSTP
VLAN
MSTP 16 MSTP
. 255 VLAN
VLAN
VLAN
VLAN
VLAN vlan
1006 4094 VLANID
config-vlan VLAN VLAN
12-2 MTU RSPAN
vlan VTP
VLAN ID config-vlan
VLAN
VLAN  VLAN
VLAN
copy running-config startup-config EXEC
VLAN EXEC
1 configure terminal
2 vtp mode transparent VTP VTP
3 vlanvlan-id VLAN ID config-vlan
1006 4094
4 mtu mtu-size MTU VLAN
S
config-vlan CLI VLAN
VLAN
mtu mtu-size remote-span
5 remote-span RSPAN VLAN VLAN RSPAN VLAN
VLAN p.23-18
6 end EXEC
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| VLAN
7 show vlan id vlan-id VLAN
8 copy running-config startup config
VLAN VTP
VLAN
VTP
VLAN ID
VLAN no vlan vlan-id
VLAN VLAN
VLAN p.12-12
VLAN config-vlan

VLAN

Switch(config)# vtp mode transparent
Switch(config)# wvlan 2000
Switch(config-vlan)# end

Switch# copy running-config startup config
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VLAN

VLAN
VLAN VLAN show vlan
EXEC VLAN
VLAN VLAN 1 1005 show VLAN
vlan database EXEC

12-3  VLAN

12-3 VLAN
show VLAN VLAN VLAN
show current [vlan-id] VLAN VLAN

VLAN VLAN
show interfaces [vlan vlan-id] EXEC
VLAN
show vlan [id vlan-id] EXEC VLAN
VLAN

show
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N VLAN

o p.12-18

. 2 VLAN p.12-20

. p.12-20

o p.12-25

1
VLAN VLAN
Catalyst 2960 IEEE 802.1Q
1 EtherChannel
EtherChannel 30 EtherChannel
12-4
VTP
PPP Dynamic Trunking
Protocol DTP
DTP
DTP DTP
DTP
. switchport mode access
e DTP switchport mode
trunk switchport nonegotiate
DTP
12-4 2
switchport mode access
switchport mode dynamic auto
trunk desirable
dynamic auto
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IEEE 802.1Q

VLAN
12-4 2
switchport mode dynamic desirable
trunk desirable auto

switchport mode trunk

switchport nonegotiate DTP

access trunk

IEEE 802.1Q

e |EEE 802.1Q

VLAN 1
VLAN 1
IEEE 802.1Q
VLAN IEEE 802.1Q
VLAN
IEEE 802.1Q
IEEE 802.1Q
e IEEE 802.1Q VLAN
VLAN VLAN
. VLAN
IEEE 802.1Q VLAN
IEEE 802.1Q
VLAN
VLAN
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H VLAN
2 VLAN
12-5 2 VLAN
12-5 2 VLAN
switchport mode dynamic auto
VLAN VLAN1 4094
VLAN VLAN 2 1001
VLAN VLAN 1
VLAN IEEE 802.1Q VLAN 1
VTP VTP
1
VTP
o p.12-20
. VLAN p.12-22
o p.12-23
o VLAN p.12-24
o EtherChannel
VLAN
VLAN STP
STP PortFast
— 1
e PVST 24 MST
40
o IEEE 802.1x
IEEE 802.1x IEEE 802.1x
IEEE 802.1x
IEEE 802.1x IEEE 802.1x
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EXEC
1 configure terminal
2 interface interface-id
3 switchport mode {dynamic {auto | 2
desirable} | trunk} 2
e dynamic auto — trunk
desirable
e dynamic desirable — trunk
desirable auto
e trunk —
4 switchport access vlan vlan-id
VLAN
switchport trunk native vlan vlan-id IEEE 802.1Q VLAN
end EXEC
show interfaces interface-id switchport
Administrative Mode Administrative Trunking Encapsulation

show interfaces interface-id trunk

copy running-config startup-config

access

IEEE 802.1Q
IEEE 802.1Q

Switch# configure terminal
Enter configuration commands, one per line.

default interface interface-id

no switchport trunk

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# switchport mode dynamic desirable

Switch(config-if)# end

Catalyst 2960
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N VLAN

VLAN
VLAN
VLANID 1 4094 VLAN
VLAN
switchport trunk allowed vlan remove
vlan-list
VLAN
A
VLAN 1 VLAN
VLAN 1 VLAN 1
VLAN VLAN 1
VLAN 1
VLAN 1
VLAN VLAN 1 VLAN
1 VLAN 1 Cisco Discovery Protocol CDP  Port
Aggregation Protocol PAgP  Link Aggregation Control Protocol LACP  DTP VTP
VLAN 1
VLAN VLAN 1 switchport trunk allowed
VLAN 1
VLAN
VLAN VTP  VLAN
VLAN VLAN
VTP VLAN VLAN
VLAN VTP
VLAN VLAN
VLAN
EXEC
1 configure terminal
2 interface interface-id
3 switchport mode trunk VLAN
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VLAN
4 switchport trunk allowed vlan {add | all | VLAN
except | remove} vlan-list
add all except remove
vlan-list 1 4094 VLAN
2 VLAN
VLAN VLAN
VLAN
end EXEC
show interfaces interface-id switchport Trunking VLANs Enabled
7 copy running-config startup-config
VLAN VLAN no switchport trunk allowed vlan
VLAN VLAN 2
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# switchport trunk allowed vlan remove 2
Switch(config-if)# end
VTP
VTP VTP
p.13-15
VLAN EXEC

1 configure terminal

2 interface interface-id

VLAN
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H VLAN
3 switchport trunk pruning vlan {add | except VLAN
| none | remove} vlan-list [,vlan[,vlan[,,,]] VTP [p.13-5]
add except none remove
VLAN ID
ID ID
2 1001 VLAN VLAN ID 1006 4094
VLAN
VLAN
VLAN 2 1001
4 end EXEC
5 show interfaces interface-id switchport Pruning VLANs Enabled
6 copy running-config startup-config
VLAN no switchport trunk pruning
vlan
VLAN
IEEE 802.1Q
VLAN VLAN VLAN 1
A
VLAN VLAN ID

IEEE 802.1Q IEEE 802.1Q p.12-19

IEEE 802.1Q VLAN EXEC
1 configure terminal
2 interface interface-id IEEE 802.1Q
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VLAN
3 switchport trunk native vlan vlan-id
VLAN
vlan-id 1 4094
end EXEC
show interfaces interface-id switchport Trunking Native Mode VLAN
copy running-config startup-config
VLAN VLAN 1 no switchport trunk native vlan
VLAN ID VLAN ID
VLAN ID
STP 1
VLAN
STP STP
STP
STP
2
STP 15 STP
STP
2 STP
VLAN VLAN
VLAN VLAN
VLAN
1 VLAN
12-2 2

e VLAN8 10 1 16

e VLAN3 128

e VLAN3 6 2 16

e VLAN8 10 2 128
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N VLAN
1 VLANS8 10 2 VLAN
3 6
VLAN
122 STP
AAYFA
k5291 —> <« k3292
VLAN 8 ~ 10 (754417« 16) VLAN3 ~6 (F5A44 )T 1 16)
VLAN3 ~6 (5447« 128) VLAN8 ~ 10 (F5144 )T+ 128)
12-2 EXEC
1 configure terminal A
2 vtp domain domain-name VTP
1 32
vtp mode server A VTP
end EXEC
show vtp status A B VTP
VTP Operating Mode VTP Domain Name
6 showvlan A VLAN

configure terminal

interface gigabitethernet0/1

9 switchport mode trunk

10 end EXEC
11 show interfaces gigabitethernet 0/1 VLAN
switchport
12 A 7 10
13 B 7 10 A

Catalyst 2960
m. 78-16881-02-J |



| 12 VLAN

VLAN H
14 show vlan VTP B
VTP VLAN B VLAN
15 configure terminal A
16 interface gigabitethernet0/1 STP
17 spanning-tree vlan 8-10 port-priority 16 VLANS8 10 16
18 exit
19 interface gigabitethernet0/2 STP
20 spanning-tree vlan 3-6 port-priority 16 VLAN3 6 16
21 end EXEC
22 show running-config
23 copy running-config startup-config
STP
VLAN
VLAN VLAN
VLAN
12-3 1 2 100BASE-T VLAN

e VLAN2 4 1 30

e VLAN8 10 1 100BASE-T 19

e VLAN8 10 2 30

e VLAN2 4 2  100BASE-T 19

12-3
AAYF A
o2y R—kA1 Sy R—k2
VLAN2 ~ 4 (X aX k 30) VLAN8 ~ 10 (/X 2O X b+ 30)
VLAN8 ~ 10 (/X X+ 19) VLAN2 ~ 4 (X aX k 19)

90573

4

A1y FB
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N VLAN

10

11
12
13

14
15

16

12-3

EXEC

configure terminal

interface gigabitethernet0/1

switchport mode trunk

exit

end

EXEC

show running-config

show vlan

VTP

A VLAN

configure terminal

interface gigabitethernet0/1

STP

spanning-tree vlan 2-4 cost 30

VLAN 2

4

30

end

12

VLANS 9 10
30

exit

EXEC

show running-config

copy running-config startup-config
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VMPS ||
VLAN Query Protocol VQP
VLAN
MAC VLAN MAC
VMPS  VQP
MAC VMPS
VLAN VMPS
VMPS VQP
e VMPS p.12-29
e VMPS p.12-30
e VMPS p.12-30
e VMPS p.12-31
e VMPS p.12-34
. VLAN p.12-34
e VMPS p.12-34
VMPS
MAC VMPS  VQP
VMPS MAC VLAN
VLAN VMPS
o VMPS VLAN
VLAN
. VMPS VMPS
. VLAN VMPS VMPS
VLAN VMPS
o VLAN VLAN VMPS
. VLAN VLAN
VMPS VMPS
VMPS MAC
VMPS VMPS
Network Assistant CLI
SNMP
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VLAN |

W vwvpPs
VLAN
VLANID 1 4094 1 VLAN
VMPS VLAN
VMPS
MAC VMPS VLAN MAC
VMPS VLAN
VMPS VTP
VMPS VLAN VMPS
VLAN VMPS
VMPS
MAC
VLAN
20 VMPS
VLAN VMPS VQP
VLAN
20 MAC
VLAN 1 VLAN MAC
VMPS
12-6 VMPS
12-6 VMPS
VMPS
VMPS 60
VMPS 3
VMPS
VLAN
e VMPS
PortFast PortFast
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VMPS

VMPS IP

VMPS
e |EEE 802.1x
VQP IEEE 802.1x
IEEE 802.1x IEEE 802.1x
VLAN VLAN
switchport access vlan dynamic
J EtherChannel
e VMPS VMPS
e VMPS VLAN VLAN
VLAN VMPS VMPS
VMPS
IP
N
VMPS
VMPS IP EXEC
1 configure terminal
2 vmps server ipaddress primary VMPS IP
3 vmps server ipaddress VMPS
IP
3
end EXEC
show vmps VMPS Domain Server

6 copy running-config startup-config

Catalyst 2960

[ 78-16881-02-J



12 VLAN |

W vwmps

VMPS IP IP
VMPS IP ping

VMPS

rcommand EXEC

VLAN

VMPS EXEC

1 configure terminal

2 interface interface-id

switchport mode access

switchport access vlan dynamic VLAN

end EXEC

show interfaces interface-id switchport Operational Mode

7 copy running-config startup-config

default interface interface-id

dynamic auto no switchport mode
VLAN no
switchport access vlian
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VMPS
VLAN
VMPS VLAN
EXEC
1 vmps reconfirm VLAN
2 show vmps VLAN
VMPS VMPS VLAN
rcommand EXEC
EXEC
1 configure terminal
2 vmps reconfirm minutes VLAN
1 120
60
3 end EXEC
4 show vmps Reconfirm Interval
VLAN
5 copy running-config startup-config

no vmps reconfirm

VMPS
EXEC
1 configure terminal
2 vmps retry count
1 10 3

end EXEC

show vmps Server Retry Count
5 copy running-config startup-config
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W vmpPs
no vmps retry
VMPS
show vmps EXEC VMPS
VMPS
e VMPSVQP — VMPS VQP VQP
1 VMPS
. — VLAN MAC
. —VQP VMPS
VMPS
e VMPS — VLAN IP
current primary
e VMPS —
vmps reconfirm EXEC Network Assistant
SNMP
show vmps EXEC
Switch# show vmps
VQP Client Status:
VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3
VMPS domain server: 172.20.128.86 (primary, current)
172.20.128.87
Reconfirmation status
VMPS Action: other
VLAN
VMPS
e VMPS VMPS
. 20
shutdown
no shutdown
VMPS
12-4 VMPS VMPS
e VMPS VMPS
e Catalyst 6500 A VMPS
e Catalyst 6500 C J VMPS
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