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1 configure terminal

2 aaa new-model

AAA

3 aaa authentication dotlx {default} methodl

IEEE 802.1x

authentication

default
method1 group radius
RADIUS
A
group radius

4 dotlx system-auth-control IEEE 802.1x
5 aaa authorization network {default} group VLAN

radius RADIUS

radius-server host ip-address RADIUS IP

radius-server key string RADIUS RADIUS
8 interface interface-id IEEE 802.1x
9 switchport mode access 6 7 RADIUS
10 dotlx port-control auto IEEE 802.1x

IEEE 802.1x
p.9-14
11 end EXEC
12 show dotlx
13 copy running-config startup-config
RADIUS
RADIUS IP UDP
IP UDP IP UDP
1D IP UDP
RADIUS RADIUS 2
2
RADIUS
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1 configure terminal
2 radius-server host {hostname | ip-address} |[RADIUS
auth-port port-number key string hostname | ip-address RADIUS
IP
auth-port port-number UDP
1812 0
65536
key string RADIUS
RADIUS
RADIUS
A
radius-server host
RADIUS
RADIUS
end EXEC
show running-config
5 copy running-config startup-config
RADIUS no radius-server host {hostname | ip-address}
IP 172.120.39.46 RADIUS 1612
RADIUS rad123

Switch(config)# radius-server host 172.120.39.46 auth-port 1612 key radl23

RADIUS
radius-server host
radius-server timeout radius-server retransmit
radius-server key
RADIUS p.8-31

RADIUS
IP
RADIUS
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RADIUS IEEE 802.1x
Cisco 10S Release 12.2(25)SEC RADIUS IEEE 802.1x
RADIUS IEEE 802.1x EXEC
1 configure terminal
2 interface interface-id
3 dotlx guest-vlan vlan-id VLAN IEEE 802.1x VLAN
1 4094
RSPAN VLAN VLAN
VLAN  IEEE 802.1x VLAN
4 dotlx reauthentication
5 dotlx timeout reauth-period {seconds | server}
e seconds — 1 65535
3600
e server — Session-Timeout RADIUS [27]
6 end EXEC
7 show dotlx interface interface-id IEEE 802.1x
8 copy running-config startup-config
RADIUS IEEE 802.1x

Switch# configure terminal

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# dotlx reauthentication

Switch(config-if)# dotlx timeout reauth-period server
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EXEC
1 configure terminal
2 interface interface-id
3 dotlx reauthentication
4 dotlx timeout reauth-period {seconds | server}
e seconds — 1 65535
3600
e server — Session-Timeout RADIUS [27]
NAC 2
IEEE 802.1x
5 end EXEC
6 show dotlx interface interface-id
7 copy running-config startup-config
no dotlx reauthentication
no dotlx

timeout reauth-period

4000

Switch(config-if)# dotlx reauthentication
Switch(config-if)# dotlx timeout reauth-period 4000

dotlx re-authenticate interface interface-id

p.9-19

EXEC

Switch# dotlx re-authenticate interface gigabitethernet0/1
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dotlx timeout quiet-period

EXEC
1 configure terminal
2 interface interface-id
3 dotlx timeout quiet-period seconds
1 65535 60

end EXEC

show dotlx interface interface-id

copy running-config startup-config

no dotlx timeout quiet-period

30

Switch(config-if)# dotlx timeout quiet-period 30

EAP-Request/Identity EAP-Response/ldentity

EXEC

1 configure terminal

2 interface interface-id
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3 dotlx timeout tx-period seconds EAP-Request/ldentity
5 65535

end EXEC

show dotlx interface interface-id
6 copy running-config startup-config

no dotlx timeout tx-period
EAP-Request/Identity
60
Switch(config-if)# dotlx timeout tx-period 60
EAP-Request/Identity
S
EXEC

1 configure terminal

2 interface interface-id

3 dotlx max-reauth-req count
EAP-Request/Identity

end EXEC

show dotlx interface interface-id

copy running-config startup-config

no dotlx max-req
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EAP-Request/Identity 5

Switch(config-if)# dotlx max-req 5

EXEC

1 configure terminal

2 interface interface-id

3 dotlx max-reauth-req count

end EXEC
show dotlx interface interface-id

copy running-config startup-config

no dotlx max-reauth-req

Switch(config-if)# dotlx max-reauth-req 4
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dotlx port-control
IEEE 802.1x

auto
EXEC

1 configure terminal

2 interface interface-id

3 dotlx host-mode multi-host IEEE 802.1x

dotlx port-control
auto

end EXEC
show dotlx interface interface-id

copy running-config startup-config

no dotlx host-mode multi-host

IEEE 802.1x

Switch(config)# interface gigabitethernet0/1
Switch(config-if)# dotlx port-control auto
Switch(config-if)# dotlx host-mode multi-host

VLAN
EAP-Request/Identity VLAN
IEEE 802.1x VLAN IEEE 802.1x
VLAN
VLAN EXEC

1 configure terminal

2 interface interface-id

IEEE 802.1x

p.9-14
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3 switchport mode access

switchport mode private-vlan host VLAN
4 dotlx port-control auto IEEE 802.1x
5 dotlx guest-vlan vlan-id VLAN IEEE 802.1x VLAN
1 4094
RSPAN VLAN VLAN
VLAN  IEEE 802.1x VLAN
end EXEC

show dotlx interface interface-id

copy running-config startup-config

VLAN

no dotlx guest-vlan

VLAN 2  IEEE 802.1x VLAN

Switch(config)# interface gigabitethernet0/2
Switch(config-if)# dotlx guest-vlan 2

15 IEEE 802.1x

VLAN 2  IEEE 802.1x VLAN

Switch(config-if)# dotlx timeout quiet-period 3
Switch(config-if)# dotlx timeout tx-period 15
Switch(config-if)# dotlx guest-vlan 2

dotlx guest-vlan supplicant

EAP-Request/Identify
DHCP

VLAN EAPOL
EAPOL
VLAN
VLAN VLAN
EXEC
configure terminal
dotlx guest-vlan supplicant VLAN
interface interface-id
IEEE 802.1x
p.9-14
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VLAN

IEEE 802.1x | |

switchport mode access

switchport mode private-vlan host

VLAN

dotlx port-control auto

IEEE 802.1x

dotlx guest-vlan vlan-id

VLAN

RSPAN VLAN
VLAN

IEEE 802.1x

IEEE 802.1x
1 4094

VLAN
VLAN

VLAN

end

EXEC

show dotlx interface interface-id

copy running-config startup-config

no dotlx guest-vlan supplicant
VLAN

VLAN

VLAN

VLAN 5

Switch(config)# dotlx guest-vlan supplicant
Switch(config)# interface gigabitethernet0/1
Switch(config-if)# dotlx guest-vlan 5

VLAN
IEEE 802.1x
VLAN

VLAN

VLAN

EXEC

IEEE 802.1x

no dotlx guest-vlan
VLAN

VLAN

configure terminal

interface interface-id

p.9-14

IEEE 802.1x

switchport mode access

switchport mode private-vlan host

VLAN

dotlx port-control auto

IEEE 802.1x
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5 dotlx auth-fail vlan vlan-id IEEE 802.1x VLAN VLAN
1 4094
RSPAN VLAN VLAN
VLAN IEEE 802.1x VLAN
end EXEC
show dotlx interface interface-id
copy running-config startup-config
VLAN no dotlx auth-fail vlan
VLAN 2 |EEE 802.1x VLAN
Switch(config)# interface gigabitethernet0/2
Switch(config-if)# dotlx auth-fail vlan 2
VLAN
dotlx auth-fail max-attempts
1 3 3
EXEC
configure terminal
interface interface-id
IEEE 802.1x p.9-14
switchport mode access
switchport mode private-vlan host VLAN
dotlx port-control auto IEEE 802.1x
dotlx auth-fail vlan vlan-id IEEE 802.1x VLAN VLAN
1 4094
RSPAN VLAN VLAN
VLAN  IEEE 802.1x VLAN
dotlx auth-fail max-attempts max attempts
VLAN 1 3
3
end EXEC

show dotlx interface interface-id

copy running-config startup-config
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no dotlx auth-fail max-attempts

Switch(config-if)# dotlx auth-fail max-attempts 2

IEEE 802.1x

IEEE 802.1x

IEEE 802.1x

1 configure terminal

N

interface interface-id

dotlx default

IEEE 802.1x

end

EXEC

show dotlx interface interface-id

o a A~ W

copy running-config startup-config

IEEE 802.1x

IEEE 802.1x

RADIUS

AAA
RADIUS

IEEE 802.1x

uUbP

RADIUS

Accounting message %$s for session %s failed to receive Accounting Response.

00:09:55: $RADIUS-3-NOACCOUNTINGRESPONSE: Accounting message Start for session
172.20.50.145 sam 11/06/03 07:01:16 11000002 failed to receive Accounting Response.

RADIUS
RADIUS Network Configuration [Update/Watchdog packets from this AAA client]
RADIUS System Configuration
RADIUS Accounting]
AAA IEEE 802.1x
EXEC
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1 configure terminal

2 interface interface-id

3 aaa accounting dotlx default start-stop RADIUS IEEE 802.1x
group radius

4 aaa accounting system default start-stop
group radius RADIUS

end EXEC
show running-config

7 copy running-config startup-config

RADIUS show radius
statistics EXEC
IEEE 802.1x
UDP 1813 RADIUS

Switch(config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key
radl23

Switch(config)# aaa accounting dotlx default start-stop group radius
Switch(config)# aaa accounting system default start-stop group radius

Catalyst 2960
m. 78-16881-02-J |



| 9 IEEE 802.1x

IEEE 802.1x

EXEC

IEEE 802.1x

dotlx statistics interface interface-id

EXEC

IEEE 802.1x

show dotlx interface interface-id
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show dotlx all statistics
IEEE 802.1x show
EXEC

show dotlx all
IEEE 802.1x
EXEC
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