WAFS Wide Area Application Engine  WAE
e WAE 11-2
¢ WAE 11-17
. 11-21
~ Cisco WAFS 3.0 FE-511 File Engine ~ WAE-611 WAE-7326 Wide Area
Application Engine
WAE 3
CLI Cisco WAFS 3.0
Command Reference

Cisco WAFS 3.0
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11

WAE

W WwaAE
WAE
WAE
Simple Network Management Protocol ~SNMP; WAFS
WAE WAE
Cisco Discovery Protocol CDP; SNMP
WAEFS
e CDP WAE 11-2
e SNMP WAE 11-2
e WAFS WAE 11-10
CDP WAE
CDP CDP
CDP SNMP
SNMP
CiscoWorks2000 WAE CDP
WAE
WAE WAE
WAE CDP
CLI WAE CDP
WAE (config)# interface GigabitEthernet 1/0 cdp enable
SNMP WAE
Simple Network Management Protocol SNMP; SNMP
WAE
SNMP
3
. SNMP
. SNMP SNMP
e SNMP
SNMP
SNMP MIB  Management Information Base;
MIB
Cisco WAFS 3.0
m. OL-7263-01-J |
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WAE
WAFS 3.x WAE WAE
SNMP SNMP
SNMP SNMP
SNMP WAE SNMP Get
SNMP
SNMP WAE SNMP SNMP
1. SNMP SNMP SNMP WAE
2. SNMP WAE
WAE
MIB
>
WAE SNMP SNMP
11-8 SNMP
WAE
3. MIB SNMP
SNMP
11-1 WAE SNMP
11-1  SNMP WAFS WAE
SNMP EERXT7—23> (SNMP 3y KRR k)
m
4
L
ssp S A
S SNMP kS v
WAFS Manager GUI A Sy
. R UHEHER
E'l i File Engine g 4/
| G e
5_'E] F1- (& WAE U
y —

_A—
—| SNMP
-
I« I—Yzvk

O—AJILEEY—ER

A

CLI

Cisco WAFS 3.0
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N wae
SNMP
WAFS 3.x SNMP
L 1 SNMPvl —SNMP RFC 1157
. 2  SNMPv2c —SNMP 2 RFC 1902
. 3 SNMPv3 — SNMP RFC 2271  RFC 2275
SNMP
SNMPvl SNMPv2c SNMP
SNMP
SNMPv1 SNMPv2c SNMPv3
WAE
WAFS 3.x SNMP SNMPv3 SNMPvl  SNMPv2c
SNMPv3
[ ] —_—
L] JE—
[ ]
SNMPv3
SNMP
SNMPvl SNMPv2c
SNMPv3
11-1
11-1  SNMP
vl noAuthNoPriv
v2c noAuthNoPriv
v3 noAuthNoPriv
v3 AuthNoPriv Message Digest 5 MDS5; Hash-Based Message Authentication Code HMAC;
-MDS5
5 Secure Hash HMAC-SHA
Algorithm SHA
v3 AuthPriv MD5 SHA HMAC-MD5 HMAC-SHA
Cipher Block Chaining CBC;
-Data Encryption Standard 56-bit
DES-56; 56
DES-56

H Cisco WAFS 3.0
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WAE
SNMPv3
* noAuthNoPriv —
¢ AuthNoPriv — DES-56
¢ AuthPriv —
SNMPv3 SNMP
WAE SNMP set
SNMP
MIB
SNMP  WAFS 3.x MIB
¢ ACTONA-ACTASTORE-MIB
¢ CISCO-CDP-MIB
* CISCO-ENTITY-ASSET-MIB
¢ CISCO-CONFIG-MAN-MIB
* CISCO-CONTENT-ENGINE-MIB MIB
e ENTITY-MIB
¢ EVENT-MIB
¢ HOST-RESOURCES-MIB
e MIB-II
e SNMPv2
MIB Cisco WAFS 3.0 MIB Quick Reference
MIB WAE
WAFS 3.x WAE MIB MIB
Cisco FTP
ftp://ftp.cisco.com/pub/mibs/v2
MIB MIB FTP MIB
WAE SNMP
WAE SNMP SNMP
SNMP WAE SNMP
WAE
SNMP Community Name WAE SNMP

Cisco WAFS 3.0
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W WAE
SNMP WAE WAE SNMP
WAFS Manager GUI CLI SNMP
SNMP
CLI snmp-server community
WAE (config)# snmp-server community comaccess
SNMP SNMPv3 SNMP
SNMP WAE
WAE SNMPv 3 11-6 WAE
SNMP
WAE SNMP
WAE SNMP
e SNMP SNMPv3 SNMP WAE
1 SNMPv3 WAE
e SNMPv1 SNMPv2c SNMP
SNMPv3
WAFS Manager GUI CLI WAE SNMPv3
CLI WAE SNMP SNMPv3 snmp-server
user SNMP
no

snmp-server user name group [auth {md5 password [priv password) | sha password [priv password)}
| remote octetstring [auth {md5 password [priv password] | sha password [priv password]}]1]

WAE  SNMPv3 SNMPv3
acme admin SNMP
WAE SNMP SNMP

WAE (config)# snmp-server user acme admin

Cisco WAFS 3.0
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WAE ||
MIB SNMP
SNMP WAE SNMP
11-2
11-2 SNMP
MIB
ACTONA-ACTASTORE-MIB * isValid
e daysLeft
* esConTablsConnected
* esConnectedSessionCount
¢ esCifsOpenFiles
¢ esEvictedAge
EVENT-MIB ¢ mteTriggerFired
* mteTriggerRising
¢ mteTriggerFailure
¢ mteEventSetFailure
SNMPv2 e coldStart
¢ authenticationFailure
snmp trigger
MIB SNMP
MIB MIB
* absent— MIB
* equal— MIB
e falling— MIB
MIB
* greater-than— MIB
* less-than— MIB
* on-change— MIB
® present— MIB
® rising— MIB
MIB
0 4294967295
MIB
SNMP snmp-server enable
traps event
SNMP snmp mib persist event

write mib-data EXEC
MIB

Cisco WAFS 3.0
[ oL-7263-01-J .m
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N wae

MIB esConTablsConnected Edge File Engine
WAE Core File Engine WAE

WAE# snmp trigger create esConTabIsConnected ?
<60-600> The number of seconds to wait between trigger sample
wildcard Option to treat the MIB variable as wildcarded
WAE# snmp trigger create esConTabIsConnected wildcard 600 ?
absent Absent existence test
equal Equalality threshold test
falling Falling threshold test
greater-than Greater-than threshold test
less-than Less-than threshold test
on-change Changed existence test
present Present present test
rising Rising threshold test
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling ?
absolute Absolute sample type
delta Delta sample type
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling absolute ?
<0-4294967295> Falling threshold value
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling absolute 1 ?
LINE Trigger-comment
mibvarl Optional mib object to add to the notification
WAE# snmp trigger create esConTabIsConnected wildcard 600 falling absolute 1 "Lost the
connection with the core server."
WAE# configure
WAE (config) # snmp-server enable traps event

SNMP WAE show snmp events EXEC

SNMP
esConTablsConnected

WAE# snmp trigger delete esConTabIsConnected

SNMP WAE

WAFS Manager GUI CLI SNMP WAE
SNMP WAE

e SNMP snmp-server
community snmp-server enable traps snmp-server host
SNMP

. SNMP

WAE SNMP

1 SNMPv1l SNMPv2c SNMPv3

snmp-server group name {v1 [notify name] [read name] [write name] | v2¢ [notify name] [read name]
[write name] | v3 {auth [notify name] [read name] [write name] | noauth [notify name] [read
name] [write name] | priv [notify name] [read name] [write name]}}

Cisco WAFS 3.0
m. OL-7263-01-J |



| 1 WAE

WAE SNMP

WAE

WAE (config) # snmp-server host 192.168.2.160 public

S

WAE ||
2 WAE SNMP
WAE (config)# snmp-server enable traps
snmp-server enable traps SNMP
SNMP no
WAE SNMP
public SNMP 192.168.2.160

SNMP 1 SNMP
1 WAE 8 SNMP
WAE SNMP WAE SNMP
comaccess

WAE (config)# snmp-server community comaccess

Je

WAE SNMP

Community Name

snmp-server community string
SNMPv2c SNMPv3

WAE SNMP

WAE (config) # no snmp-server

SNMP
no snmp-server community

WAE (config)# no snmp-server community

Cisco WAFS 3.0

SNMPv1

no snmp-server

[ oL-7263-01-J



WAE |

N wae
WAE SNMP
WAE SNMP no snmp-server enable traps
WAE (config) # no snmp-server enable traps
MIB-II SNMP no snmp-server enable traps snmp
authentication
WAFS WAE
SNMP SNMP WAFS 3.x
11-2 SNMP WAE
WAFS 3.x Node Health Manager WAFS
Node Health Manager WAE
CIFS
CIFS WAE
WAFS
WAFS
* Node Health Manager Node Manager
. Node Manager
. sysmon
WAE 11-3 CLI SNMP
SNMP
CLI WAFS
CLI WAFS
11-3 show alarms
CLI
show alarms WAE WAFS | 11-13 WAFS
show alarms critical WAE WAFS 11-13 WAFS
show alarms major WAE WAFS 11-13 WAFS
Cisco WAFS 3.0
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[ oL-7263-01-J

| 1 WAE
WAE ||
11-3 show alarms
CLI
show alarms minor WAE WAFS 11-13 WAFS
show alarms detail WAFS 11-14 WAFS
show alarms history WAE WAFS 11-14 WAFS
CLI
100
show alarms status WAE WAFS 11-16 WAFS
N
WAFS CLI SNMP
WAFS 3 11-4
11-4 WAFS
WAE WAE
CIFS
show alarms history EXEC WAFS
WAE# show alarms history
Op Sev Alarm ID Module/Submodule Instance
1 R Cr svcdisabled nodemgr smbd
2 C Mi servicedead nodemgr smbd
3 R Mi servicedead nodemgr smbd
4 C Mi servicedead nodemgr actastor_watchdog
5 R Mi servicedead nodemgr actastor_watchdog
6 C Mi servicedead nodemgr actastor_watchdog
7 R Mi servicedead nodemgr actastor_watchdog
Op - Operation: R-Raised, C-Cleared
Sev - Severity: Cr-Critical, Ma-Major, Mi-Minor
Cisco WAFS 3.0
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N wae

WAE Node Health Manager

High Water Mark HWM,; WAE WAE
o SNMP
raise alarm-overload clear alarm-overload
raise alarm-overload clear alarm-overload
[ )
o Low Water Mark LWM;
WAE

Node Health Manager WAE
Node Health Manager

Node Health Manager
Node Health Manager
10
Node Health Manager Node Health
Manager 10 Node Health Manager
NTP no ntp server hostname | IP address
NTP ntp server hostname | IP address
NTP
WAE SNMP
WAE SNMP
WAE SNMP
[ ]
[ ]
11-5 WAEFS 3.0 CISCO-CONTENT-ENGINE-MIB

6

Cisco WAFS 3.0
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WAE ||
11-5
WAE
CLI
cceAlarmCriticalRaised snmp-server enable traps alarm raise-critical
cceAlarmCriticalCleared snmp-server enable traps alarm clear-critical
cceAlarmMajorRaised snmp-server enable traps alarm raise-major
cceAlarmMajorCleared snmp-server enable traps alarm clear-major
cceAlarmMinorRaised snmp-server enable traps alarm raise-minor
cceAlarmMinorCleared snmp-server enable traps alarm clear-minor
S
6
6 SNMP  Node Health Manager
6 WAFS CLI
snmp-server enable traps
alarm
WAE (config) # snmp-server enable traps alarm ?
clear-critical Enable clear-critical alarm trap
clear-major Enable clear-major alarm trap
clear-minor Enable clear-minor alarm trap
raise-critical Enable raise-critical alarm trap
raise-major Enable raise-major alarm trap
raise-minor Enable raise-minor alarm trap
SNMP WAE

SNMP

WAE (config) # snmp-server

enable traps alarm clear-critical

WAFS
WAE
show alarms EXEC WAE
None

WAE# show alarms

Critical Alarms:

_____ ;1;;;_;5___ Module/Submodule Instance

| svedisabled nodemgr embd

Major Alarms:

None

Minor Alarms:

None

Cisco WAFS 3.0
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N wae
WAE WAFS
¢ show alarm critical EXEC
¢ show alarm major EXEC
¢ show alarm minor EXEC
N
11-4
WAFS
SNMP show alarm detail EXEC
WAE# show alarms detail
Critical Alarms:
Alarm ID Module/Submodule Instance
1 svcdisabled nodemgr smbd
Mar 20 00:38:21.222 IST, Processing Error Alarm, #000013, 2000:330001
nodemgr: The smbd service has been disabled.
Major Alarms:
None
Minor Alarms:
None
WAFS
WAE WAFS show
alarms history EXEC

WAE# show alarms history

Op Sev Alarm ID Module/Submodule Instance

1 R Cr svcdisabled nodemgr smbd

2 C Mi servicedead nodemgr smbd

3 R Mi servicedead nodemgr smbd

4 C Mi servicedead nodemgr actastor_watchdog
5 R Mi servicedead nodemgr actastor_watchdog
6 C Mi servicedead nodemgr actastor_watchdog
7 R Mi servicedead nodemgr actastor_watchdog

Op - Operation: R-Raised, C-Cleared
Sev - Severity: Cr-Critical, Ma-Major, Mi-Minor

Cisco WAFS 3.0
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WAE

show alarms history detail support EXEC

WAE# show alarms history detail support

Op Sev Alarm ID Module/Submodule Instance
Op Sev Alarm ID Module/Submodule Instance
1 R Cr svcdisabled nodemgr smbd

Mar2000:38:21.224 IST, ProcessingErrorAlarm, #000013, 2000:330001
nodemgr: The smbd service has been disabled.

/alm/crit/nodemgr/-service name-/svcdisabled:
-service name- service has been disabled.
Explanation:
The node manager tried restarting the specified service but

the service kept restarting. The number of restarts has
exceeded an internal limit and the service has been

disabled.
Action:
The device may have to be reloaded for the service to be
reenabled.
2 C Mi servicedead nodemgr smbd

Mar2000:38:21.222 IST, ProcessingErrorAlarm, #000003, 2000:330004
nodemgr: The smbd service died.

/alm/min/nodemgr/-service_name-/servicedead:
-service name- service died.

Explanation:
The node manager found the specified service to be dead.
Attempts will be made to restart this service.

Action:
Examine the syslog for messages relating to cause of service
death. The alarmwill be cleared if the service stays
alive and does not restart in a short while.

3 R Mi servicedead nodem
Mar 2000:38:00.031 IST, ProcessingErrorAlarm, #000003, 2000:330004
nodemgr: The smbd service died.

/alm/min/nodemgr/-service_name-/servicedead:
-service name- service died.

Explanation:
The node manager found the specified service to be dead.
Attempts will be made to restart this service.

Action:
Examine the syslog for messages relating to cause of service
death. The alarmwill be cleared if the service stays
alive and does not

Op - Operation: R-Raised, C-Cleared
Sev - Severity: Cr-Critical, Ma-Major, Mi-Minor

[ oL-7263-01-J
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N wae

WAFS

WAE show alarms status EXEC
WAFS
WAE

WAE# show alarms status

Critical Alarms : 1
Major Alarms 0
Minor Alarms : 0

Overall Alarm Status : Critical
Device is NOT in alarm overload state.

Device enters alarm overload state @ 10 alarms/sec.
Device exits alarm overload state @ 1 alarms/sec.
Overload detection is ENABLED.

Cisco WAFS 3.0
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WAE ||
WAE  disk00
WAE SYSFS 1
SYSFS syslog
WAE
disk00
1 SYSFS 2 disk01
disk00 SYSFS 1
WAE
WAE WAE
WAFS
WAFS
WAFS
WAE
Cisco TAC
WAFS
¢ Linux SCSI IDE
e EIO
open(2) read(2) write(2)
[ ]
WAE
SYSFS
syslog WAE SNMP SNMP
WAE
10 WAFS
disk error-handling threshold
0
WAE
disk error-handling reload
WAFS
WAE WAE syslog SNMP

WAE
disk error-handling reload
no disk
error-handling reload

Cisco WAFS 3.0
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N wae

disk00 5
WAE (config) # disk error-handling threshold 5
WAE
reload
disk01 WAE diskO1
1. disk mark EXEC disk01
WAE# disk mark disk01l bad
disk0l is marked as bad.
It will be not used after reload.
2. show disks details EXEC
disk01 WAE
diskOl  Normal
WAE# show disks details
Physical disk information:
disk00: Normal (h00 c00 i00 100 - DAS) 76324MB( 74 .5GB)
disk0l: Normal (h01 c00 100 100 - DAS) 76324MB( 74 .5GB) (¥*)
(*) Disk drive won't be used after reload.
Mounted filesystems:
MOUNT POINT TYPE DEVICE SIZE INUSE FREE USE%
/ root /dev/root 34MB 28MB 6MB 82%
3. reload EXEC WAE Enter
WAE
disk01
WAE# reload
Proceed with reload?[confirm]
4. show disks details EXEC
WAE disk01
disk01  Not used
WAE# show disks details
Physical disk information:
disk00: Normal (h00 c00 i00 100 - DAS) 76324MB( 74 .5GB)
disk0l: Not used
(*) Disk drive won't be used after reload.
Cisco WAFS 3.0
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WAE ||
disk mark EXEC diskO1
WAE# disk mark disk01l good
disk0l is marked as good.
It will be used after reload.
show disks details EXEC disk0l  Not used
reload EXEC WAE
Enter WAE
diskO1 show disks
details
WAE# show disks details
Physical disk information:
disk00: Normal (h00 c00 i00 100 - DAS) 76324MB( 74 .5GB)
disk0l: Not used
WAE# reload
Proceed with reload?[confirm]
WAE# show disks details
Physical disk information:
disk00: Normal (h00 c00 100 100 - DAS) 76324MB( 74 .5GB)
disk0l: Normal (h01 c00 i00 100 - DAS) 76324MB( 74 .5GB)
SMART
Self Monitoring, Analysis, and Reporting Technology SMART
SMART
SMART
SMART
power on hours load and unload count /
WAFS
Cisco WAFS 3.0
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N wae

SMART 2 WAE WAE A
WAE B show disk SMART-info EXEC
SMART 2 WAE

WAEA# show disks SMART-info

=== disk00 ===
Device: IBM IC35L036UCD210-0 Version: S5BS
Serial number: 22222222

Device type: disk

Transport protocol: Fibre channel (FCP-2)
Local Time is: Sun Jan 2 03:14:16 2005 Etc
Device supports SMART and is Enabled
Temperature Warning Disabled or Not Supported
SMART Health Status: OK

=== disk01l ===
disk0l: Not present

WAEB# show disk SMART-info

Disk 01:
Device Model: HITACHI_DK23BA-20
Serial Number: 111111

Firmware Version: 00EOA0D2

SMART support is: Available - device has SMART capability.
SMART support is: Enabled

SMART overall-health self-assessment test result: PASSED
Vendor Specific SMART Attributes with Thresholds:

ID# ATTRIBUTE_NAME FLAG VALUE WORST THRESH TYPE WHEN_FAILED RAW_VALUE

1 Raw_Read_Error_Rate 0x000d 100 083 050 Pre-fail - 677

3 Spin_Up_Time 0x0007 100 100 050 Pre-fail - 0

4 Start_Stop_Count 0x0032 100 100 050 0ld_age - 249

5 Reallocated_Sector_Ct 0x0033 099 099 010 Pre-fail - 30

<Ccr>

show disk SMART-info details EXEC show
disk SMART-info show disk SMART-info details
IDE SCSI
SMART SMART
SMART
WAFS SMART
syslog SNMP
show tech-support EXEC SMART

Cisco WAFS 3.0
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WAFS WAE

WAE

e WAE 11-21

i 11-22
. 11-22

* WAE 11-23

i 11-24
WAFS 11-25

Cisco WAF'S 3.0 System Messages

WAE
syslog
SYSFS
/locall/syslog.txt
WAE 11-6
11-6
warning
debug
warning
/locall/syslog.txt
10,000,000
Cisco WAFS 3.0
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WAE

11-7

N | NN AW N =] O

logging console priority

logging console {enable | priority loglevel }

WAE (config) # logging console priority loglevel

WAE (config) # logging console priority alert

WAE (config) # logging console enable

WAE syslog 514
10000

Cisco WAFS 3.0
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type-tail EXEC
syslog.txt
WAE# type-tail syslog.txt
Mar 23 23:08:39 waeb511-1 last message repeated 4 times
Mar 23 23:18:39 waeb511-1 last message repeated 4 times
Mar 23 23:23:38 wae511-1 last message repeated 2 times
Mar 23 23:27:41 wae511-1 Nodemgr: %CE-NODEMGR-5-330027: pid 18529 exits
Mar 23 23:27:41 waeb511-1 Nodemgr: %CE-NODEMGR-5-330048: DEBUG: respawn_count = 6,
period: 4516536.250000
Mar 23 23:27:41 wae511-1 Nodemgr: %CE-NODEMGR-5-330040: Start service 'mingetty'
using: '/ruby/bin/startmingetty.sh' with pid: 20218
Mar 23 23:27:44 wae511-1 login: %CE-UTILLIN-3-801060: PAM unable to
dlopen(/lib/security/pam_winbind.so)
Mar 23 23:27:44 wae511-1 login: %CE-UTILLIN-3-801060: PAM [dlerror:
/lib/security/pam_winbind.so: cannot open shared object file: No such file or
directoryl]
Mar 23 23:27:44 wae511-1 login: %CE-UTILLIN-3-801060: PAM adding faulty module:
/1lib/security/pam_winbind.so
Mar 23 23:27:47 wae511-1 login: $CE-SYSUTL-5-800003: admin login on ttySO0
logging disk priority
logging disk {enable | filename filename | priority loglevel | recycle size}
WAE
1 255
WAE (config) # logging disk filename filename
syslog.txt
WAE (config) # logging disk filename syslog.txt
2
WAE (config) # logging disk priority name
WAE (config) # logging disk priority critical
3 1,000,000

50,000,000

WAE (config) # logging disk recycle size

Cisco WAFS 3.0
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4
WAE (config) # logging disk enable
8 syslog WAE
syslog
syslog
syslog
syslog syslog
CLIEXEC  Shelllogin message of the day motd
S
syslog WAE syslog syslog
2 sylog 1 sylog 2 syslog 3
logging host

logging host hostname [priority priority-code | port port |rate-limit [imif]

syslog WAE

syslog 11-8

11-8
auth local$
daemon local6
kernel local7
localO mail
locall news USENET
local2 syslog syslog
local3 user
local4 uucp UuucCp

Cisco WAFS 3.0
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192.168.34.1 sysylog 7,000 /

WAE (config)# logging host 192.168.34.1 priority critical rate-limit 7000
WAE (config) # logging facility syslog

WAE (config)# logging host 192.168.34.1 rate-limit 0

192.168.75.36

WAE (config)# logging host 192.168.75.36 priority critical rate-limit 7000

mailhost1 100 /

WAE (config)# logging host mailhostl rate-limit 100
WAE (config)# logging facility mail

WAFS

HWM WAE
HWM WAFS

1 WAE 10 / 1000

WAE (config)# alarm overload-detect raise 750

2 WAE 1 / 999

WAE (config) # alarm overload-detect clear 250

WAE (config) # alarm overload-detect enable

no
no alarm overload-detect enable

Cisco WAFS 3.0
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WAE syslog show logging EXEC

WAE# show logging

Syslog to host is enabled.

Priority for host logging to 1.2.1.1:514 is set to: warning
Syslog to console is disabled

Priority for console logging is set to: warning

Syslog to disk is enabled

Priority for disk logging is set to: notice

Filename for disk logging is set to: /locall/syslog.txt
Syslog facility is set to syslog

Syslog disk file recycle size is set to 10000000

CiscoWorks2000

CiscoWorks2000 CW2K
WAE CiscoWorks2000

e CW2K Generic SNMP WAE
e CW2K WAE

e CW2K syslog WAE syslog
e CW2K WAE
WAFS Manager GUI CLI CiscoWorks2000 sysylog
CLI

CW2K syslog 11-24
logging host hostname

Cisco WAFS 3.0
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