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WAE IPACL ||
WAE IP ACL
IP ACL
1 ip access-list WAE IP ACL
2 ip access-group IPACL WAE
~
IP ACL WAE Telnet SSH SNMP
IP ACL
WAE IP ACL
ip access-list WAE [P ACL
IP ACL  example GRE
WAE (config)# ip access-list extended example
WAE (config-ext-nacl)# permit gre any 10.101.215.21
WAE (config-ext-nacl)# exit
IP ACL interface ip
access-group WAE
IP ACL
WAE (config)# interface gigabitethernet 1/0
WAE (config-if)# ip access-group example in
WAE (config-if)# exit
IP ACL show running-config EXEC WAE

WAE# show running-config

1

interface GigabitEthernet 1/0

ip address 10.1.1.50 255.255.0.0
ip access-group example in

exit

ip access-list extended example
permit gre any 10.101.215.21
exit

Cisco WAFS 3.0
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IP ACL WAE
1 WAE IP ACL
2 IP ACL
. ACL
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N
WAE IP ACL WAFS CLI
WAFS Manager GUI WAE IP ACL
IP ACL
ACL
o 1P
[ ]
IP ACL
IP ACL WAE IP ACL
IP ACL
ip access-list standard
WAE (config)# ip access-1list standard {acl-name | acl-num}
IP ACL 30 1 99
WAE (config) # WAE (config-std-nacl) #
std-nacl
IP ACL ACL
CLI IP ACL
IP ACL
WAE (config) # ip access-1list standard 2
WAE (config-std-nacl) #
A
IP ACL 10-11 WAE
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IP ACL
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Cisco WAFS 3.0 Command Reference

IP ACL

IP ACL WAE IP ACL
IP ACL
ip access-list extended

WAE (config)# ip access-1list extended {acl-name | acl-num}

IP ACL 30 100 199 IP ACL
WAE (config) # WAE (config-ext-nacl) #
ext-nacl
IP ACL ACL 101 IP ACL
CLI IP ACL
1P ACL IP ACL

101

WAE (config) # ip access-list extended 101
WAE (config-ext-nacl) #

N

IP ACL 10-11 WAE IP ACL

Cisco WAFS 3.0
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WAE IP ACL ||
WAE 1
1P 1
1P WAFS 3.x
1P
WAE WAE
WAE 1P ACL
1 ip access-list IP ACL
2 interface ip access-group IPACL WAE
ip access-group IP ACL 1P
WAE IP ACL
. IP ACL deny permit
WAE
deny any
1 permit
N
permit source-ip wildcard
source-ip ID
1P wildcard 0
1 10
wildcard  0.0.0.255 1P
8 permit 192.168.1.0
0.0.0.255 192.168.1.0
. IP ACL
IP ACL permit any
e SNMP IP ACL CLI

snmp-server access-list {std-acl-num | std-acl-name}

a

snmp-server access-list IP ACL
IP ACL

Cisco WAFS 3.0
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N wae IP ACL

Telnet  SSH WAE
IP ACL

e WAE WCCPGRE IP ACL
wcecep access-list

weep access-list {acl-num | acl-name}

WCCP ACL ACL ACL WCCP ACL
10-15 WAE  WCCP ACL
o IP ACL ip access-list wildcard
IP ACL host wildcard

WAE (config) # ip access-1list standard 1
WAE (config-std-nacl) # permit ?
A.B.C.D Source address

any Any source host

host A single host address
WAE (config-std-nacl)# permit 10.1.1.1 ?

A.B.C.D Source wildcard bits <=== *** Wildcard parameter is optional here ***
<Cr>
WAE (config-std-nacl)# permit host 10.1.1.1 ? <=== *** Wildcard parameter is not
allowed here because the host keyword is used***
<cr>

WAE (config-std-nacl)# permit 10.1.1.1
WAE (config-std-nacl) # exit

. IP ACL host wildcard
IP ACL host
wildcard
WAE (config) # ip access-list extended 100

WAE (config-ext-nacl) # permit ?
<1-255> An IP Protocol Number

gre Cisco's GRE Tunneling

icmp Internet Control Message Protocol
ip Any IP Protocol

tcp Transport Control Protocol

udp User Datagram Protocol

WAE (config-ext-nacl)# permit ip ?
A.B.C.D Source address

any Any source host
host A single host address
WAE (config-ext-nacl)# permit ip 10.1.1.1 ?
A.B.C.D Source wildcard bits <=== *** Wildcard parameter is required here

because the host keyword is not specified***
WAE (config-ext-nacl)# permit ip host ?
A.B.C.D Source address
WAE (config-ext-nacl)# permit ip host 10.1.1.1 ? <=== *** Wildcard parameter is not
allowed here because the host keyword is used***
A.B.C.D Destination address
any Any destination host
host A single host address

Cisco WAFS 3.0
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IP ACL

IP ACL

IP ACL

WAE IP ACL

. IP ACL
move

WAE (config) # ip access-1list standard 1
WAE (config-std-nacl) #?
delete Delete a condition
deny Specify packets to reject
exit Exit from this submode
insert Insert a condition
list List conditions
move Move a condition
no Negate a command or set its defaults
permit Specify packets to accept
WAE (config-std-nacl) #

e list

EXEC
ip access-list EXEC

list

WAE (config-ext-nacl)# list
1 permit tcp host 10.1.1.1 any
2 permit tcp host 10.1.1.2 any
3 permit tcp host 10.1.1.3 any
WAE (config-ext-nacl) #

IP ACL WAE

IP ACL

. IP ACL IP ACL

WAE (config) # ip access-1list standard ?
<1-99> Standard IP access-1list number
WORD Access-list name (max 30 characters)

. IP ACL IP ACL

WAE (config) # ip access-list extended ?
<100-199> Standard IP access-list number
WORD Access-list name (max 30 characters)

IP ACL

e IPACL WAE

e [PACL ip access-list standard acl-num
ip access-list extended acl-num

101
I 99 IP ACL
100 199 IP ACL

Cisco WAFS 3.0
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N wae IP ACL

e JPACL
acl-name

30

N

ip access-list standard acl-name ip access-list extended

snmpaccesslist

0 9 snmpaccesslist7
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WAE IP ACL ||
WAE [P ACL
CLI
WAE (config) #
IP ACL
IP ACL
. IP ACL ip access-list standard
IP ACL
ip access-list standard {acl-name | acl-num}
ACL 59 IP ACL
WAE (config)# ip access-list standard 59
CLI IP ACL
IP ACL
WAE (config-std-nacl) #
. IP ACL ip access-list extended 1P
ACL
ip access-list extended {acl-name | acl-num}
IP ACL test2
WAE (config)# ip access-list extended test2
CLI IP ACL
IP ACL
WAE (config-ext-nacl) #
ACL IP ACL
a. IP ACL
permit deny
1P 1P
[insert Iline-num] {deny | permit} {source-ip [wildcard] | host source-ip | any}
b. IP ACL

delete line-num

c. IP ACL

move old-line-num new-line-num

[ oL-7263-01-J
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N wae IP ACL

4 ACL IP ACL

a. IP ACL

delete Iline-num

b. IP ACL

move old-line-num new-line-num

c. IP ACL

1P

[insert line-num] {deny | permit} {gre |ip | proto-num} {source-ip wildcard | host source-ip | any} {dest-ip
wildcard |host dest-ip | any}

[no] {deny | permit} {gre |ip | proto-num} {source-ip wildcard | host source-ip | any} {dest-ip wildcard | host
dest-ip | any}

TCP

[insert line-num] {deny | permit} tep {source-ip wildcard | host source-ip | any} [operator port [port]] {dest-ip

wildcard | host dest-ip | any)} [operator port [port]] [established]

no {deny | permit} tep {source-ip wildcard | host source-ip | any} [operator port [port]] {dest-ip wildcard | host
dest-ip | any} [operator port [port]] [established]

UDbP

[insert line-num] {deny | permit} udp {source-ip wildcard | host source-ip | any} [operator port [port]] {dest-ip
wildcard | host dest-ip | any} [operator port [port]]

no {deny | permit} udp {source-ip wildcard | host source-ip | any} [operator port [port]] {dest-ip wildcard | host
dest-ip | any} |[operator port [port]]

ICMP

[insert line-num] {deny | permit} icmp {source-ip wildcard | host source-ip | any} {dest-ip wildcard | host dest-ip |
any} [icmp-type [code] | icmp-msg]

no {deny | permit} icmp {source-ip wildcard | host source-ip | any} {dest-ip wildcard | host dest-ip | any}
[icmp-type [code] | icmp-msg]

~

IP ACL host wildcard
ICMP
UDP TCP

IP ACL Cisco WAFS 3.0 Command Reference

5 IP ACL 3 IP ACL
4
6 WAE [IPACL interface ip access-group
IP ACL WAE
IP ACL 10-13
IP ACL 10-14 IP ACL

Cisco WAFS 3.0
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IP ACL ||
WAFS
IPACL WAE ip access-group
1 1P
ACL 1 IP ACL
ip access-group IP ACL
acl-out IP ACL GigabitEthernet
1/ 0
WAE (config)# interface GigabitEthernet 1/0
WAE (config-if)# ip access-group acl-out out
example IP ACL EtherChannel 1
WAE (config)# interface PortChannel 1
WAE (config-if)# ip access-group example in
WAE (config-if)# exit
IP ACL WAE
IP ACL
WAE 1/ 0 GigabitEthernet
WAE (config)# interface GigabitEthernet 1/0
WAE (config-if) #
IP ACL
acl-out IP ACL  GigabitEthernet 1/
0
WAE (config-if)# ip access-group acl-out out
Cisco WAFS 3.0
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SNMP IP ACL CLI

snmp-server access-list {std-acl-num | std-acl-name}
N
snmp-server access-list IP ACL
IP ACL
WAE WCCP GRE IP ACL
wcep access-list
weep access-list {acl-num | acl-name}
WCCP ACL ACL ACL
Telnet  SSH WAE
IP ACL
IP ACL SNMP
IP ACL WAE SNMP
ip access-list standard WAE SNMP
IP ACL
IPACL SNMP WAE WAE IP ACL
WAE (config)# snmp-server access-list {std-acl-num | std-acl-name}
* std-acl-name WAE IP ACL
* std-acl-num WAE IP ACL
WAE SNMP
IP ACL ACL 1

WAE (config)# snmp-server access-list 1

IP ACL WCCP
IP ACL WAE WCCP

WAE WCCP IP ACL

a. ip access-list standard WAE WCCP IP ACL

b. ip access-list extended WAE WCCP IP ACL

H Cisco WAFS 3.0
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WAE WCCP

IP ACL
IPACL WAE WAE 1P ACL
WAE (config) # weep access-list {acl-num | acl-name}
* acl-name WAE IP ACL
* acl-num WAE IP ACL
WAE IP ACL ACL 2 WCCP GRE

WAE (config) # wecep access-list 2

ACL

WAE WCCP GRE IP ACL
wcep access-list

weep access-list {acl-name | acl-number}

acl-name acl-number IP ACL IP ACL
WCCP ACL WCCP ACL WAE
WCCP ACL WAE show ip access-list EXEC

WAE# show ip access-list
Space available:

48 access lists

497 access list conditions

Standard IP access list test
1 permit 10.1.1.1
(implicit deny any:0 matches)
total invocations:0
Extended IP access list no_www.linux.org
1 deny tcp any host 10.1.1.1 (29 matches)
2 permit ip any any (30 matches)
(implicit fragment permit:0 matches)
(implicit deny ip any any:0 matches)
total invocations:59

Interface access list references:
GigabitEthernet 2/0 inbound pc_test (Not Defined)

Application access list references:
snmp-server standard test
UDP ports:none
WCCP either no_www.linux.org
Any IP Protocol
WAE#

Cisco WAFS 3.0
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WCCP ACL WAE show weep gre EXEC

WAE# show wccp gre

Transparent GRE packets received:
Transparent non-GRE packets received:
Transparent non-GRE packets passed through:
Total packets accepted:

Invalid packets received:

Packets received with invalid service:
Packets received on a disabled service:
Packets received too small:

Packets dropped due to zero TTL:

Packets dropped due to bad buckets:

Packets dropped due to no redirect address:
Packets dropped due to loopback redirect:
Connections bypassed due to load:

Packets sent back to router:

Packets sent to another CE:

GRE fragments redirected:

Packets failed GRE encapsulation:

Packets dropped due to invalid fwd method:
Packets dropped due to insufficient memory:
Packets bypassed, no conn at all:

Packets bypassed, no pending connection:
Packets due to clean wccp shutdown:

Packets bypassed due to bypass-list lookup:
Packets received with client IP addresses:
Conditionally Accepted connections:
Conditionally Bypassed connections:

L2 Bypass packets destined for loopback:
Packets w/WCCP GRE received too small:
Packets dropped due to IP access-list deny:
L2 Packets fragmented for bypass:

O 0O O O O O OO OO0 O OO0 OO0 O0O0OO0O0OO0OO0OOoOOoOo oo OoOo

show statistics weep gre EXEC

ip access-list extended example
IP ACL IP ACL
WCCP SSH 10.1.1.5

WAE (config)# ip access-list extended example

WAE (config-ext-nacl)# permit tcp any any eq wccp

WAE (config-ext-nacl)# permit tcp host 10.1.1.5 any eq ssh
WAE (config-ext-nacl)# exit

Cisco WAFS 3.0
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IP ACL

IP ACL

WAE ACL ACL

WAE# show ip access-list
Space available:

47 access lists

492 access list conditions

Standard IP access list 1 1 permit 10.1.1.2
2 deny 10.1.2.1
(implicit deny any: 2 matches)
total invocations: 2
Extended IP access list 100
1 permit tcp host 10.1.1.1 any
2 permit tcp host 10.1.1.2 any
3 permit tcp host 10.1.1.3 any
(implicit fragment permit: 0 matches)
(implicit deny ip any any: 0 matches)
total invocations: 0
Standard IP access list test
1 permit 1.1.1.1 (10 matches)
2 permit 1.1.1.3
3 permit 1.1.1.2
(implicit deny: 2 matches)
total invocations: 12
Interface access list references:
GigabitEthernet 1/0 inbound 100
Application access list references:
wccp_server standard 1

Cisco WAFS 3.0
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IP ACL
WAE

1 CLI

WAE (config) #
2 IP ACL

. IP ACL IP ACL

Engine(config)# no
test2
WAE (config)# no ip
. IP ACL

WAE (config)# no ip

example

WAE (config)# no ip

ip access-list standard {acl-name | acl-num}

IP ACL

access-list standard test2
IP ACL
access-list extended {acl-name | acl-num}

IP ACL

access-list extended example

H Cisco WAFS 3.0
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IP ACL

WAE IP ACL

show ip access-list [acl-name | acl-num]

show ip access-list EXEC
IP ACL

. IP ACL

IP ACL

WAE# show ip access-list
Space available:

47 access lists

492 access list conditions

Standard IP access list 1
2 deny 10.1.2.1
(implicit deny any: 2 matches)
total invocations: 2
Extended IP access list 100
1 permit tcp host 10.1.1.1 any
2 permit tcp host 10.1.1.2 any
3 permit tcp host 10.1.1.3 any
(implicit fragment permit:
(implicit deny ip any any:
total invocations: 0
Standard IP access list test
1 permit 1.1.1.1 (10 matches)
2 permit 1.1.1.3
3 permit 1.1.1.2
(implicit deny:
total invocations:

2 matches)
12

Interface access list references:
GigabitEthernet 1/0 inbound
Application access list references:
tftp_server

UDP ports: 69

test IP ACL

WAE# show ip access-list test

Standard IP access list test
1 permit 1.1.1.1 (10 matches)

2 permit 1.1.1.3

3 permit 1.1.1.2
(implicit deny:
total invocations:

2 matches)
12

100

IP ACL | |

show ip access-list EXEC

WAE
IP ACL
IP ACL

show ip access-list EXEC

1 permit 10.1.1.2

0 matches)
0 matches)

standard 1

show ip access-list EXEC

Cisco WAFS 3.0
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IP ACL

WAE IP ACL clear ip access-list counter EXEC
IP ACL

WAE# clear ip access-list counters {acl-name | acl-num}

EXEC IP ACL IP ACL
IP ACL

Cisco WAFS 3.0
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