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AAA
TACACS+ AAA
TACACS+ WAE
TACACS+ TCP
WAE TACACS+
TACACS+ AAA AAA
4 AAA
9-1
9-1 AAA
aaa accounting system default {start-stop
|stop-only} tacacs
9-3
EXEC EXEC EXEC aaa accounting exec default {start-stop
/ 9-3 |stop-only | wait-start} tacacs
EXEC
WAE aaa accounting commands 0 default{start-stop |
CLI CLI stop-only | wait-start} tacacs
9-4
CLI WAE aaa accounting commands 15 default{start-stop
CLI | stop-only | wait-start} tacacs
9-4
WAE
WAE
RADIUS TACACS+
AAA
7
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AAA

EXEC

AAA | |

TACACS+

WeekDay#Month#Day#Time#Year#CEaddress#username#terminal #RemoteHost#Event#
EventTime#TaskId#Timezone#SystemService#SystemAccountingEvent#EventReason

TACACS+

Wed Apr 14 08:37:14 2004 172.16.0.0 unknown unknown 0.0.0.0 start
start_time=1081909831

task_id=2725 timezone=PST service=system event=sys_acct reason=reload

Wed Apr 14 10:19:18 2004 172.16.0.0 admin ttyso 0.0.0.0 stop stop_time=1081915955
task_id=5358 timezone=PST service=system event=sys_acct reason=shutdown

EXEC Telnet FTP SSH SSH 1
2 EXEC

1P FTP IP EXEC

TACACS+ EXEC

WeekDay#Month#Day#Time#Year#CEaddress#username#fterminal #RemoteHost#Event#
EventTime#TaskId#Timezone#Service

TACACS+ EXEC

Wed Apr 14 11:19:19 2004 172.16.0.0 superl0 pts/0 172.31.0.0 start
start_time=1081919558 task_id=3028 timezone=PST service=shell

Wed Apr 14 11:19:23 2004 172.16.0.0 superlO pts/0 172.31.0.0

stop stop_time=1081919562 task_1d=3028 timezone=PST service=shell
Wed Apr 14 11:22:13 2004 172.16.0.0 normal20 pts/0 viab.abc.com start
start_time=1081919732 task_id=3048 timezone=PST service=shell

Wed Apr 14 11:22:16 2004 172.16.0.0 normal20 pts/0 viab5.abc.com stop
stop_time=1081919735 task_id=3048 timezone=PST service=shell

Wed Apr 14 11:25:29 2004 172.16.0.0 admin ftp viab5.abc.com start start_time=1081919928
task_1id=3069 timezone=PST service=shell

Wed Apr 14 11:25:33 2004 172.16.0.0 admin ftp via5.abc.com stop
stop_time=1081919931

task_1id=3069 timezone=PST service=shell
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H AAA

WAE WAE EXEC

CLI
N CLI
. CLI 0 WAE
15
WAE
EXEC CLI
CLI
15
0
TACACS+

WeekDay#Month#Day#Time#Year#CEaddress#username#fterminal #RemoteHost#Event#
EventTime#TaskId#Timezone#Service#PrivilegeLevel#CLICommand

TACACS+

Wed Apr 14 12:35:38 2004 172.16.0.0 admin ttySO0 0.0.0.0 start start_time=1081924137
task_id=3511 timezone=PST service=shell -1lv1=0 cmd=logging console enable

Wed Apr 14 12:35:39 2004 172.16.0.0 admin ttyS0 0.0.0.0 stop stop_time=1081924137
task_id=3511 timezone=PST service=shell priv-1v1l=0 cmd=logging console enable

WAE CLI
syslog

ce_syslog (LOG_INFO, CESM_PARSER, PARSER_ALL, CESM_350232,
"CLI_LOG %s: %s \n", _ FUNCTION__, pd->command_line);

Cisco WAFS 3.0
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WAE AAA ||
AAA WAE
e WAE AAA TACACS+
e RADIUS AAA
o AAA WAE WAE AAA
CLI WAFS
Manager GUI
* AAA aaa accounting
TACACS+
start-stop—WAE
TACACS+
TACACS+
stop-only—WAE
TACACS+
TACACS+ AAA WAE
1 1 TACACS+ WAE
A
WAE TACACS+ WAE AAA
TACACS+ WAE AAA
TACACS+ 1P
WAE TACACS+
a. WAE TACACS+
WAE (config) # tacacs key key
key WAE TACACS+
TACACS+ TACACS+
abc
WAE (config)# tacacs key abc
b. TACACS+
TACACS+ WAE
1 TACACS+ 2 TACACS+
TACACS+ 49 tacacs host
TACACS+
WAE (config)# tacacs host ip_addr [primary]
primary 1P 172.16.50.1 TACACS+
WAE (config)# tacacs host 172.16.50.1 primary
Cisco WAFS 3.0
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N wae AAA

1P 172.16.50.2  TACACS+
primary

WAE (config)# tacacs host 172.16.50.2

WAE TACACS+ 7-11 TACACS+

2 aaa accounting system default tacacs

aaa accounting system default {start-stop | stop-only} tacacs

WAE

TACACS+ WAE

WAE (config)# aaa accounting system default stop-only tacacs

3 EXEC aaa accounting exec default
{start-stop | stop-only | wait-start} tacacs
WAE EXEC

TACACS+ WAE

WAE (config)# aaa accounting exec default start-stop tacacs

4 0 CLI
aaa accounting commands 0 default {start-stop | stop-only} tacacs
fm
0 WAE
CLI WAE
TACACS+
WAE 0
CLI
WAE (config)# aaa accounting commands 0 default start-stop tacacs
5 aaa
accounting commands 15 default {start-stop | stop-only} tacacs
CLI WAE
TACACS+ WAE
15 CLI

WAE (config)# aaa accounting commands 15 default start-stop tacacs

Cisco WAFS 3.0
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WAE AAA

6 WAE AAA

WAE# show aaa accounting
Accounting Type Record event(s) Protocol

Exec shell start-stop TACACS+
Command level 0 start-stop TACACS+
Command level 15 start-stop TACACS+
System stop-only TACACS+
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H WAE AAA

WAE  AAA

WAE AAA show aaa accounting EXEC

WAE# show aaa accounting

Accounting Type Record event(s) Protocol
Exec shell unknown unknown
Command level 0 unknown unknown
Command level 15 wunknown unknown
System start-stop TACACS+

AAA

EXEC EXEC

WAE AAA

WAE AAA show statistics tacacs EXEC

WAE# show statistics tacacs
TACACS+ Statistics
Authentication:
Number of access requests: 0
Number of access deny responses: 0
Number of access allow responses: 0

Authorization:
Number of authorization requests: 0
Number of authorization failure responses: 0
Number of authorization success responses: 0

Accounting:
Number of accounting requests: 0
Number of accounting failure responses: 0
Number of accounting success responses: 15

WAE  TACACS+ clear statistics tacacs EXEC
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