WAFS File Engine ~ Wide Area Application Engine WAE

File Engine WAE
RADIUS TACACS+ Windows
File Engine WAE

. 7-2

. 7-9

J 7-21

WAE
8 WAFS

"~ Cisco WAFS 3.0 FE-511 File Engine ~ WAE-611 WAE-7326 Wide Area

Application Engine

WAE 3
CLI Cisco WAFS 3.0
Command Reference
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WAE
WAFS
WAE WAE 15
WAE
e WAE
e WAE
e WAE
N
3-5
7-1 WAFS Manager GUI WAE
WAE
WAE
TACACS+
RADIUS Windows

Cisco WAFS 3.0
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71 File Engine WAE

- Ehe

130900

FTP/SFTP

Windows

N

WAFS Central Manager FE Manager |7
GUI

Telnet

w

AAA 8

=

RADIUS 9

File Engine WAE

()]

TACACS+ 10

Telnet

WAFS

e 74

e 7-6

e 76 RADIUS

e 7-6 TACACS+
e 78 Windows

RADIUS TACACS+ Windows
WAE

WAE

7-9

Cisco WAFS 3.0
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WAE
S
authentication WAE
7-1
71

Enabled
Enabled
Disabled

TACACS+ Telnet Disabled

TACACS+ Telnet Disabled

TACACS+

TACACS+ 5

TACACS+ 2

RADIUS Telnet Disabled

RADIUS Telnet Disabled

RADIUS 1P

RADIUS UDP 1645

RADIUS

RADIUS 5

RADIUS 2

Windows Disabled

Windows Disabled

7-9

WAFS CLI
WAE
authentication fail-over server-unreachable CLI

WAE

WAE (config)# authentication fail-over server-unreachable
WAE (config) #

Cisco WAFS 3.0
m. OL-7263-01-J |




S
TACACS+ RADIUS Windows
e WAE 2
e WAE
RADIUS
1. WAE RADIUS
2.
a. RADIUS WAE RADIUS
b. RADIUS WAE
Y
RADIUS
RADIUS
WAE
TACACS+ RADIUS Windows
WAEFS CLI WAE
7-4

Cisco WAFS 3.0 ]
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WAE
RADIUS
RADIUS network access server NAS;
/
NAS 1 RADIUS
NAS 1 RADIUS
RADIUS RADIUS
User Datagram Protocol ~UDP;
RADIUS
RADIUS RADIUS
RADIUS RADIUS
S
RADIUS RFC 2138  Remote Authentication Dial In User
Service RADIUS
RADIUS
WAE
7-17 RADIUS
RADIUS RADIUS
RADIUS 7-10 RADIUS
TACACS+
TACACS+ network access server
NAS; 1D
TACACS+ TACACS
RFC 1492 UDP TACACS+
TCP TACACS+ TACACS+

Cisco WAFS 3.0
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TACACS+ -
TACACS+
WAE
7-18 TACACS+
TACACS+ MD5
TACACS+
TACACS+
TACACS+
TACACS+ Authentication, Authorization, and Accounting AAA;
TACACS+
TACACS+ 3
TACACS+
[ )
[ )
TACACS+ WAE
TACACS+ TACACS+
TACACS+
TACACS+
TACACS+ TACACS+
TACACS+
WAFS CLI EXEC
2 EXEC
enable EXEC
EXEC
TACACS+
admin
15 0
WAE EXEC admin
WAE> enable
Password:
WAFS TACACS+

Cisco WAFS 3.0
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|
Windows
WAFS Windows /
e NT LAN Manager NTLM 1—Active Directory Windows 98 Windows NT
Windows 2000 Windows XP  Windows 2003
Windows Windows
WAFS Edge FE
NTLM 1
1 NTLM 2
e NTLM 2—Active Directory Windows 98 Windows NT 4.0
4 Windows XP  Windows 2000 Windows 2003 Windows

Cisco WAFS 3.0
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File Engine WAE
WAFS
o 7-9
e RADIUS 7-10
e TACACS+ 7-11
e  Windows 7-14
. 7-15
WAE
1 WAE
RADIUS
2 WAE
WAE RADIUS TACACS+
Windows 1P
e RADIUS 7-10
e TACACS+ 7-11
e  Windows 7-14
3 WAE
[ )
[ )
[ )
WAE
7-15
RADIUS TACACS+ Windows
RADIUS TACACS+ Windows
RADIUS TACACS+ Windows WAE
Cisco WAFS 3.0
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RADIUS

RADIUS WAFS 3.x File Engine WAE
RADIUS
RADIUS

WAE RADIUS RADIUS WAE
RADIUS CLI WAE

1-2 RADIUS

7-2 WAE RADIUS

RADIUS WAE  RADIUS RADIUS WAE
RADIUS RADIUS 1P
5
RADIUS
1645 RADIUS
1812 5
RADIUS RADIUS WAE RADIUS
15

e

RADIUS RADIUS
RADIUS WAE RADIUS
I 20
5
RADIUS RADIUS WAE
RADIUS 1 3
2
CLI RADIUS WAE
1 RADIUS UDbP

1645

WAE (config)# radius-server host ip_addr [auth-port port]

192.168.52.3 RADIUS

WAE (config) # radius-server 192.168.52.3

WAE RADIUS

WAE (config)# radius-server key myradiuskey

H Cisco WAFS 3.0
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3 RADIUS
10

WAE (config)# radius-server timeout 10

4 RADIUS RADIUS

3 WAE

WAE (config) # radius-server retransmit 3

~

RADIUS
WAE

RADIUS

RADIUS RADIUS
radius-server

Cisco WAFS 3.0 Command Reference

7-2

7-17 RADIUS
RADIUS WAE

TACACS+

TACACS+ File Engine WAE

TACACS+

7-3 TACACS+

N

TACACS+
CLI WAE

TACACS+ TACACS+ WAE

Cisco WAFS 3.0
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7-3 WAE TACACS+

TACACS+ WAE  TACACS+ TACACS+
TACACS+ WAE
1 TACACS+ 2
TACACS+ TACACS+
49
TACACS+ WAE  TACACS+ TACACS+
ASCI 99
Je!
TACACS+ TACACS+
TACACS+ WAE TACACS+
1 20
5
TACACS+ TACACS+ WAE
TACACS+ 1 3
2
TACACS+ Password Authentication
Protocol PAP;
ASCII
CLI TACACS+ WAE

1 1 TACACS+
WAE (config) # tacacs server ip_addr [primary]

TACACS+

WAE (config) # tacacs server 192.168.50.1 primary

TACACS+
primary

WAE (config) # tacacs server 192.168.50.2

2 TACACS+

WAE (config) # tacacs key key

Cisco WAFS 3.0
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3 TACACS+ TACACS+
15 WAE

WAE (config)# tacacs timeout 15

4 TACACS+ TACACS+
TACACS+ 1 WAE

WAE (config) # tacacs retransmit 1

5 TACACS+ ASCII
ASCII

WAE (config) # tacacs password ascii

TACACS+ TACACS+ 7-3
tacacs server
Cisco WAF'S 3.0 Command Reference

spearhead = TACACS+ TACACS+
WAE TACACS+ spearhead
human789
show tacacs EXEC
WAE TACACS+

WAE (config) # tacacs host spearhead primary
WAE (config) # tacacs key human789

WAE (config)# tacacs timeout 10

WAE (config)# tacacs retransmit 5

WAE (config) # tacacs password ascii

WAE (config) # exit

WAE# show tacacs
Login Authentication for Console/Telnet Session: enabled (secondary)
Configuration Authentication for Console/Telnet Session: enabled (secondary)

TACACS+ Configuration:

TACACS+ Authentication is off

Key = *k*k*kkkkk*k
Timeout = 10
Retransmit = 5

Password type: ascii

Server Status

10.107.192.148 primary
10.107.192.168
10.77.140.77

7-18 TACACS+
TACACS+ WAE

Cisco WAFS 3.0
[ oL-7263-01-J .m



Windows

Windows File Engine WAE Windows
7-4 CLI WAE

N

Windows WAE  Windows

7-4 WAE Windows

NetBIOS WAE  NetBIOS WAE
IP
WINS Windows Internet Naming Service = WINS 1P
WAE
CLI Windows WAE
1 windows-domain WINS
1P 10.10.24.1 Windows

WAE (config) # windows-domain wins-server 10.10.24.1

2 1P 10.10.100.4

WAE (config) # windows-domain password-server 10.10.100.4

3 WAE NetBIOS myFileEngine

WAE (config) # windows-domain netbios-name myFileEngine

4 WAE cisco

WAE (config) # windows-domain workgroup cisco

7-18 TACACS+
Windows WAE

Cisco WAFS 3.0
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WAE

RADIUS
TACACS+

e  Windows

RADIUS TACACS+ Windows

RADIUS TACACS+ Windows
RADIUS TACACS+ Windows WAE

WAE
e CLI
WAE AAA
* WAE

RADIUS
TACACS+
Windows

e authentication

authentication {configuration {local | radius | tacacs} enable [primary | secondary | tertiary] |
fail-over server-unreachable | login {local | radius | tacacs | windows-domain} enable [primary
| secondary | tertiary] | print-services windows-domain enable}

¢ authentication WAE
¢ authentication login local authentication configuration local
authentication login WAE
authentication configuration WAE
¢ authentication login radius authentication configuration radius
RADIUS

[ oL-7263-01-J
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¢ authentication login tacacs authentication configuration tacacs
TACACS+

¢ authentication login windows-domain

Windows
. TACACS+ RADIUS Windows
TACACS+ RADIUS Window
TACACS+ RADIUS Windows

primary

secondary

tertiary
authentication login authentication configuration

RADIUS TACACS+ Windows
TACACS+ RADIUS TACACS+
TACACS+
RADIUS TACACS+

WAE (config)# authentication login tacacs enable primary
WAE (config)# authentication login local enable secondary
WAE (config)# authentication login radius enable tertiary
WAE (config)# authentication configuration tacacs enable primary
WAE (config)# authentication configuration local enable secondary
WAE (config)# authentication configuration radius enable tertiary

S

tacacs TACACS+ TACACS+
TACACS+
7-11 TACACS+
radius-server
RADIUS RADIUS
RADIUS 7-10 RADIUS
[ )
Telnet
Secure FTP  SFTP; FTP SSH SSH 1 2
e RADIUS TACACS+ WAE RADIUS TACACS+
RADIUS TACACS+
. RADIUS TACACS+
authentication
primary secondary tertiary

Cisco WAFS 3.0
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. WAE
WAE

7-4

WAE

WAE CLI

RADIUS TACACS+
RADIUS TACACS+ RADIUS
TACACS+ WAE
WAE
1
WAE (config)# authentication login local enable
2
WAE (config)# authentication configuration local enable
0
15 2
3-5
A
WAE authentication
no
no authentication login local enable
RADIUS
WAE RADIUS
. WAE RADIUS
e WAE RADIUS WAE RADIUS
1 RADIUS 7-10
RADIUS
Cisco WAFS 3.0
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|
¢ RADIUS primary
e CLI WAE RADIUS
CLI WAE RADIUS
1 RADIUS
WAE (config)# authentication login radius enable [primary] [secondary] [tertiary]
WAE RADIUS TACACS+
WAE (config)# authentication login radius enable primary
2 RADIUS
WAE (config)# authentication configuration radius enable [primary] [secondary]
[tertiary]
WAE RADIUS TACACS+
WAE (config)# authentication configuration radius enable primary
~
WAE RADIUS authentication
no RADIUS
no authentication login radius enable
TACACS+

WAE  TACACS+

. WAE TACACS+
¢ authentication login tacacs authentication configuration tacacs
TACACS+
* WAE TACACS+ WAE TACACS+
1 TACACS+ 7-11
TACACS+
e RADIUS TACACS+ primary WAE
TACACS+
e CLI WAE TACACS+
CLI WAE TACACS+

Cisco WAFS 3.0
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1 TACACS+

WAE (config) # authentication login tacacs enable [primary] [secondary] [tertiary]

WAE TACACS+ RADIUS

WAE (config) # authentication login tacacs enable primary

2 TACACS+

WAE (config) # authentication configuration tacacs enable [primary] [secondary]
[tertiary]

WAE TACACS+ RADIUS

WAE (config) # authentication configuration tacacs enable primary

WAE TACACS+ authentication
no TACACS+
no authentication login tacacs enable

Windows
WAE  Windows

. WAE Windows
¢ authentication login windows-domain Windows
RADIUS TACACS+
* WAE Windows WAE Windows
1 Windows
7-14 Windows
e RADIUS TACACS+ primary WAE
TACACS+
e CLI WAE Windows
CLI WAE Windows

Cisco WAFS 3.0
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1 Windows

WAE (config)# authentication login windows-domain enable [primary] [secondary]
[tertiary]

WAE Windows

WAE (config) # authentication login windows-domain enable primary

2 RADIUS TACACS+
Windows

WAE (config) # authentication login local enable secondary

WAE (config) # authentication configuration local enable primary

WAE Windows authentication
no no authentication login
windows-domain enable

Windows Windows

1 Windows

WAE (config) # authentication login windows-domain enable primary

WAE (config) # authentication configuration local enable primary

WAE (config) # authentication fail-over server unreachable

Cisco WAFS 3.0
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WAE
WAE show authentication
user EXEC
WAE RADIUS TACACS+
WAE# show authentication user
Login Authentication: Console/Telnet/Ftp/SSH Session
local enabled (primary)
Windows domain enabled (primary)
Radius disabled
Tacacs+ disabled
Configuration Authentication: Console/Telnet/Ftp/SSH Session
local enabled (primary)
Radius disabled
Tacacs+ disabled
RADIUS TACACS+ Windows
show statistics EXEC

Windows

WAE# show statistics windows-domain

Windows Domain Statistics

Authentication:
Number of access requests:

Number of access deny responses: 3
Number of access allow responses: 9

Authorization:

Number of authorization requests: 0
Number of authorization failure responses: 0
Number of authorization success responses: 0

Accounting:
Number of accounting requests: 0
Number of accounting failure responses: 0
Number of accounting success responses: 0

Cisco WAFS 3.0
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