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WCCP
WAFS 1 WCCP CIFS CIFS
Edge FE WCCP
WCCP CIFS
139 445 TCP
139 445 1P
WCCP ID 89

Edge FE WCCP wceep EXEC
? WCCP 2 WAFS 3.x

Edge FE

WAE (config) # weep ?
Configure an IP access-list for inbound WCCP encapsulated traffic

access-1list
cifs-cache
flow-redirect
router-list

CIFS caching
Redirect moved flows
Router List for use in WCCP services

shutdown Wcecp Shutdown parameters
slow-start accept load in slow-start mode
version WCCP Version Number
WCCP 5-2 CIFS
WCCP
5-2 WCCP
WCCP
access-list Edge FE
cifs-cache WCCP CIFS
flow-redirect Edge FE WCCP
router-list Edge FE
shutdown Edge FE WCCP
slow-start Edge FE
version Edge FE WCCP
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WCCP WAFS Edge FE
. 5-16
° WCCP 5-16
e WCCP WCCP 5-16
. WCCP 5-18
° WCCP CIFS 5-23
L WCCP 5-24
WCCP 2 Edge FE
WCCP
WCCP
Router (config)# ip wccp 89 password [0-7] password
password MD5
WCCP 2
0 7 HMAC MD5
Edge FE
password Edge FE
HMAC MD5
WCCP
Edge FE WCCP 5-26
Edge FE WCCP
Router (config)# ip wccp version 2
Router (config)# ip wccp 89
WCCP WCCP
WCCP 2 Edge FE Edge FE
Edge FE Edge FE
WCCP 2
Edge FE WCCP 2 Edge FE
Edge FE WCCP 2
5-3
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5-3 WCCP 2

@
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1 WAFS |3 |Edge File Engine WAE
Cisco WAE-511/WAE-611/WAE-7326
2 |Cisco 4 |WAE
Edge FE Edge FE
WCCP WCCP 2
Edge FE = WAFS WCCP
WCCP
. wcep service-number mask
. WCCP 2
WCCP 2
WCCP 2 WCCP
ip weep WCCP
no

ip weep {web-cache | service-number} [group-address groupaddress] [redirect-list access-list]
[group-list access-list] [password [0-7] password]
4 100.10.10.1 WAE WCCP

CIFS

Router# ip wccp 89 group-address 100.10.10.1 redirect-list 4

Router#

Cisco WAFS 3.0 ]
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WCCP 2 WCCP 2 Edge FE  WCCP
password
Router# ip wccp password 7 svcgrppass
Router#
WCCP
WCCP 2 Edge FE
WAN
LAN Edge FE
Edge FE
WAN
Edge FE
5-4 Edge FE WCCP
5-4 Edge FE WCCP

! €0/0.192.168.1.2

@ WCCP JL—%

€1/0.10.10.10.1
10.10.10.0 Ry kT —

File Engine
E=ES
WAE10.10.10.10

130898

WCCP

1 WCCP

Router# configure terminal
Router (config)# ip wccp version 2
Router (config) #

Cisco WAFS 3.0
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2 CIFS
File Engine Edge FE WAE
Edge FE

Router (config)# ip wccp 89 redirect-list [number | name]
Router (config) #

3 Edge FE
LAN
5-4 Ethernet 1/0

Router (config)# interface ethernet 1/0
Router (config-if) #

Router (config-if)# ip route-cache same-interface
Router (config-if)#

Router (config-if)# exit
Router (config) #

6 WAN CIFS Edge FE
5-4 Serial 0

Router (config)# interface serial 0
Router (config-if)#

7 Ethernet 0/0 CIFS
Edge FE

Router (config-if)# ip wccp 89 redirect in
Router (config-if)#

A

WCCP out in
in
5-22 WCCP

Cisco WAFS 3.0
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Router (config-if)# end
Router#

Router # copy running-config startup-config
Router#
Edge FE
5-5 Edge FE
5-5 Edge FE
10.10.20.0 *v k7 —2%
&
€0/0.192.168.1.2
y
-
weee ;p—@ug €2/0.10.10.20.1 27 |
;i;e Engine
=& WAE
€1/0.10.10.10.1 10.10.20.10
10.10.10.0 *v kD — U
ml i
4 4
D547k 54Tk g
10.10.10.2 10.10.10.3 ®
WCCP
1 WCCP

Router# configure terminal
Router (config)# ip wccp version 2
Router (config) #

WCCP

WCCP

H Cisco WAFS 3.0
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CIFS
File Engine Edge FE WAE
Edge FE
Router (config)# ip wccp 89 redirect-list [number | name]
Router (config) #
WAN CIFS Edge FE
5-5 Serial 0
Router (config)# interface serial 0
Router (config-if) #
Ethernet 0/0 CIFS
Edge FE
Router (config-if)# ip wccp 89 redirect in
Router (config-if) #
N
WCCP out in

in
WCCP

Router (config-if)# end
Router#

Router # copy running-config startup-config
Router#

Cisco WAFS 3.0
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W wccp
WCCP
WCCP
TCP 139
TCP 139
LAN X WAN LAN
X WAE WAN
Y WAE
LAN X
WAN WAN
Cisco Express
Forwarding CEF; Cisco distributed Cisco Express Forwarding dCEF; CEF
400
CIFS 89 WCCP
WCCP
WCCP
ip wcep redirect
WCCP no
ip weep {web-cache | service-number} redirect {out | in}
ip weep redirect ip weep redirect exclude in
ip weep redirect exclude in
ip weep redirect in exclude in
exclude in redirect in
1/0 CIFS
Edge FE
Router# configure terminal
Router (config)# ip wccp 89
Router (config)# interface gigabitethernet 1/0
Router (config-if)# ip wccp 89 redirect in
Cisco WAFS 3.0
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Edge FE
WCCP 2 Edge FE
Edge FE
. 10.1.1.1
. 10.255.1.1

Router# configure terminal

Router (config)# ip wccp 89 redirect-list 120

Router (config)# access-list 120 deny ip host 10.1.1.1 any
Router (config)# access-list 120 deny ip any host 10.255.1.1
Router (config)# access-list 120 permit ip any

access-list 120
permit ip any
Edge FE
permit
Cisco IOS IP

WCCP CIFS

ip weep
redirect-list
Edge FE
WCCP ip weep redirect-list WCCP
Edge FE ip wcep redirect-list
WCCP Edge FE ip
weep ip weep redirect
WCCP
Edge FE ip weep
redirect ip weep
ip weep redirect WCCP Edge FE
Edge FE
CIFS 89 WCCP 2
Edge FE Edge FE
CIFS 89
WCCP 2

Router# configure terminal
Router (config)# ip wccp version 2
Router (config) #

CIFS &9

Router (config)# ip wccp 89
Router (config) #

[ oL-7263-01-J
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3 CIFS

Router (config)# interface type number
Router (config-if)#

4 CIFS

Router (config-if)# ip wccp 89 redirect in
Router (config-if)#

Edge FE  CIFS Edge FE CIFS
139/445
5-26 Edge FE WCCP
WCCP
WCCP 2
WCCP clear ip weep EXEC

clear ip weep {web-cache | service-number}

CIFS 89
WCCP 2

Router# clear ip wccp 89

Cisco WAFS 3.0
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WCCP Edge FE
WCCP Edge FE
. 5-25
e EdgeFE WCCP 5-25
e EdgeFE 5-26
e EdgeFE WCCP 5-26
e WCCP 2 5-28
e EdgeFE WCCP 5-32
. 5-32
e EdgeFE 5-33
e EdgeFE 5-33
e EdgeFE WCCP 5-34
e EdgeFE WCCP 5-35
WCCP 5-16
WCCP
WCCP File Engine WAE
[ ]
e WAE WAE
® (Cisco Catalyst 6000 6500
2 3 GRE
. CEF dCEF
. WAE
e DoS WCCP
* WAE no wcep slow-start enable
. WCCP
Edge FE WCCP
Edge FE WCCP wccp version
WCCP WCCP 2
Edge FE WCCP 2
WAE (config) # wccp version 2
WAE (config) #
Cisco WAFS 3.0
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W wccp Edge FE
Edge FE WCCP 5-32 Edge FE WCCP
Edge FE
Edge FE WCCP Edge FE WCCP
CIFS WCCP 2
Edge FE wcep router-list
Edge FE WCCP WCCP
1P WCCP
router-list 8
router-list 32
1 1
1P 10.10.10.1  WCCP
WAE (config)# wccp router-list 1 10.10.10.1
WAE (config) #
Edge FE 2 WCCP
CIFS WCCP cifs-cache
WAE (config) # wecp router-list 2 10.10.10.2
WAE (config)# wcecp cifs-cache router-list 2
WAE (config) # wccp version 2
WAE (config) #
N
WCCP ip weep
Edge FE WCCP
WAPFS File Engine WAE CIFS 89
File Engine Edge FE WAE WCCP
e Edge FE WCCP WCCP 2
. WCCP
WCCP
WCCP
e EdgeFE WCCP WCCP
Edge FE WCCP WCCP
WCCP
e WCCP WCCP show ip weep EXEC
o Time To Live TTL; 15
. 32 EdgeFE 32 WCCP
Cisco WAFS 3.0
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. Edge FE WCCP
Edge FE
Edge FE
Edge FE WCCP
Edge FE
WCCP wceep
wceep
Cisco WAFS 3.0 Command Reference
WCCP Cisco I10S
Edge FE CIFS
Edge FE WCCP 2

WAE (config) # wccp version 2
WAE (config) #
CIFS 1P 10.10.10.1  WCCP

WAE (config)# wccp router-list 1 10.10.10.1
WAE (config) #

CIFS
Edge FE  CIFS

WAE (config)# wccp cifs-cache router-list-num 1
WAE (config) #

WAE (config) # exit
WAE#

WAE# write memory
WAE#

Cisco WAFS 3.0
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W wccp Edge FE

S
Edge FE
5-18 5-4 5-20 5-5
WCCP 2
WCCP  WCCP 2
Edge FE Cisco 2 MAC
GRE 3
Edge FE 2
Edge FE GRE CLI  12-redirect
2 WCCP 2 Edge FE
2
. —Catalyst 6000 6500
WCCP 2 Policy Feature Card PFC;
Supervisor Engine 1A Multilayer Switch Feature Card 2
MSFC2; 2 3 Gbps
. — WCCP 2 Policy Feature Card 2
PFC2; 2 Supervisor Engine 2
MSFC2
WAFS Manager GUI CLI Edge FE WCCP
CIFS CLI
weep cifs-cache Edge FE 2
Edge FE
WCCP
S
Edge FE CLI 2
WAFS Manager GUI
CIFS 1P
2
5-30
2
Cisco WAFS 3.0
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WCCP Edge FE
2
GRE 2
Edge FE Edge FE
Cisco 3600
2 Edge FE
Edge FE WCCP 2
WAE# configure
WAE (config) # wccp version 2
WAE (config) #
Edge FE 1
1 WCCP 2 1P 10.10.10.1

WAE (config)# wccp router-list 1 10.10.10.1
WAE (config) #

Edge FE  CIFS &9

WCCP 2
12-redirect GRE
2

WAE (config)# wccp cifs-cache router-list-num 1 l2-redirect
WAE (config) #

WAE (config) # exit
WAE#

[ oL-7263-01-J
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Edge FE

5 show wccp services detail EXEC
WAE# show wccp services detail
Service Details for CIFS Cache Service
Service Enabled Yes
Service Priority 224
Service Protocol 6
Application Unknown
Service Flags (in Hex) 511
Service Ports 139 445 0 0
0 0 0 0
Security Enabled for Service No
Multicast Enabled for Service No
Weight for this Web-CE 0
Negotiated forwarding method L2
Negotiated assignment method HASH
Received Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) 0
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
Calculated Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) 1741
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
6
WAE# copy running-config startup-config
2
GRE 2
Cisco 6500
2 Edge FE
Edge FE =~ WCCP
WAE# configure
WAE (config) # wcep version 2
WAE (config) #
Edge FE 1
1 WCCP 1P 10.10.20.1
WAE (config) # weep router-list 2 10.10.20.1
WAE (config) #
Cisco WAFS 3.0
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3 EdgeFE CIFS WCCP 2
12-redirect
GRE 2 mask-assign
WCCP

WAE (config) # weep cifs-cache router-list-num 2 l2-redirect mask-assign
WAE (config) #

4
WAE (config) # exit
WAE#
5
WAE# show wccp services detail
Service Details for CIFS Cache Service
Service Enabled : Yes
Service Priority : 224
Service Protocol : 6
Application : Unknown
Service Flags (in Hex) : 511
Service Ports : 139 445 0 0
0 0 0 0
Security Enabled for Service : No
Multicast Enabled for Service : No
Weight for this Web-CE : 0
Negotiated forwarding method : L2
Negotiated assignment method : MASK
Received Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) 0
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
Calculated Values:
Source IP mask (in Hex) : 0
Destination IP mask (in Hex) : 1741
Source Port mask (in Hex) : 0
Destination Port mask (in Hex) : 0
6 WCCP 2 show wcep masks service-name
EXEC
WAE (config) # show wcecp masks cifs-cache
7

WAE# copy running-config startup-config

Cisco WAFS 3.0
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Edge FE =~ WCCP
WCCP Edge FE

WCCP weep flow-redirect enable
no

WAE (config)# no wcecp flow-redirect enable
WAE (config) #

Edge FE WCCP
weep flow-redirect enable

WAE (config)# wccp flow-redirect enable
WAE (config) #

5-12
Edge FE
Edge FE File Engine WAE
. CIFS
o CIFS
. CIFS
CIFS
Edge FE bypass static

WAE (config) # bypass static 10.10.10.2 192.168.5.10
WAE (config) #

CIFS
Edge FE bypass static
WAE (config)# bypass static 10.10.10.2 any-server
WAE (config) #
CIFS

Edge FE bypass static

WAE (config)# bypass static any-client 192.168.5.10
WAE (config) #

Cisco WAFS 3.0
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WCCP Edge FE ||
5-12
bypass static
no
WAE (config) # no bypass static 10.10.10.2 192.168.5.10
WAE (config) #
show bypass list EXEC
WAE# show bypass list
Client Server Entry type
any-client:0 192.168.5.10:0 static-config
any-client:0 192.168.2.1:145 accept
any-client:0 192.168.2.10:23 accept
Edge FE
Edge FE
Edge FE Edge FE
0 10,000
Edge FE weep cifs-cache
WAE (config) # weep cifs-cache router-list-num 2 weight 30
WAE (config) #
Edge FE
5-13 Edge FE
Edge FE
Edge FE File Engine WAE
TCP Edge FE
WAE
WCCP WAE
e WCCP 2 WAE TCP

Cisco WAFS 3.0
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Edge FE

e WCCP 2 TCP

. WAE

e WAE

. WAE

WAE
WAE CIFS
weep slow-start enable
no WAE WCCP
show wcep slowstart cifs-cache EXEC
Edge FE WCCP

Edge FE  WCCP WCCP
Edge FE WCCP show weep services EXEC

WAE# show wccp services

Services configured on this File Engine

CIFS Cache

CIFS

WAE# show wccp services detail

Service Details for CIFS Cache Service

show wcep services detail EXEC

Service Enabled Yes
Service Priority 224
Service Protocol 6
Application Unknown
Service Flags (in Hex) 511
Service Ports 139 445 0 0
0 0 0 0
Security Enabled for Service No
Multicast Enabled for Service No
Weight for this Web-CE 0
Negotiated forwarding method GRE
Negotiated assignment method HASH
Received Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) 0
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
Calculated Values:
Source IP mask (in Hex) 0
Destination IP mask (in Hex) : 1234
Source Port mask (in Hex) 0
Destination Port mask (in Hex) 0
WCCP Edge FE show wcep
file-engines EXEC
0L-7263-01-J |
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Edge FE

wCCP

Edge FE WCCP
routers EXEC

CIFS Edge FE
WCCP 1P 10.10.20.1 Edge FE

WAE# show wccp routers

Router Information for Service: CIFS Cache
Routers Configured and Seeing this File Engine (1)
Router Id Sent To Recv ID

0.0.0.0 10.10.20.1 00000000

Routers not Seeing this Content Engine
10.10.20.1
Routers Notified of but not Configured
-NONE-
Multicast Addresses Configured
-NONE-
WAE#

WCCP

TCP Edge FE reload no wecep version
WCCP Edge FE
WCCP 2 wcep shutdown max-wait
120

WCCP Edge FE
Edge FE Edge FE

WCCP
TCP

Edge FE WCCP

139  CIFS
WCCP Edge FE WCCP
Edge FE WCCP

Edge FE WCCP

WAE (config)# wccp shutdown max-wait seconds

seconds no weep version Edge FE
0 86,400
WCCP 2

Edge FE 1,000

WAE (config) # wecp shutdown max-wait 1000
WAE (config) #

Cisco WAFS 3.0

Edge FE ||

show wcep

Edge FE
Edge FE
Edge FE

Edge FE

WCCP
120

[ oL-7263-01-J



W wccp Edge FE

2 EdgeFE WCCP 2

WAE (config)# no wcecp version 2
WAE (config) #

Edge FE 1,000 WCCP 2 Edge FE WCCP

Waiting (999 seconds) for WCCP shutdown. Press "C to skip shutdownn

Cul+C

Cisco WAFS 3.0
m. OL-7263-01-J |
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