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vpnclient

vpnclient

[root@Linux7_1 unity]# vpnclient

Cisco Systems VPN Client Version 4.0 (int_84)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s):Linux

Running on:Linux 2.4.2-2 #1 Sun Apr 8 20:41:30 EDT 2001 i686

Usage:

vpnclient connect <profile> [user <username>] [eraseuserpwd | pwd <password>]
[nocertpwd]

vpnclient disconnect

vpnclient stat [reset] [traffic] [tunnel] [route] [repeat]

vpnclient notify

Cisco VPN Client Linux/Solaris
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vpnclient connect VPN
A
Telnet SSH VPN
VPN
VPN
vpnclient connect <profile> [user <username>] [eraseuserpwd | pwd <password>]
[nocertpwd]
4-1 vpnclient connect
4-1 vpnclient connect
<profile>
.pcf .pcf
user <username>
pwd
{ eraseuserpassword | pwd » eraseuserpassword VPN Client
<password> }
e pwd <password>
nocertpwd
P.5-4
N,
SaveUserPassword
3
Cisco VPN Client Linux/Solaris Release 4.0
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VPN Client SecurlD RADIUS
VPN Client VPN
VPN Client VPN Client
Ctrl Z bg
VPN VPN Client
VPN Client VPN
Client VPN Concentrator IKE
1800 IPSec 600
DNS
VPN Concentrator DNS IP VPN Client
VPN Client DNS letc/resolv.conf

/etc/resolv.conf.vpnbackup
/etc/resolv.conf

DNS VPN

Cisco VPN Client Linux/Solaris Release 4.0
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VPN Client

VPN Client

vpnclient disconnect

[root@Linux7_1 clients]# vpnclient disconnect

Cisco Systems VPN Client Version 4.0 (int_84)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s):Linux

Running on:Linux 2.4.2-2 #1 Sun Apr 8 20:41:30 EDT 2001 i686

Disconnecting the VPN connection.
Your VPN connection has been terminated.

* VPN Client Crtl C

VPN Client

VPN Client vpnclient stat

vpnclient stat [reset][traffic][tunnel][route][repeat]

vpnclient stat
4-2

4-2 vpnclient stat

reset

traffic

tunnel IPSec

route

repeat
Cirl C

Cisco VPN Client Linux/Solaris Release 4.0
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reset

traffic

vpnclient stat

vpnclient stat

[root@Linux7_1 clients]# vpnclient stat

Cisco Systems VPN Client Version 4.0 (int_84)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s):Linux

Running on:Linux 2.4.2-2 #1 Sun Apr 8 20:41:30 EDT 2001 i686

VPN tunnel information.
Connection Entry:basic
Client address: 10.10.11.214
Server address: 10.200.20.21
Encryption:168-bit 3-DES
Authentication:HMAC-SHA
IP Compression:None

NAT passthrough is inactive
Local LAN Access is disabled

VPN traffic summary.

Time connected:0 day(s), 00:00.01
Bytes in: O

Bytes out: 0

Packets encrypted: 0

Packets decrypted: 0

Packets bypassed: 17

Packets discarded: 0

Configured routes.
Secured Network Destination Netmask
0.0.0.0 0.0.0.0

vpnclient stat reset

vpnclient stat reset
Tunnel statistics have been reset.

vpnclient stat traffic
vpnclient stat traffic

VPN traffic summary

Time connected:0 day<s>, 00:30:04
Bytes out: 5460

Bytes in: 6090

Packets encrypted: 39

Packets decrypted: 91

Packets bypassed: 159

Packets discarded: 1608

Cisco VPN Client Linux/Solaris
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tunnel

vpnclient stat tunnel
vpnclient stat tunnel
vpnclient stat tunnel
IPSec tunnel information.
Client address: 220.111.22.30
Server address: 10.10.10.1
Encryption:168-bit 3-DES
Authentication:HMAC-MD5

IP Compression:None
NAT passthrough is active on port 5000

route
vpnclient stat route
vpnclient stat route

Configured routes

Secured Network Destination Netmask Bytes
* 10.10.02.02 255.255.255.255 17638
* 0.0.0.0 0.0.0.0 18998

Cisco VPN Client Linux/Solaris Release 4.0
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vpnclient.ini

EnableLog=1
EnableLog=0

/etc/CiscoSystemsVPNClient/vpnclient.ini

[main]
BinDirPath=/usr/local/bin
EnableLog=1
[LOG.IKE]
LogLevel=15
[LOG.CM]
LogLevel=3
[LOG.CVPND]
LogLevel=3
[LOG.XAUTH]
LogLevel=3
[LOG.CERT]
LogLevel=3
[LOG.IPSEC]
LogLevel=15
[LOG.CLI]
LogLevel=3
[LOG.PPP]
LogLevel=1
[LOG.DIALER]
LogLevel=1
[LOG.FIREWALL]
LogLevel=1
[LOG.GUI]
LogLevel=1

VPN Client Linux/Solaris 1 15

Cisco VPN Client

/usr/local/bin/ipseclog /directory/clientlog.txt

/usr/local/bin

ipseclog ipseclog

Cisco VPN Client Linux/Solaris Release 4.0
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ipseclog
tail -f /directory/clientlog.txt
ipseclog ipseclog Ctrl
4 bg
view &
/usr/local/bin/ipseclog /directory/clientlog.txt &
ipseclog VPN Client ipseclog
ipseclog fg
Client
VPN Client VPN
vpnclient notify
vpnclient VPN

[root@Linux8 vpnclient]# vpnclient notify

Cisco Systems VPN Client Version 3.7 (Rel)

Copyright (C) 1998-2002 Cisco Systems, Inc. All Rights Reserved.
Client Type(s):Linux

Running on:Linux 2.4.18-14 #1 Wed Sep 4 13:35:50 EDT 2002 i686

Notification:

Your network administrator has placed an update of the Cisco Systems VPN
Client at the following location:

http://fake.cisco.com/

[root@Linux8 vpnclient]

H Cisco VPN Client Linux/Solaris Release 4.0
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