CHAPTER ;

Tunneling Protocols

TCP/IP
VPN 3000 Concentrator
VPN Concentrator VPN
Concentrator
VPN Concentrator
VPN Concentrator 3 VPN
« PPTP—
e L2TP— 2
e |PSec—- IP
VPN Concentrator  L2TP over IPSec L2TP over IPSec  Windows 2000
VPN L2TP/IPSec
PPTP L2TP IPSec
LAN-to-LAN IPSec Security Association LAN-to-LAN IKE
L2TP over IPSec Configuration | System | Tunneling Protocols | IPSec | IKE Proposals

Configuration | User Management

| 78-11137-02-J
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7 Tunneling Protocols |

M Configuration | System | Tunneling Protocols

Configuration | System | Tunneling Protocols

VPN Concentrator Manager Tunneling Protocols

 PPTP— PPTP
e L2TP — L2TP
e |PSec— IPSec

LAN-to-LAN — 2 VPN Concentrator VPN Concentrator
IPSec LAN-to-LAN
IKE Proposals— IPSec Security Association LAN-to-LAN IKE
7-1 Configuration | System | Tunneling Protocols

Save Needed[g]
Thiz section of the MManager lets vou confipure system-wide tunneling protocols.
In the left frame, or i the st of inks below, click the protocol you want:
s PPTT -- Point-to-Point Tunneling Protocol
s L2TP -- Layer 2 Tunneling Protocol
s [PEec -- IP Security Protocol

(To fully confipure IP3ec, go to the Traffic Manacsement section of the Wanager.)

VPN 3000 Concentrator
m. 78-11137-02-3 |
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Configuration | System | Tunneling Protocols | PPTP

Configuration | System | Tunneling Protocols | PPTP

PPTP
PPTP
GRE
PPTP VPN Concentrator PPTP Network Server
PNS PC PPTP
VPN Concentrator
PPTP Microsoft Windows 95/98 Microsoft
DUN 1.2 1.3 Windows NT 4.0 Windows 2000

PPTP PPTP Microsoft encryption MPPE
PPTP Configuration | Policy Management | Traffic
Management PPTP
Configuration | User Management

7-2 Configuration | System | Tunneling Protocols | PPTP

Thiz section lets vou confipure system-wide PPTT (Point-to-Pomt Tunneling Protocel) options.
&Disab]jng PPTT wll termunate any active PPTP sessions.

Enabled

Maximum Tunnel Idle ,57 seconds

Time
Packet Window Size |15 packets

Checl to Lt the transmitted packets based on the peer's recetve

Limit Transmit to Window [ .
witidow.

MMax. Tunnels |0 Enter 0 for unlimited tunnels.
MMax. Sessions/Tunnel |0 Enter 0 for unlimited sessions.
Packet Processing Delay |1 10805 of seconds

Acknowledgement Delay |500 millizeconds

Acknowled t
- |3
Timeout

seconds

Apply Cancel |

Cisco PPTP

VPN Cisco

VPN 3000 Concentrator

| 78-11137-02-J



7 Tunneling Protocols |

M Configuration | System | Tunneling Protocols | PPTP

Enabled

VPN Concentrator PPTP

~

PPTP

PPTP

Maximum Tunnel Idle Time

Packet Window Size

Limit Transmit to Window

Packet Window Size

Max. Tunnels

PPTP
VPN Concentrator

Max. Sessions/Tunnel

PPTP
Concentrator

Packet Processing Delay
PPTP

65535 1

PPTP

86400 24 5

PPTP
PPTP
16

PPTP

3060 :5000

3060 :5000

100

0

0.1

VPN

PPTP

] VPN 3000 Concentrator

78-11137-02-3 |
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Configuration | System | Tunneling Protocols | PPTP | |

Acknowledgement Delay

VPN Concentrator

50 5000 500

Acknowledgement Timeout

10 3

Apply / Cancel

PPTP Apply
VPN Concentrator Manager Configuration | System | Tunneling Protocols

Manager Save Needed

Cancel VPN Concentrator Manager
Configuration | System | Tunneling Protocols

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | L2TP

Configuration | System | Tunneling Protocols | L2ZTP

L2TP 2
L2TP L2TP PPTP L2F Layer 2 Forwarding
PPTP L2F L2TP
VPN Concentrator L2TP Network Server LNS PC
L2TP PC VPN Concentrator PC

Windows 2000 L2TP IPSec
L2TP Configuration | Policy Management | Traffic
Management L2TP

Configuration | User Management

7-3 Configuration | System | Tunneling Protocols | L2TP

Thiz section lets vou confipure system-wide L2TP (Layer 2 Tunneling Protocol) options.
&Disab]jng L2TP will termminate any active L2TP sessions.

Enabled
Maximum Tunnel Idle Time |50 seconds

Control Window Size |4 packets

Control Retransmit Interval |1 seconds

MMax. Tunnels |0 Enter 0 for unlimited tunnels.
MMax. Sessions/Tunnel |0 Enter 0 for unlimited sessions.

Hello Interval |50 seconds

Apply Cancel |

Control Retransmit Limit |4 Enter the mastmum number of times to retransmmit control packets.

Cisco L2TP

VPN Cisco

Enabled

VPN Concentrator L2TP

L2TP L2TP

] VPN 3000 Concentrator
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Configuration | System | Tunneling Protocols | L2TP | |
Maximum Tunnel Idle Time
L2TP
0
86400 24 60
Control Window Size
L2TP
1 16 4
Control Retransmit Interval
L2TP
1 10
Control Retransmit Limit
L2TP
1 32 4
Max. Tunnels
L2TP 0
VPN Concentrator 3060 :5000
0
Max. Sessions/Tunnel
L2TP 0 VPN
Concentrator 3060 :5000
0
Hello Interval
L2TP
Hello
1 3600 60
Apply / Cancel
L2TP Apply

VPN Concentrator Manager Configuration | System | Tunneling Protocols

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | L2TP

A

Manager Save Needed

Cancel VPN Concentrator Manager
Configuration | System | Tunneling Protocols

VPN 3000 Concentrator
m. 78-11137-02-3 |
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Configuration | System | Tunneling Protocols | IPSec | |

Configuration | System | Tunneling Protocols | IPSec

IPSec LAN-to-LAN IPSec Security Association
LAN-to-LAN IKE Internet Key Exchange
IPSec VPN
LAN-to-LAN client-to-LAN IPSec

IPSec

IPSec 2

Security Association 2

IKE SA 2
IPSec SA

IPSec LAN-to-LAN VPN Concentrator

IPSec client-to-LAN VPN Concentrator
SA SA

SA
Cisco VPN Client IPSec VPN Concentrator
VPN Concentrator IPSec
VPN Concentrator VPN
LAN-to-LAN
Cisco VPN Client IPSec
e Main Phase 1 ISAKMP Security Association
SA
e Aggressive Phase 1 ISAKMP Security Association
SA

ESP-MD5-HMAC-128
ESP-SHA1-HMAC-160

Preshared Keys
X.509
« Diffie-Hellman Group 1 2

DES-56

3DES-168

ESP-NULL
» Extended Authentication XAuth
« Mode Configuration ISAKMP Configuration Method
e Tunnel Encapsulation Mode

IKE IKE SA IKE
IPSec LAN-to-LAN Configuration | Policy Management | Traffic Management
| Security Associations IPSec SA IPSec
IKE Cisco IKE

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | IPSec

7-4 Configuration | System | Tunneling Protocols | IPSec

Save Needed[g]
Thiz section of the Manager lets vou confipure system-wide IPZec parameters.
In the left frame, or i the st of inks below, click the parameters you want:

o [PEec LAN -to-LATN -- TP3ec LAN-to-LAN comnections.
s [EE Proposals -- TEE proposals for IPSec Secunty Associations.

To fully confipure IP3ec, go to the Policy Wanagement section of the IManager.)

VPN 3000 Concentrator
m. 78-11137-02-3 |
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Configuration | System | Tunneling Protocols [IPSec LAN-to-LAN | |

Configuration | System | Tunneling Protocols |[I[PSec LAN-to-LAN

2 VPN Concentrator IPSec LAN-to-LAN

VPN Concentrator VPN LAN-to-LAN

VPN Concentrator
VPN Concentrator

LAN-to-LAN IPSec 2 VPN Concentrator
VPN Concentrator LAN
LAN-to-LAN
WAN
LAN-to-WAN
LAN-to-LAN VPN Concentrator

VPN Concentrator

LAN-to-LAN
VPN Concentrator
WAN
IPSec LAN-to-LAN VPN Concentrator
Configuration | Interfaces

LAN-to-LAN IKE
| System | Tunneling Protocols | IPSec | IKE Proposals

VPN Concentrator LAN-to-LAN

7-5 Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN

IPSec

VPN Concentrator

Configuration

Save Needed[g]
Thiz section lets yvou confipure IPSec LA -to-LAN connections.
Click the Add button to add a LAM-to-LAN comnection, or select a connection and click Modify or Delete.
LAN-to-LAN

Connection Actions
Branch 1 {192.168.34.56) on Ethernet 2 (Public)

Add

Modify
Delete

VPN 3000 Concentrator

| 78-11137-02-J
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M Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN

LAN-to-LAN Connection
LAN-to-LAN Connection

Name Peer IP Address on Interface
Branch 1 (192.168.34.56) on Ethernet 2 (Public)
--Empty--
Add / Modify / Delete
Add Configuration | System | Tunneling

Protocols | IPSec LAN-to-LAN | Add
VPN Concentrator Manager Configuration | System | Tunneling Protocols |
IPSec LAN-to-LAN | No Public Interfaces

Modify
Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Modify

Delete
VPN Concentrator Manager LAN-to-LAN
SA VPN Concentrator Manager

~

A

VPN Concentrator Manager

Manager
Save Needed

VPN 3000 Concentrator
m. 78-11137-02-3 |
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Configuration | System | Tunneling Protocols [IPSec LAN-to-LAN | No Public Interfaces | |

Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN |
No Public Interfaces

VPN Concentrator Manager No Public Interfaces
VPN Concentrator IPSec LAN-to-LAN
IP Public Interface

1 VPN Concentrator

7-6 Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | No Public
Interfaces

Touneed to have a public interface configured before adding a LA -to-LAN connection. Select and click on an
mterface you want to configure:

Interface Status IP Address [Subnet Mask
Ethernet 2 (Public Mot Confipured
LA Tnterface i slot 2, port & Mot Confipured
LA Tnterface i slot 2, port B (Mot Confipured

VPN Concentrator Manager Configuration | Interfaces

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add Modify

Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add

Modify
Add — IPSec LAN-to-LAN
Modify — IPSec LAN-to-LAN
IPSec LAN-to-LAN VPN Concentrator
Configuration | Interfaces
VPN Concentrator LAN-to-LAN
LAN-to-LAN
7-1
7-1 VPN Concentrator LAN-to-LAN
VPN Concentrator
3005 100
3015 100
3030 500
3060 1,000
3080 1,000

] VPN 3000 Concentrator
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Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN | Add Modify W
7-7 Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add Modify
MWodify an IPZec LAN-to-LAN connection.
ection,
. T
Add anew IPSec LAN-to-LAN comnection.
. . this
Name Enter the name for this LAM-to-LAN connection.
Interface [Ethemet2 (Public) (1921661234 7] - cicct the interface to put this LAN-to-LAN
connection on
Peer ,7 Enter the IP address of the remote peer for this AT
LAN-to-LAN connection.
Digital - o : I to
Certificate |N0ne {(lUse Prashared keys) J Zelect the Digital Certificate to use.
Preshared Key ,7 Enter th§ preshared key for this LA -to-LAT
connection. M -to-
Authentication |ESP,-"MD5,-"HMAC—1 78 j f:a:mfy the packet authentication mechanism to
Encryption | 3DES-163 = Epecify the encryption mechanism to use. bl
TKE Proposal ,m Zelect the ]KE Proposal to use for this LA -to-
LAN comnection.
Network Checlk to automatically discover networles. TP
Autodiscovery Parameters helow are ignored if checked. LANT
Local Network
Epecify the local network address list or the TP the
Network List |Use IP Addresspwildeard-mask below ¥ | address and wildeard mask for this LAN-to-LAN  psk
cotmection. siftons
5=al
IP Address Mote: Enter a wildcard mask, which is the
reverse of a subnet mask. & wildcard mask
has 15 i bit positions to ignoere, 08 in bit postions
Wildcard Maslk to match. For example, 10.10.1.0/0.0.0.255 = all the TP
10.10. 1.ann addresses. SLAN
Remote Network
Epecify the remote networks address lst or the IP the
Network List [Use IP Addresspwildeard-mask below ¥ | address and wildeard mask for this LAN-to-LAN  psk
cotmection. siftons
5=al
IP Address Mote: Enter a wildcard mask, which is the
reverse of a subnet mask. & wildcard mask
has 15 i bit positions to ignoere, 08 in bit postions
Wildcard Mask to match. For example, 10.10.1.0/0.0.0.255 = all
10.10. 1.ann addresses.
Add | cancel |
Add Modify VPN Concentrator
e Apply IPSec 2
L2L:< Name> In L2L:< Name> Out 1 1
« IPSec Security Association L2L:< Name
. 2 SA
Public

VPN 3000 Concentrator

| 78-11137-02-J
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M Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add

e PeerlIP

SA

Management | Traffic Management

Modify

VPN Concentrator

SA Configuration | Policy
Configuration | User Management

| Groups Configuration | Interfaces
SA
LAN-to-LAN
LAN-to-LAN VPN Concentrator IPSec LAN-to-LAN
VPN Concentrator VPN Concentrator
Local Network 10.10.0.0/0.0.255.255 11.0.0.0/0.255.255.255
Remote Network 11.0.0.0/0.255.255.255 10.10.0.0/0.0.255.255
VPN Concentrator
VPN Concentrator
N
Modify Apply
Name
SA
Interface
Add
LAN-to-LAN
VPN Concentrator
Public Interface Ethernet

WAN
Modify
LAN-to-LAN

Configuration | Interfaces

VPN Concentrator

] VPN 3000 Concentrator
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Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN | Add Modify W

Peer

LAN-to-LAN P
IP
192.168.34.56

Digital Certificate

Phase 1 IKE
PKI Public Key Infrastructure ID
Administration | Certificate Management

None Use Preshared Keys= Phase 1 IKE

Preshared Key

sZ9sl14ep7

IPSec LAN-to-LAN
Concentrator

Authentication
Security Payload
None=
ESP/MD5/HMAC-128 =128 MD5
Message Authentication Coding ESP
ESP/SHA/HMAC-160= 160 SHA-1
ESP
Encryption
Null = ESP
DES-56= 56 DES
3DES-168= 168 Triple-DES

VPN 3000 Concentrator

VPN Concentrator
10

Preshared

VPN

VPN
IPSec ESPEncapsulating

HMAC Hashed

HMAC

| 78-11137-02-J
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M Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add Modify
IKE Proposal
IKE Phase 1 IPSec
Configuration | System | Tunneling Protocols | IPSec | IKE Proposals
LAN-to-LAN IKE
IKE
IKE Cisco
CiscoVPNClient-3DES-MD5= XAUTH MD5/HMAC-128
3DES-168 SA D-H Group 2
XAUTH
IKE-3DES-MD5 = MD5/HMAC-128 3DES-168
SA D-H Group 2
IKE-3DES-MD5-DH1 = MD5/HMAC-128 3DES-168
SA D-H Group 1
Cisco VPN 3000 Client
IKE-DES-MD5 = MD5/HMAC-128 DES-56
SA D-H Group 1 Cisco
VPN 3000 Client
IKE-3DES-MD5-DH7 = MD5/HMAC-128 3DES-168
SA D-H Group 7 ECC
IKE movianVPN D-H ECC
Network Autodiscovery
VPN Concentrator LAN-to-LAN

RIP
1 Private Inbound RIP RIPv2/vl
Configuration | Interfaces
Local Remote Network
WAN
Local Network
LAN-to-LAN

VPN Concentrator Ethernet

VPN Concentrator

VPN Concentrator Remote Network

Network List

Management | Traffic Management | Network Lists

Configuration | Policy

] VPN 3000 Concentrator
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Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN | Add Modify

Use IP Address/Wildcard-mask below

Create new Network List Add

Add VPN Concentrator
Manager Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add |
Local Network List

VPN Concentrator Manager |IP Address
Wildcard Mask

0.0.0.0/255.255.255.255 =
10.10.1.35/0.0.0.0 = 10.10.1.35
10.10.1.35/0.0.0.255 = 10.10.1.nnn

P
VPN Concentrator P
10 10.100.00.0
Wildcard Mask
10
0.0.255.255 IP
Remote Network
LAN-to-LAN
VPN Concentrator VPN Concentrator

Local Network

Network List

Configuration | Policy
Management | Traffic Management | Network Lists

Use IP Address/Wildcard-mask below

Create new Network List Add

Add VPN Concentrator
Manager Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add |
Remote Network List

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add Modify

Manager IP Address Wildcard Mask

Wildcard Mask

IP Address
VPN Concentrator IP
10 11.00.1.0
Wildcard Mask
10
0.255.255.255 IP
Add Apply / Cancel
Add - LAN-to-LAN Add
VPN Concentrator Manager
Local Remote Network List
Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add | Done
Modify - LAN-to-LAN Apply
Apply

VPN Concentrator Manager Configuration | System | Tunneling Protocols
| IPSec LAN-to-LAN

A

VPN Concentrator Manager

Manager
Save Needed

Cancel VPN Concentrator Manager
Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN LAN-to-LAN
Connection

VPN 3000 Concentrator
m. 78-11137-02-3 |
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Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN | Add | Local Remote Network List Il

Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN | Add |
Local Remote Network List

IPSec LAN-to-LAN Local Network Remote Network
Configuration | System | Tunneling Protocols |
IPSec LAN-to-LAN | Add Network List ~ Create new Network List VPN

Concentrator Manager

Configuration | Policy Management | Traffic Management | Network Lists

Local Network List VPN Concentrator Manager VPN Concentrator Ethernet 1Private

Monitoring | Routing Table

1 200

7-8 Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add | Local
Remote  Network List

Configure and add a new MNetworle List for the Eemote end of an IPSec LAN-to-LAN connection

Configure and add a new MNetworle List for the Local end of an IPZec LAN-to-LAN connection. Click on
Generate Local List to generate a networke list based on routing entries on the Private mterface.

Mame of the Metwork List you are adding. The
natme must be umque.
s Enter the Metworks and Wildcard masks
using the following format: n.n.n.nm.n.nn
I=| (e.g 10.10.0.0/0.0.255.255).
s Note: Enter a wildcard mask, which is
the reverse of a subnet mask. 4
wildcard mask haz 1z i bit positions to
ignore, Oz in bit positions to match. For
example, 10.10.1.0/0.0.0.255 = all
10.10. 1 nom addresses.
s Each Network and Wildcard mask pair
f must be entered on a single line.
s The Wildcard mask may be omutted if the —
natural Wildcard mask is to be used.

List Name |L2L: Branch 1 {local)

Network List

il

Add | Generate Local List

List Name
VPN Concentrator Manager LAN-to-LAN

48

Local Network List Generate Local List

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add | Local

Network List

Remote Network List

1
n.n.n.n/w.w.w.w n.n.n.n IP
W.W.W.W
~
1
0 10.10.1.0/0.0.0.255 =
10.10.1.nnn
Manager
192.168.12.0 C
0.0.0.255
1 200

Generate Local List

Local Network List
Concentrator Ethernet 1 Private
200
Monitoring | Routing Table

Add

VPN Concentrator Manager

Network List

VPN Concentrator Manager VPN

VPN Concentrator Manager
List Name

Add

Remote Network List Configuration | System

| Tunneling Protocols | IPSec LAN-to-LAN | Add | Done

] VPN 3000 Concentrator

78-11137-02-3 |
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Configuration | System | Tunneling Protocols |IPSec LAN-to-LAN | Add | Done | |

Configuration | System | Tunneling Protocols |[IPSec LAN-to-LAN | Add |
Done

IPSec LAN-to-LAN VPN Concentrator
Manager

VPN Concentrator Manager

e Group — Configuration | User Management | Groups

» Security Association— Configuration | Policy Management | Traffic Management | Security
Associations

e Filter Rules — Configuration | Policy Management | Traffic Management | Rules

SA
LAN-to-LAN SA

7-9 Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add | Done

Save Needed[g]

An TPEec LA -to-LAN connection has been successfiully confisured. The following have been added to your
confipuration:

Authentication Server Internal
Group 192.168.34.56
Security Association L2L: Branch 1

L2L: Branch 1 Cut

Filter Rules 1o 5 ek 1 Tn

MWodifiring any of these ttems will affect the LAMN-to-LAN configuration. The Group is the same as your LAN-
to-LAN peer. The Security Association and Filter Rules all start with "TL2L:" to mdicate that they form a
LAN-to-LAN confipuration.

Ok

OK

Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN
OK LAN-to-LAN Connection
VPN Concentrator Manager

Manager Save Needed

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | IPSec |IKE Proposals

Configuration | System | Tunneling Protocols | IPSec |IKE Proposals

IKE
IKE Phase 1 IPSec
Phase 1 2
Phase 2
VPN Concentrator IPSec IKE
LAN-to-LAN VPN Concentrator

client-to-LAN VPN Concentrator

IPSec Security Association IKE
Configuration | Policy Management | Traffic Management | Security

Associations Security Associations

IPSec LAN-to-LAN IKE

Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN

72 IKE

7-10 Configuration | System | Tunneling Protocols | IPSec | IKE Proposals

Save
Add, delete, priontize, and configure TEE Proposals.

Zelect an Inactive Proposal and click Activate to make it Active, or click WModify, Copy or Delete as
appropriate.

Zelect an Active Proposal and click Deactivate to make it Inactive, or click Move Up or Move Down to
change itz priotity.

Click Add or Copy to add a new Inactive Proposal TEE Proposals are used by Secunty Associations to

IKE-3DES-MDE-DH?

Mowve Lp
tove Down
Add
odify
Copy
Delete

specify IKE parameters.
Active Inactive
Proposals Actions Proposals
CiscoYPNClient-3DES-MDE R IKE-3DES-MD5-RSA
IKE-3DES-MD5 ks IKE-3DES-SHA-DSA
IKE-3DES-MD5-DH1 g IKE-3DES-MD5-RSA-DH1
IKE-DES MD5 _ Demsivate>y | e

CiscoVPMNClient-3DES-MDE-RSA
CiscoVPMNClient-3DES-SHA-DSA

Cisco

7-2

Tunneling Protocols | IPSec | IKE Proposals | Add

IKE
Configuration | System |

] VPN 3000 Concentrator
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Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | |
7-2 Cisco IKE
Diffie- Lifetime
Authen. Encryption Hellman Measure- Data Time
Authen.Mode  Algorithm Algorithm  Group ments Lifetime Lifetime
CiscoVPNClient-3DE Preshared KeysMD5/ 3DES-168  Group 2 Time 10000 KB 86400 sec
S-MD5 XAUTH HMAC-128 (1024-bits)
IKE-3DES-MD5 Preshared Keys MD5/ 3DES-168  Group 2 Time 10000 KB 86400 sec
HMAC-128 (1024-hits)
IKE-3DES-MD5-DH1 Preshared Keys MD5/ 3DES-168  Group 1 Time 10000 KB 86400 sec
HMAC-128 (768-bits)
IKE-DES-MD5 Preshared Keys MD5/ DES-56 Group 1 Time 10000 KB 86400 sec
HMAC-128 (768-bits)
IKE-3DES-MD5-DH7 Preshared Keys MD5/ 3DES-168  Group 7 (ECC)lime 10000 KB 86400 sec
HMAC-128 .
(163-hits)
Diffie- Lifetime
Authen. Encryption Hellman Measure- Data Time
Authen.Mode  Algorithm Algorithm  Group ments Lifetime Lifetime
IKE-3DES-MD5-RSA RSA Digital MD5/ 3DES-168  Group 2 Time 10000 KB 86400 sec
Certificate HMAC-128 (1024-bits)
IKE-3DES-SHA-DSA RSA Digital SHA/ 3DES-168  Group 2 Time 10000 KB 86400 sec
Certificate HMAC-160 (1024-bits)
IKE-3DES-MD5-RSA RSA Digital MD5/ 3DES-168  Group 1 Time 10000 KB 86400 sec
-DH1 Certificate HMAC-128 (768-bits)
IKE-DES-MD5-DH7  Preshared Keys MD5/ DES-56 Group 7 (ECC)Time 10000 KB 86400 sec
HMAC-128 .
(163-bits)
CiscoVPNClient-3DE RSA Digital MD5/ 3DES-168  Group 2 Time 10000 KB 86400 sec
S-MD5-RSA Certificate HMAC-128 (1024-bits)
(XAUTH)
CiscoVPNClient-3DE DSA Digital SHA/ 3DES-168  Group 2 Time 100000 KB 86400 sec
S-SHA-DSA Certificate HMAC-160 (1024-bits)
(XAUTH
Active Proposals
IKE

VPN Concentrator

SA

IPSec

VPN Concentrator Manager IKE Proposal

VPN 3000 Concentrator

| 78-11137-02-J
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M Configuration | System | Tunneling Protocols | IPSec |IKE Proposals

Inactive Proposals

IKE
VPN Concentrator IPSec
IKE Proposal
Y
L2TP over IPSec IKE-3DES-MD5-RSA
Configuration | User Management
<< Activate
IKE Inactive Proposals

VPN Concentrator Manager
Active Proposals

>> Deactivate

IKE Active Proposals
Security
Association VPN Concentrator Manager
SA Security
Association VPN Concentrator Manager

Inactive Proposals

Move Up / Move Down

IKE Active Proposals
Move Up Move Down VPN Concentrator Manager
Active Proposals

Add
IKE Inactive Proposals
Configuration | System | Tunneling Protocols | IPSec | IKE Proposals | Add
Modify
IKE Active Proposals
Inactive Proposals Configuration | System |

Tunneling Protocols | IPSec | IKE Proposals | Modify

VPN 3000 Concentrator
m. 78-11137-02-3 |
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Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | |
Copy
IKE
Active Proposals Inactive Proposals
Configuration | System | Tunneling Protocols | IPSec | IKE Proposals | Copy
Inactive Proposals
Delete
IKE Active Proposals
Inactive Proposals
Security Association VPN Concentrator Manager

SA
VPN Concentrator Manager
IKE

A

VPN Concentrator Manager

Manager
Save Needed

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | Add

Modify Copy

Configuration | System | Tunneling Protocols | IPSec |IKE Proposals |

Add Modify

Proposal Name

Copy

Add — IKE
Modify — IKE
Copy — IKE
IKE
25 IKE
7-11 Configuration | System | Tunneling Protocols | IPSec | IKE Proposals | Add Modify
Copy
Copy a configured IKE Proposal
Modify a configured [KE Proposal
Configure and add a new IKE Proposal.
Proposal Name | Specify the name of this IKE Proposal. to
Authentication Mode |Preshared Keys x| Select the authentication mode to use.
Authentication Algorithmn |MDS/HMAC-128 = E:iem: the packet authenfication algorithm to
Encryption Algoritlan |30ES-168 = Select the encryption algorthm to use. E
Diffie- Hellman Group |Group 2 (1024-bits) = Select the Diffie Hellman Group to use.
Lifetime Measurement m E:;esct the lifetime measurement of the [KE
Diata Lifetime |1DDDD Specify the data lifetime in kilobytes (KB).
Time Lifetine |8 5400 Specify the time hfetime m seconds.
Add Cancel |
IKE 48

Authentication Mode

Certificate Management

VPN Concentrator
Administration |

] VPN 3000 Concentrator

78-11137-02-3 |
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Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | Add Modify Copy M

Preshared Keys=

RSA Digital Certificate = RSA

DSA Digital Certificate = DSA

Preshared Keys XAUTH =

XAUTH
RSA Digital Certificate XAUTH = RSA
XAUTH
DSA Digital Certificate XAUTH = DSA
XAUTH
PN 3000 Client VPN Client VPN 3000
Client Configuration | User Management | Groups | Add
Modify VPN Client
Configuration | User Management | Groups Add Modify [P Sec Authentication
Configuration | System | Tunneling Protocols | IPSec | IKE Proposals IKE
IKE IKE
IKE CiscoVPNClient
IKE IKE

Configuration | System | Tunneling Protocols | IPSec | IKE Proposals | Add Modify

Authentication Mode Preshared Keys
XAUTH RSA Digital Certificate XAUTH DSA Digital Certificate XAUTH
Authentication Algorithm

MD5/HMAC-128 = 128 MD5 HMAC Hashed

Message Authentication Coding

SHA/HMAC-160 = 160 SHA-1 HMAC

Encryption Algorithm

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | Add

DES-56= 56 DES

Modify Copy

3DES-168= 168 Triple-DES

Diffie-Hellman Group

IPSec SA
Diffie-Hellman generator

Group 1 768-bits = Diffie-Hellman Group 1
generator 768

Group 2 1024-bits = Diffie-Hellman Group 2
generator 1024

Diffie-Hellman

IPSec SA
Encryption Algorithm DES-56

IPSec SA
3DES-168Encryption Algorithm

Group 7 ECC = Diffie-Hellman Group 7 IPSec SA
163
movianVPN
Group 7 ECC
Lifetime Measurement
IKE SA IKE SA
Data Lifetime Time Lifetime
~
lifetime measurement VPN Concentrator
Time = SA Time Lifetime
Data = SA Data Lifetime
Both = Time
Lifetime  Data Lifetime
None= SA
86400 24
Data Lifetime
Lifetime Measurement Data Both IKE SA
100 KB 10000
KB 2147483647 KB

] VPN 3000 Concentrator

78-11137-02-3 |
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Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | Add Modify Copy M
Time Lifetime
Lifetime Measurement  Time Both IKE SA
60 86400 24 2147483647
68
Add Apply / Cancel
Add Copy
IKE Inactive Proposals Add Apply

VPN Concentrator Manager Configuration | System | Tunneling Protocols |
IPSec | IKE Proposals

Modify

IKE Apply
VPN Concentrator Manager Configuration | System | Tunneling Protocols | IPSec | IKE Proposals

A

VPN Concentrator Manager

Manager
Save Needed
Cancel VPN Concentrator Manager
Configuration | System | Tunneling Protocols | IPSec | IKE Proposals IKE

VPN 3000 Concentrator
[ 78-11137-02-J .m
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M Configuration | System | Tunneling Protocols | IPSec |IKE Proposals | Add Modify Copy

VPN 3000 Concentrator
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