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8 IP Routing |

M Configuration | System | IP Routing

Configuration | System | IP Routing

IP
» Static Routes:
e Default Gateways:
e OSPF: Open Shortest Path First
* OSPF Areas: OSPF
e DHCP: DHCP Proxy DHCP Relay

* Redundancy: Virtual Router Redundancy Protocol
« Reverse Route Injection: Reverse Route Injection

RIP OSPF
Configuration | Interfaces

8-1 Configuration | System | IP Routing
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| 8 IP Routing

Configuration | System | IP Routing | Static Routes | |

Configuration | System | IP Routing | Static Routes

IP RIP
OSPF
8-2 Configuration | System | IP Routing | Static Routes
Staitr Hautes firtipms
Static Routes
Static Routes P [destination network
address/subnet mask -> outbound destination] 192.168.12.0/255.255.255.0 -> 10.10.0.2
192.168.12.0/255.255.255.0 Default
-> default router address
--Empty--
N
3002 - 50
3005 -200
30XX - 10,240

12539 08/30/2001 22:07:55.270 SEV=2 IP/26 RPT=12
Routing Table Full, add new route failed.

VPN 3000 |
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8 IP Routing |

M Configuration | System | IP Routing | Static Routes

Add / Modify / Delete

Add VPN
Concentrator Manager Configuration | System | IP Routing | Static Routes | Add
Modify
VPN Concentrator Manager Configuration | System | IP Routing | Static
Routes | Modify VPN Concentrator
Manager Configuration | System | IP Routing | Default Gateways
Delete

VPN Concentrator Manager

Configuration | System | IP Routing | Default Gateways

VPN Concentrator Manager

VPN Concentrator Manager Save Needed
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Configuration | System | IP Routing | Static Routes | Add or Modify

Configuration | System | IP Routing | Static Routes | Add or Modify

e Add: P
« Modify:
8-3 Configuration | System | IP Routing | Static Routes | Add Modify
Metwark Sddress
LY r Alask
Ihess iy
apres vidies
reiTa
Network Address
IP
Destination 10
192.168.12.10
Subnet Mask
IP 10
255.255.255.0 P
VPN Concentrator Manager IP
P 192.168.12.0 C
255.255.255.0
0.0.0.0
Metric
1 16
1
VPN 3000
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8 IP Routing |

M Configuration | System | IP Routing | Static Routes | Add or Modify

Destination
VPN Concentrator 1
Router Address
IP
VPN Concentrator IP
10 10.10.0.2
Interface
Interface VPN Concentrator
Ethernet 2
LAN-to-LAN IP
Ethernet 1 Private
VPN
Concentrator
Add Apply / Cancel
Add
Apply
VPN Concentrator
Manager Configuration | System | IP Routing | Static Routes
Static Routes
VPN
Concentrator Manager Save Needed
Cancel VPN Concentrator Manager
Configuration | System | IP Routing | Static Routes Static Routes

| VPN 3000 |
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Configuration | System | IP Routing | Default Gateways | |

Configuration | System | IP Routing | Default Gateways
IP

Configuration | Quick | System Info

8-4 Configuration | System | IP Routing | Default Gateways

Bletis
immiied] el
Ly nbervray
e [Elan
-
Lialerway

Default Gateway

IP 10
192.168.12.77 VPN Concentrator
IP
0.0.0.0

0.0.0.0

VPN Concentrator
P
VPN Concentrator Manager

Metric

VPN 3000 |
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M Configuration | System | IP Routing | Default Gateways

Tunnel Default Gateway

10
0.0.0.0

IPSec LAN-to-LAN

N

10.10.0.2

0.0.0.0

VPN Concentrator

NAT Network Address Translation

VPN Concentrator

Override Default Gateway
RIP OSPF

Apply / Cancel

Apply
Default Gateway
Routing | Static Routes

Concentrator Manager

IP Routing

Override Default Gateway

Configuration | System | IP Routing
Configuration | System | IP
Static Routes

VPN
Save Needed

Cancel Configuration | System |

VPN 3000
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Configuration | System | IP Routing | OSPF | |

Configuration | System | IP Routing | OSPF

OSPF Open Shortest Path First

Configuration | Interfaces OSPF

OSPF IP
OSPF VPN Concentrator OSPF
2 RFC 2328
OSPF AS
AS OSPF Configuration | System | IP Routing
| OSPF Areas
8-5 Configuration | System | IP Routing | OSPF
Eaabled
Enabled
VPN Concentrator OSPF Enabled
Router ID
OSPF  OSPF
Router ID OSPF
OSPF Configuration | Interfaces
OSPF
Router ID
ID OSPF VPN Concentrator OSFP
ID IP
ID OSPF
IP
ID 10 P
10.10.4.6 0.0.0.0 OSPF
ID
)
ID ID OSPF
ID 0.0.0.0

VPN 3000 |
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8 IP Routing |

M Configuration | System | IP Routing | OSPF

Autonomous System

OSPF AS AS
AS AS
OSPF Reverse Rroute InjectionRRI
Autonomous System

VPN Concentrator OSPF
Autonomous System
VPN Concentrator RIP OSPF

Apply / Cancel

OSPF Apply
Configuration | System | IP Routing

VPN
Concentrator Manager Save Needed

Cancel Configuration | System | IP
Routing

VPN 3000 I
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IP Routing

Configuration | System | IP Routing | OSPF Areas

Configuration | System | IP Routing | OSPF Areas

OSPF OSPF
VPN Concentrator OSPF
VPN Concentrator OSPF
Configuration | Interfaces ID OSPF Area
8-6 Configuration | System | IP Routing | OSPF Areas
i5FF fawn Lriters
OSPF Area

OSPF Area VPN Concentrator OSPF
ID 10 IP

10.10.0.0 0.0.0.0

Add / Modify / Delete

OSPF Add
| IP Routing | OSPF Areas | Add

OSPF

Configuration | System

Modify

VPN Concentrator Manager Configuration | System | IP Routing | OSPF Areas | Modify

OSPF

Delete

OSP

OSPF Area

VPN 3000
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M Configuration | System | IP Routing | OSPF Areas

VPN Concentrator Manager

VPN Concentrator Manager Save Needed
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Configuration | System | IP Routing | OSPF Areas | Add Modify W
Configuration | System | IP Routing | OSPF Areas | Add Modify
* Add: OSPF
e Modify: OSPF
S
OSPF ID ID
8-7 Configuration | System | IP Routing | OSPF Areas | Add Modify
S [13
T Sy
Extirma] LEA& Tonpaid | £
Area ID
e Add: ID 10 P
10.10.0.0 0.0.0.0
* Modify: ID ID
Area ID OSPF ID
P
ID 0.0.0.0
Area Summary
OSPF LSA OSPF
Area Summary LSA
LSA
External LSA Import
LSA External LSA Import
LSA AS
LSA
» External AS LSA

* No External LSA

VPN 3000 |
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8 IP Routing |

M Configuration | System | IP Routing | OSPF Areas | Add Modify
Add Apply / Cancel
OSPF Add
OSPF Apply
Configuration
| System | IP Routing | OSPF Areas OSPF Area
VPN
Concentrator Manager Save Needed
Cancel VPN Concentrator Manager
Configuration | System | IP Routing | OSPF Areas OSPF Area

VPN 3000 I
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Configuration | System | IP Routing | DHCP Parameters | |

Configuration | System | IP Routing | DHCP Parameters

VPN Concentrator DHCP DHCP
Proxy DHCP
VPN P
Configuration | System | Address Management | Assignment Use DHCP
Configuration | System | Servers | DHCP 1
DHCP DHCP
8-8 Configuration | System | IP Routing | DHCP Parameters
Frshlsl
+ Thweot 3
Lizten Porl
I 1 Pl
Enabled
VPN DHCP IP DHCP Proxy
Enabled
Lease Timeout
DHCP 5
120 500000 DHCP IP

VPN Concentrator

DHCP

Listen Port

DHCP UDP
67 DHCP

Timeout Period
DHCP DHCP

DHCP 2

VPN 3000 |
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8 IP Routing |

M Configuration | System | IP Routing | DHCP Parameters

Apply / Cancel

DHCP Apply
Configuration | System | IP Routing

VPN
Concentrator Manager Save Needed

Cancel Configuration | System |
IP Routing

VPN 3000 I
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Configuration | System | IP Routing | DHCP Relay | |

Configuration | System | IP Routing | DHCP Relay

DHCP Relay VPN VPN
VPN Concentrator DHCP
DHCP
VPN Concentrator DHCP
DHCP
1 DHCP IP
DHCP DHCP VPN DHCP
DHCP VPN Concentrator VPN
DHCP DHCP
DHCP Relay VPN DHCP
DHCP Relay VPN Concentrator VPN Concentrator
DHCP
DHCP CPU
S
DHCP Relay Configuration | Policy Management | Traffic Management | Filters
DHCP In DHCP Out
1 o1 the Ceiligratian | Palicy Ranagrssei | Tl
aegeineiil | Fillem iir==
Fredilesl
(1§ o | Tr=in i
—fouy | Canoil |

Enabled

VPN Concentrator DHCP Relay

VPN 3000

Enabled

| 78-14741-01-3
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M Configuration | System | IP Routing | DHCP Relay

DHCP Info Transmission
VPN Concentrator DHCP

* Broadcast to all interfaces DHCP

DHCP

e Forward to a specific network/host address, including the subnet nisicP
P
255.255.255.255

Apply / Cancel
DHCP Relay
Apply Configuration | System | IP Routing
VPN
Concentrator Manager Save Needed
VPN 3000 I
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IP Routing

Configuration | System | IP Routing | Redundancy | |

Configuration | System | IP Routing | Redundancy

VRRP Virtual Router Redundancy Protocol

VPN Concentrator

VPN Concentrator

VPN Concentrator

VPN

VPN Concentrator

1 VPN Concentrator

VPN Concentrator

1
)
VPN Concentrator VRRP
VRRP VPN Concentrator
IPSec LAN-to-LAN IPSec
PPTP
* IPSec LAN-to-LAN
3 10
. IPSec PPTP
VRRP VPN Concentrator
Ethernet
Configuration | Interfaces
VPN Concentrator IPSec LAN-to-LAN
Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN
)
VPN Concentrator DHCP VRRP
VRRP P
VRRP
VPN VPN
VRRP
VRRP VRRP
Cisco Catalyst
VPN Concentrator Configuration | Interfaces
DOWN VPN Concentrator

VPN 3000
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8 IP Routing |
M Configuration | System | IP Routing | Redundancy
1 VRRP
VRRP Cisco Catalyst STP
STP VPN Concentrator
15 STP
Portfast Cisco Portfast
http://www.cisco.com/warp/public/473/12.html
8-9 Configuration | System | IP Routing | Redundancy
e e MeEal H B P P B TEl F.RF i v oostere AN inberEeies thad wi weiil w oandigione
VERP oo shaoldl sbvesly e condiguned [T yon Livs configue w addniond sderfas
Ensble VEEDP [
Croap [T |1 By ihas rsg ibis gl of redereda
Lamigs aeee |
Hale (IR -|
Lhermrresmresns laesm | [
Grmug Shared Sulidreoys
L iFrmr=j |1
1 iFmsrmal |
|
Enable VRRP
VRRP Enable VRRP
Group ID
VPN Concentrator
1 255

LAN

Group Password

VPN Concentrator
8
VRRP
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Configuration | System | IP Routing | Redundancy | |
Role
Role
VPN Concentrator
e Master Master Group
ID Master 1
e Backupl Backup5 Backup
Advertisement Interval
VRRP
Master Backup
Backup 1 1
255 Backup Master
Group Shared Addresses
IP
VPN Concentrator Manager Ethernet
Master Ethernet IP
VPN Concentrator Manager IP
Backup
Master IP
1 Private
Ethernet 1 Private IP
2 Public
Ethernet 2 Public IP
3 External
Ethernet 3 External IP
Apply / Cancel
VRRP Apply

Configuration | System | IP Routing

VPN 3000 |
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8 IP Routing |

M Configuration | System | IP Routing | Redundancy

VPN
Concentrator Manager Save Needed

Cancel Configuration | System |
IP Routing
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Configuration | System | IP Routing | Reverse Route Injection | |

Configuration | System | IP Routing | Reverse Route Injection

VPN Concentrator OSPF
RIP
reverse route injection RRI RRI
* Client PAT VPN 3002 Hardware
Client

Client Reverse Route Injection

Address Pool Hold Down Routes

* Network Extension MOdeNEM VPN 3002 Hardware ClieniNetwork Extension
Reverse Route Injection

e LAN-to-LAN Configuration | System | Tunneling Protocols | IPSec LAN-to-LAN | Add
Modify Routing

VPN Concentrator

VPN Concentrator OSPF RIP
Configuration | Interfaces | Ethernet 1 2 3 RIP OSPF
8-10 Configuration | System | IP Routing | Reverse Route Injection

Configure system-wide Reverse Rowfe bjecfion parameters. This feature adds specific routes to the routing table for
distribation via RIF or OBPF to neighbowing routers fior path discovery. Click on Generate Hold Down Routes to generate hold
down routes based on configured address pools.

Checkto add non-local (to the private

Client Reverse Route Injection [~ interface) client host routes to the routing
table.
Neiwork Exiension Check .to add hardware client network
A extension connection routes to the
Reverse Route Injection .
routity table.

J e Add or modify network address
and subnet mask using the
following standard format:
HAHLAHARR (2.

192168 90647255 255 255 193).
* Enter each network address and
subiriet mask pair on a single line.
& If you ate using the natural
subtiet tmask, wou may omit the

JJ subnet mask.

Apply Cancel | Generate Hold Down Routes |

Address Pool
Hold Down Routes

63205

VPN 3000 |
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8 IP Routing |

M Configuration | System | IP Routing | Reverse Route Injection

Client Reverse Route Injection

S

Client PAT
VPN 3002 Hardware Client

VPN Concentrator
Client Reverse Route Injection VPN
Concentrator

Address
Pool Hold Down Routes

Network Extension Reverse Route Injection

S

Network Extension Mode VPN 3002 Hardware Client

VPN 3002 Hardware Client VPN Concentrator
Network Extension Reverse Route Injection
VPN Concentrator VPN 3002
VPN 3002

Address Pool Hold Down Routes

N

Client PAT
VPN 3002 Hardware Client

Address Pool Hold Down Routes VPN Concentrator

Generate Hold Down Routes

. n.n.n.n/n.n.n.n
192.168.90.64/255.255.255.192 1
1
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Configuration | System | IP Routing | Reverse Route Injection | |

Client Reverse Route Injection Address Pool Hold Down Routes
VPN Concentrator VPN Concentrator

VPN Concentrator

Generate Hold Down Routes

A

Address Pool Hold Down Routes

Generate Hold Down Routes

Address Pool Hold Down Routes
Generate Hold Down Routes

Apply / Cancel
Reverse Route Injection
Apply Configuration | System | IP Routing
VPN
Concentrator Manager Save Needed
Cancel Configuration | System |
IP Routing

VPN 3000 |
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M Configuration | System | IP Routing | Reverse Route Injection
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