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MARS Install and Setup Guide for Cisco Security Monitoring, Analysis,
and Response System.
MARS CLI
HTML MARS
CMOS
MARS Install and Setup Guide for Cisco

Security Monitoring, Analysis, and Response System

Performing Command Line Administration Tasks p.6-1

Checklist for Upgrading the Appliance Software p.6-7

Configuring and Performing Appliance Data Backups p.6-18

Recovery Management p.6-26

Admin > System Maintenance > Set Runtime Logging Levels

Change Logging Levels

Fatal

Error

Warn

Info
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Debug

Trace

Files
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¥iew Backend Log

& Last:[0 |Days[t |Hrs[o |Mins

O start: | 2003 7] | Septernber =] |11 2] (14 |Hrs[4 |Mins
End: 2003 [=]|september =f|11 =1[15 [Hrs4 |Mins

All

Backend

Last
Start/End:
2

3

4 Submit

Admin > System Maintenance > View Audit Trail

Last:DD-HH-MM
Start/End:YY-MM-DD-HH-MM
2
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Admin > System Maintenance > View Log

all | Select Source: IBackend;I | Submit |

143387

Fatal Error Warn Info Debug
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3 Submit

Configuring and Performing Appliance Data Backups [p.6-18] Local
Controller 2

2:00

Database

Configuring and
Performing Appliance Data Backups p.6-18

Local Controller

1 Admin > System Maintenance > Retrieve Raw Messages
Retrieve Raw Messages:

Specify Time Range;
" ctart:| 2005w || october  (w|[7 w7 JHrs[1z [mins[ts |secs

End: |[2005 s october  w|[7 s|[f__|Hrs[zz|Mins[t5_=zecs

v Retrieve Data Fram Archived Files

f~ Retrieve Data From DB

~ Save To Local fi Sawve To Remote

[7 Force Generate Files Maxirnurn Mo, of Files: |:|
Select Reporting Device:

143753

2 Start End
3 Retrieve Data From Archived Files

Admin > System Maintenance > Data Archiving

4 Submit
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MARS
Retrieving Progress 0% Raw Message Files
Gzip

Get More Files
Raw Message Files Download
2005-10-07-06-14-28_2005-10-05-06-24-28.g9z Click Here to Download ,53

g
5 Click Here to Download

YYYY-MM-DD-HH-MM-SS_YYYY-MM-DD-HH-MM-SS.gz
6 Gzip WinZip
7 GNU Zip
33750A»Wed Jul 27 16:16:06 PDT 2005A»BR-FW-1A»10.4.1.1 Mon Jan 6 11:05:34 2003 <134>Jan 06
2003 11:03:53: %PIX-6-302001:Built inbound TCP connection 21000 for faddr 10.1.2.4/9000
gaddr 10.1.5.20/80 laddr 10.1.5.20/80

device ID>>date>>device name>>raw message

Microsoft Internet Explorer
Western European 1ISO Western European Windows
[ 1> ] A»

Local Controller

1 Admin > System Maintenance > Retrieve Raw Messages
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Retrieve Raw Messages:

Zpecify Time Range:

21

" start:| 2005 v October w7 v

7 |Hrs[iz |Mins[is |secs

End: [2005 v October  w|[7 ]|

7 |Hrs[zz |Mins[is |secs

¢~ Retrieve Data From Archived Files

{+ Retrieve Data From DB

~ Save To Local fe =ave To Rermote

W Force Generate Files Maximurm Mo, o
Select Reporting Device:
| all Devices Vl

2 Start End

3 Retrieve from Database
4

Save to Local -

Save to Remote -

5 Cached Files

Cached Files

A

Force Generate Files

6 Maximum No. of Files

7 Reporting Devices

8 Submit

MARS

Retrieving Progress 0%
Gzip

Cisco Security MARS Local Controller 4.1.x

f Files:

143784

Admin > System Maintenance > Data Archiving

Force Generate Files
Force Generate Files

Force Generate Files

MARS
Force Generate Files

All Devices

Raw Message Files
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Get More Files

Raw Message Files Download

2005-10-07-06-14-28_2005-10-058-06-24-28.gz Click Here to Download

143797

9 Click Here to Download
YYYY-MM-DD-HH-MM-SS_YYYY-MM-DD-HH-MM-SS.gz

10 Gzip WinZip

11 GNU Zip

33750A»Wed Jul 27 16:16:06 PDT 2005A»BR-FW-1A»10.4.1.1 Mon Jan 6 11:05:34 2003 <134>Jan 06
2003 11:03:53: %PI1X-6-302001:Built inbound TCP connection 21000 for faddr 10.1.2.4/9000
gaddr 10.1.5.20/80 laddr 10.1.5.20/80

device ID>>date>>device name>>raw message

Microsoft Internet Explorer

Western European 1SO Western European Windows
[ 1> ] A»
2
I/0
25 30 180
MARS 50 100 100e 200 GC GCm MARS

1 CLI
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2 hotswap
3

4

21

CMOS

CMOS

CMOS

CMOS

ESD

CMOS

3 CMOS

Cisco Security MARS Local Controller 4.1.x
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MARS

20 64

1 Management > User Management
2 Administrator Edit
3

4 Submit
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