12

Web

MARS Web Web MARS
100 MB  Web

MARS

Web Microsoft IS Windows Apache Solaris Linux

iPlanet Solaris

Web MARS
Microsoft Internet Information Sever
Solaris RedHat Linux  Apache Web

Solaris  Sun Java System Web Server

Microsoft Internet Information Sever

Microsoft Windows MARS Microsoft Windows
InterSect Alliance SNARE for IS MAR Web
Microsoft Windows MARS

Snare Agent for IIS

MARS IIs
InterSect Alliance Snare Agent for IIS Servers URL

http://www.intersectalliance.com/projects/SnarellS/index.html#Download

Windows Web SNARE MARS
SNARE Web
10 1>1 ] > InterSect Alliance > Audit Configuration
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http://www.intersectalliance.com/projects/SnareIIS/index.html#Download

12-1 SNARE  Web

INTFEeR)\ _ —r

ALLIANEDE

Snare for 115 - 115 Log to Syslog Service
InterSect Aliance Pty Ltd - v interzectalliance. com

TargetHost:  [10.2.3.43

Log Directany ||::'\W|NNT'\S}'StEm32'\LDgFi|ES'\
Destination & Spslog ¢ Custom Port I|§.1E.1

Syzlog Categony: |U$Ef jINutice j
Delimiter; & T&E © Comma O Other ||
Headers: ™ Displav 15 Header infarmation

The SnarellS Service must be restarted to enable changes:

] Cancel |

2 Target Host MARS IP
3 Log Directory
4 Destination Syslog

5 OK

IS Web

11 1> 1>
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12 Web

12-211S  Web
?'E Internet Information Services ;|g|5|
| action ziew|J<::-->||X|@|JE|blll| |
Tree | Marme: | Path -
% Inkernet Information Services GSE”D':S cijinetpublscripts
= B * office @IISHBIp ciwinntihelpiishelp %
.@ Default FTP Site @IIS.ﬁ.dmin CHAWINNTSystern32inet srviiisadmin
Q Default Web Site @IISSamples clinetpubliissammples
é Adriniskration \Web Sike @MSF\DC c:\program Filesicomman Files)systemimsade
Z§ny Default SMTP Virtual Server { Ei_vti_bin C:\Program Files\Common FilesiMicrosoft Sharediweb
[+l Defaulk MNTP Yirtual Server | | CgPrinters CAWINNT ek prinkers
GRpc CVWINNT Swskemn32iRpcProxy
@CertSrv CVWINNT \swsbem32 CertSry
GCertCDntrnl CUVWINNT systemn32) CertSr CertControl
GCertEnrDII CUVWINNT sysbem32\ Cert s CertEnroll
[:limages
Djrivate
D_vti_an
[:I_vti_lng
[:I_vti _pwt
[:I _wki_scripk
0wttt | |
@ help. gif

@ iisstart.asp
@ localstart. asp

@ ramc. gif

@ pagerror,gif

4 | Hin
| |
2 Tree Default Web Site
3 Properties
12-3
[Default web site Properties 21x]
Directony Security I HTTPF Headerz I Custom Errars I Server Extensions

Ywieh Site |

Operators I Ferformance I 15AP! Filters I Home Directony I Documents |

—Web Site [dentification

¥ HTTF Keep-tlives Enabled

Description:

IP Address: I[.-’-'«IIUnassigned] j Advanced___l

TCP Port: IBDBD 551 Part: I |
— Connechions

& Unlimited

= Limited Tox I 1,000 connestions [%

Connection Timeout: I 900 zeconds

—I¥ Enable Logging

Active log format:

IWSE Extended Log File Format

j Properties... |

o]

Cancel |

Ay |

Help

143260
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12 Web

4 Web Site
a. Enable Logging
b. Active log format W3C Extended Log Format
c. Properties

12-4

Extended Logging Properties 5[

General Properties | Extended Properties I

—Mew Log Time Period
£ Houly
= Daily
i wieekly
£ Manthly
€ Unlimited file size

& when file size reaches:
I‘l 9 E hE

[~ Use local time for file naming and rollover

Log file directary:

IZW'inDir‘Z\Sy&temBE\LngFiles Browsze... |

Log file name:  W3SWCT wesywrmmdd. log

%
(]S I Cancel Apply | Help | o
=+
d. General Properties New Log Time Period Daily

S

Log file directory  Audit Configuration

e. Extended Properties
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12 Web
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Extended Logging Properties x|

General Properties  Extended Properties |

— Extended Loagaing Dptions [%
N
Time [ time )

Estended Properties

- [w] Client IP Address [ c-ip )

- [w] Usger Mame [ ce-usermame )
- [ Service Mame [ 3-sitename |
- [w] Server Name [ s-computername |
- [w] Server P Address [ sip)

- [w] Server Part [ s-port )

- [v] Method [ ce-method )

- [w] URI Stem [ cz-uri-stem |

- [w] URI Query [ ce-uri-quen

- ] Protocol Status [ sc-status |

- W] WAin32 Status [ scowin32-status | j
i
0k, I Cancel Spply | Help | il
=+
f. OK
5 OK
MARS
1 Admin > Security and Monitor Devices > Add
2 Device Type Add SW Security apps on a hew host Add SW security apps on existing host
3 Device Name IP Addresses IP

4 Operation System Windows
5 Logging Info

6 Receive host log
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12 Web

12-6 Windows Web

05 Logging Information

Windows Operating System:  [microsoft windows 2003 =]
Logging mechanism: I Pull [v Receive
Domain Name: [ry_darnain |
Host login: [username |
Host passwaord: |........ |
@
Cancel | | Submit %
7 Submit
8
IP
Add Interface IP
9 Add IP/Network Mask IP
10 Apply
11 Reporting Applications
12 Select Application Generic Web Server Generic

13 Add

12-7 Windows Web

Web log format: | pgpe '

None
W3C_EXTENDED _LOG

143268

Cancel | | Submit

14 W3C_EXTENDED_LOG

15 Submit

10
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12 Web

Solaris RedHat Linux  Apache Web

Solaris  Sun Java System Web Server

S

Sun Java System Web Sever Netscape Enterprise Server iPlanet Web Server Sun ONE Web
Server
Web
Solaris Linux MARS MARS
Web
Solaris Linux
URL

http://www.cisco.com/pcgi-bin/tablebuild.pl/cs-mars-misc

)

UNIX Linux MARS
UNIX Linux Web
MARS Web Web agent.pl version 1.1 Web
MARS

~

perl curl
UNIX Linux
1
2 /opt/webagent
3 agent.pl webagent.conf  /opt/webagent
4 agent.pl

cd /opt/agent
chmod 755 agent.pl
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12 Web

5 webagent.conf

logfile_location = access log path
MARS_ip_port = MARS ip_address: port
username = a
password = b

access_log_path - Apache

MARS_ip_address - MARS P
port - 8080 MARS HTTPS TCP
webagent.conf webagentl.conf
webagent2.conf /opt/webagent

webagent.conf

agent.pl other_config file

other_config_file  Web
6 MARS crontab 5

crontab -e
5,10,15,20,25,30,35,40,45,50,55,0 * * * *

(cd /opt/webagent;./agent.pl webagentl.conf)
5,10,15,20,25,30,35,40,45,50,55,0 * * * *

(cd /opt/webagent;./agent.pl webagent2.conf)

Web
Apache Web
1 httpd.conf LogFormat common combined MARS
2 Apache
iPlanet Web
1 iPlanet Preferences tab
2 Logging Options

3 Log File MARS

4 Format Use Common Logfile Format
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12 Web

5 OK
6 iPlanet Web
MARS

1 Admin > Security and Monitor Devices > Add

2 Device Type Add SW Security apps on a new host Add SW security apps on existing host
3 Device Name IP Addresses IP
4 Operation System Solaris Linux

5 Logging Info
6 Receive host log

12-8 UNIX Linux Web

DS Logging Information

Logging mechanism: [~ Pull [ Receive

Host login: | |

Host password: | |

-
| cancel | [ Submit g
7 Submit
8
IP

Add Interface P
9 Add IP/Network Mask IP
10 Apply
11 Reporting Applications
12 Select Application Generic Web Server Generic

13 Add

Cisco Security MARS Local Controller 4.1.x 78-17020-01-J 12-9
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Web

12 Web

Wweb log format:

COMMON_ACCESS_LOG/COMBINED_LOG
sSQUID_LOG

METSCAPE _EXTENDED _LOG
METCACHE_WEB_ACCESS_DEFAULT_LOG
W3C_EXTENDED _LDG

14 Web Log Format

15 Submit

Cancel |

=t
I Submit |53
o
=t

—

Activate
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