10 Solaris Linux Windows

10 Solaris Linux
Windows

MARS
CheckPoint Firewalls Web

MARS

Windows - Microsoft

Solaris - Solaris

Linux - Linux

/
MARS

Sun Solaris Linux

Microsoft Windows
Syslog SNMP MARS MARS

Syslog SNMP MARS
To Run a Free-form
uery p.18-17
Sun Solaris Linux
Solaris Linux MARS 3
Solaris Linux
MARS Syslog
Solaris Linux MARS
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10 Solaris Linux Windows
Solaris Linux
MARS Linux/Solaris Syslog Linux/Solaris
Syslog
xferlog
inetd
1 xferlog FTP | ]
ftpd /etc/ftpd/ftpaccess
log transfers real,guest,anonymous inbound,outbound log syslog+xferlog
2 inetd inetd
inetd /etc/rc2.d/S72inetsve

/usr/sbin/inetd -s

/usr/sbin/inetd -t -s

Syslog
3 MARS
MARS
MARS
Solaris Linux Syslog
MARS Syslog Solaris

1 /etc/syslog.conf

*_.debug @MARS_hostname

MARS_hostname  MARS
syslog.conf
Solaris Linux
MARS

1 Admin > Security and Monitor Devices > Add
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10 Solaris Linux

10-1

Device Type:| Cisco IDS 3.1 [%

---HW based security devices---

Windows

Cisco IDS 3.1

= *peavice Cisco IDS 4.0

Cizco 105 12.2

Cisco PI¥ 6.0

—+ *AccessCisco PIX 6.1

Cisco PIX¥ 6.2

- Cisco PIX 6.3

= "Reporfl-icon Switch-Cat0s ANY

Cisco Switch-I05 12.2

Cizco VPN Concentrator 4.x

Extreme ExtremeWare 6.x

Generic Router version unknown
Login:{MetScreen Screen0s 4.0

NetScreen Screen0S 5.0
Passwpetwork Appliance NetCache Generic
---SW bazed security devices---

Add SW secunty apps on _new hast
Add SW security apps on existing host

-+ *Access

143270

2 Device Type Add SW Security apps on a hew host

10-2
4

| General | Reporting Applications

Yulnerability Assessment Info

—+ *Device Name: | |

—+ Access IP: | || || || |

=+ Reporting IP: | || || || |

— Operating SYStEH'I:IGeneric = |

—+ MNetBIODS Name: | |

— Monitor Resource INO -I

Usage:

Logging Info

Enter interface information:

| add Interface | | Remove Interface /1P |
Name: IP Address: Network Mask:
I [ethero L I I 0 T I 0 ML J{  add ip/Network Mask
3 Device Name Reporting IP
4 Operating System  Generic
5 Logging Info Receive Submit

6 Apply

Cisco Security MARS Local Controller 4.1.x
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10 Solaris Linux Windows

Microsoft Windows

MARS Microsoft Windows
Microsoft Windows

2
MARS
MARS
2
MARS MARS
MARS MARS
Microsoft Windows Snare Agent for Windows Snare
Agent MARS Snare Agent
Syslog MARS Snare Agent

Microsoft Windows

Microsoft Windows

Microsoft Windows

MARS  Microsoft Windows
InterSect Alliance SNARE Agent for Windows

MARS 4
1. Microsoft Windows SNARE Microsoft Windows
SNARE
2. MARS SNARE
Microsoft Windows SNARE
3. MARS UDP 514
4. MARS
Windows MARS
Microsoft Windows SNARE
SNARE
1
2 URL SNARE Agent for Windows

http://www.intersectalliance.com/projects/SnareWindows/index.html#Download

3 SnareSetup<version>.exe

4 Next
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10 Solaris Linux Windows

5 Next

6 Components Normal Installation Next

7 Next

8 Install

9 SNARE SNARE Microsoft
Windows EventLog

10 Yes SNARE Microsoft Windows EventLog

SNARE - Remote Event Logging for Windows

11 Snare Microsoft Windows SNARE
Microsoft Windows SNARE
Microsoft Windows SNARE MARS
SNARE Do you want Snare to take over control of your Event Log?
Yes
SNARE
1 All Programs > InterSect Alliance > Snare for Windows to SNARE - Remote Event

Logging for Windows

2 SNARE Do you want Snare to take over control of your Event Log?
Yes

3 Setup > Audit Configuration...

Audit Configuration

4

Enter the local host name - P DNS

Enter the snare server ip or dns addr. - MARS IP DNS
5

Enable SYSLOG header
Automatically set audit configuration
Automatically set file system audit configuration

6 OK Audit Configuration
7 File > Exit SNARE - Remote Event Logging for Windows

Snare
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10 Solaris Linux Windows

Microsoft Windows

Microsoft Windows

MARS 4
1. Windows MARS
NTP Specify the Time Settings p.5-10

1. Windows MARS

2. Administrator
- Windows
—  Windows NT Windows
—  Windows 2000 Server Windows
—  Windows Server 2003 Windows XP Windows

3. Windows

4, MARS

Windows MARS
5. Microsoft
Windows
Windows
domain\username Windows CORP\syslog
Windows
1 Administrative Tools > Default Domain Security Policy > Security Settings > Local

Policies > User Rights Management

2 domain\username Manage auditing and security log
Windows NT Windows
Windows NT MARS
1 Start > Programs > Administrative Tools > User Manager Policies
2 User Rights Manage auditing and security log
3 Audit
Windows 2000 Server Windows
Windows 2000 Active Directory Service ADS
Syslog Disabled
Windows 2000 MARS

Cisco Security MARS Local Controller 4.1.x

MARS

78-17020-01-J

10-6


http://www.cisco.com/en/US/products/ps6241/products_installation_guide_chapter09186a00804d85f0.html#wp29329

10 Solaris Linux Windows

1] 1> 1> 1> 1> ]

Local Security Settings

2 Local Policy

Security Settings > Local Security Policy > User Rights Mangamement

Manage auditing and security log

Security Settings > Local Security Policy > Audit Policy

Effective Setting Success, Failure
Windows Server 2003 Windows XP Windows
Microsoft Windows XP Home Edition [ 1>1 1>1 1>1 1
Remote Procedure Call Windows XP Professional
Windows Server 2003 Windows XP MARS

11 >0 1>1 1> 1> ]

Local Security Settings

2 Local Policy

Security Settings > Local Security Policy > User Rights Mangamement

Manage auditing and security log

Security Settings > Local Security Policy > Audit Policy

Log on/off
Windows Overwrite as needed
Windows
Windows MARS
Microsoft Windows MARS

MARS

1 Admin > Security and Monitor Devices > Add
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2 Device Type Add SW Security apps on a new host

Solaris Linux

Windows

Add SW security apps on existing host

3 Device Name IP addresses IP
4 Operating System > Windows
5 NetBIOS name
10-3 Window
| Genueral | Reporting Applications Yulnerability Assessment Info

- *Device Name: |sgﬂ-ie 111 |
-+ Access IP: [1oz Miea |z {5 |
- Reporting IP: [1oz Jfez |z |5 ]

Operating System:l windows = I

MNetBIODS Mame:

Logging Info

[netBIos_Mame]

Monitor Resource INO ,I

Usage:

Enter interface information:

| Add Interface

IP Address:

Remove InterfacefIP |

Name: Network Mask:

I [sthern | [1o2 [iea [z |5 ] [z55 |{z55 |{zss

|-|255 | | add IP fNetwork Mask

143263

6 Logging Info (O
7 Windows Operating System

Microsoft Windows 2000
Microsoft Windows 2003 Microsoft Windows XP
Microsoft Windows Generic

Microsoft Windows NT

S

Microsoft Windows XP Home Edition
Remote Procedure Call

Pull Receive

VAN

Cisco Security MARS Local Controller 4.1.x
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10 Solaris Linux Windows

9

Domain name —
Host login —
Host password — Host login

10 Submit

10-4 Window

0% Logging Information

Windows Operating System: IMicrgsgﬂ: Windows 2003 ;l
Logging mechanism: i Pull [¢ Receive
Domain Name: [ry_darnain |
Host login: |username |
Host password: [seeeenee |
@
Cancel | | Submit %
11 Submit
12 IP
13 Apply
14 Vulnerability Assessment Info
MARS
15 Done
16 Activate
8 Pull MARS

Windows
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Windows
Microsoft Windows MARS
Windows MARS
SNARE MARS
Windows

1 Admin >System Parameters > Windows Event Log Pulling Time Interval

Windows Event Log Pulling Time Interval

windows Event Log [z00 | (secs)
Pulling Time Interval:

w
o
" Back | | Submit 5
2 300 5
3 Submit
MARS MARS
MARS
MARS Management > IP Management Qualys
QualysGuard
1
Management > IP Management Edit
Admin > Security and Monitor Devices Edit

2 Vulnerability Assessment Info
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10-5

Solaris Linux

Windows

¥

| General

Yulnerability Assessment Info

Specify 0S5 and patch Information

s Select operating system from:

Microsoft wWindows 2000{ version: 5.0.4,2195,patch: SP 4 )

v| w Allow Dverwrite with Y&

¢~ Define new operating system:

Mame: | | Yersion: | |
Patch: | | Yendor: | |
Current running services:
Add New Service | | Delete Service
| Done | | Apply |
3 Specify OS and patch Information
Select operating system from
4
Define new operating system a.
a. Name
b. Version
c. Patch
d. Vendor
e. Apply
Select operating system from
General Operating System

Generic Apply
4
5
6 Apply
7 Done Host

Cisco Security MARS Local Controller 4.1.x
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10 Solaris Linux Windows

MARS
1
Management > IP Management Edit
Admin > Security and Monitor Devices Edit

2 Current running services  Add New Service

4 Submit
5 Add New Service Submit

6 Submit
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