IDS IPS

~

MARS

IDS IPS MARS
Entercept Entercept 2.5 4.0
Cisco Security Agent 4.x
Entercept Entercept 2.5 4.0
Entercept
Entercept Csv Entercept 2.5
Entercept Entercept
Entercept MARS Entercept
2.5 Entercept Ccsv
1 Program Files\Cisco IDS\Console\Database CoreShield.mdb
C:\temp
2 CoreShield.mdb  Microsoft Access Agents
3 Agents.txt CSV

4 Agents.txt  MARS

agents.txt
1,3,"entercept1",6,1,1,1,438,1,"127.0.0.1",0,,1051055867,2086

AgentID AgentTypelD ComputerName ComputerType
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NewFlag StatusID OperatingModelD VersionlD VersionModelD

License Note NoConnection UpTime

SNMP

1 Entercept

2 Configuration
3 Address Book
4 All Contacts SNMP Trap
5 +

6 New SNMP Trap

a. MARS Alias

b. Privilege Global

c. Status Enabled

d. DNS MARS

e. Community
f. Port

g. Protocol

MARS SNMP

1 Notifications
2 +

3 General

4 Agent Groups All Agents

5 Security Events
High Medium Low Information
6 System Events

Error Warning Information

7 Address Book
Selected Destinations

Available Destinations

8 OK

Cisco Security MARS Local Controller 4.1.x
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1P

Events by Severity Levels

IDS

IPS

Down
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MARS

Entercept

8

9

Admin > Security and Monitor Devices > Add

Device Type Add SW Security apps on a new host

Device Name
Apply
Reporting Applications
Select Application Entercept 2.5 or 4.0
Add
Console Name

Is Sensor

10 Agent Name

Management

Console

- om

-+ *Console Name:| |

Is Sensor

*Agent Name: | |

143220

Cancel | | Submit

11 Submit

Entercept

1

2

3

Add Agent

Device Name Agent Name

Cisco Security MARS Local Controller 4.1.x

IDS

IP addresses IP

Add New

Reporting IP

IPS
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IDS IPS

CSA Management Console CSA MC

7
Add Interface
4 Submit
Entercept
1 Load From CSV
2 FTP Csv
Entercept Agent CSV Entercept

3 Submit
Cisco Security Agent 4.x
Cisco Security Agent CSA  MARS

CSA MC CSA

SNMP MARS
MARS  SNMP IP CSA MC
CSA P MARS

CSAMC
41.1 MARS CSA
MARS CSA
MARS
CSAMC  Generic Windows Windows Generic Unix Linux
CSA MC
CSA SNMP CSA MC
CSA MC
CSA
411
4.1.1 CSA Cisco CSA 4.0
Cisco CSA 4.0 Cisco CSA 4.x
CSA Management Center
MARS CSA MC
CSA

CSA
CSA
oS
CSA MC
CSA
MARS
CSA
Cisco CSA 4.0 45
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7 IDS IPS

CSA Management Center

CSA SNMP MARS CSA MC MARS
CSA MARS

SNMP MARS CSAMC

CSA
SNMP MARS CSA MC

CSA MC SNMP MARS

MARS MARS

MARS

1 CiscoWorks Server

2 VPN/Security Management Solution >Management Center > Security Agents
3 Management Center Alerts
4 New
5 Name and Description SNMP
6 SNMP
7 Community name SNMP
8 Manager IP address MARS IP
9 Save
CSA
MARS 4.1.1 SNMP CSA MC Cisco CSA
Microsoft Internet Explorer CSA MC Web Cisco CSA 4.x
1 URL CSA MC
CSA MC URL CiscoWorks Desktop CSA
MC ActiveX

2 Reports > Host Details

3 New
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4 Groups <All Hosts> Viewer Type ActiveX (IE only)

5 View report

6 Export Excel 5.0 Document
7 Name csahosts.xls
8 Excel [ 1>1 ]
9 [ ] [ ( ) (.txt)]
10 | ] csahosts.txt
11 MARS
MARS HTML CSA

MARS CSA MC

MARS CSAMC
CSAMC SNMP MARS CSAMC
MC

MARS CSAMC

1 Admin > Security and Monitor Devices > Add

CSA

2 Device Type Add SW security apps on a new host
3 Device Name IP addresses
4 Apply

5 Reporting Applications

6 Select Application Cisco CSA 4.x
7 Add

8 Management Console

Management Console

IDS IPS
MARS CSA MC
CSA MC
MARS

IP

Add or edit agents for this csa management console.

Add Agent || Edit Agent || Delete Agent | | Load From File

Cisco Security MARS Local Controller 4.1.x

Cancel |

| Submit
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7 IDS IPS

9 Submit Done
10
CSA Submit Done
CSA
CSA
CSA
CSA CSA MC
CSA
1 Admin > Security and Monitoring Devices
2 Cisco CSA Management Center Edit
3 Reporting Applications Device Type Cisco CSA Management Center Edit
4 Add Agent
5
Edit Existing 8
IP 1
Add New 6
-+ & CSA agent will be added to this device.
-+ *Device Name: | |
- Reporting IP: | || || || |
| Add Interface | | Remove Interface |
Name: IP Address: Metwork Mask:
I [ethern 8 I I
[}
okl
Cancel | | Submit %
6 Device Name CSA
DNS
7 Reporting IP CSA MC IP
8 IP

Add Interface
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7 IDS IPS
9 Submit Done
10 Activate
CSA
CSA CSA MS
MARS
CSA MS
CSA
1 Admin > Security and Monitoring Devices
2 Cisco CSA Management Center Edit
3 Reporting Applications Device Type Cisco CSA Management Center Edit
4 Load From File
Remote File Location:
—+ *IP Address: | || || || |
-+ *User Name: | |
—+ *Password: | |
—+ *path: |
—+ *File Name: |
o
o
G
Ccsv CSA MC
CSA CSA
5 IP Address FTP CSA
6 User Name FTP
7 Password 6
8 Path
\ \<path_here>\
9 File Name
10 Submit
CSA MC

Cisco Security MARS Local Controller 4.1.x
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Success:
Status:0K

11 Done

7 IDS

IPS

CSA

CSA

7-1 CSA

Status:NumberFormatException occurred parsing
the file at line X

Csv

Error Occurred:
Status:DbDevice occurred parsing the file at line -1

CSA MC

Success:
Status:OK

CSA

Error Occurred:
Status:FileNotFoundException

FTP

Error Occurred:
Status:NoRouteToHostException

FTP MARS

Cisco Security MARS Local Controller 4.1.x
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