Admission Control NAC

Detection System IDS;

MARS
UDP  802.1X 212
EAP

MARS
Intrusion Prevention System IPS;

MARS
IDS
MARS

Extreme ExtremeWare 6.x

Cisco 10S 12.2 MARS
Cisco 10S 12.2
Cisco 10S 12.2
MARS
Cisco 10S 12.2
MARS Cisco 10S 12.2
MARS

MARS SNMP Telnet SSH

SNMP

Telnet

Cisco Security MARS Local Controller 4.1.x
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SSH
FTP
SNMP
SNMP
URL
http://cisco.com/en/US/products/sw/iosswrel/ps1835/products configuration guide chapter09186a008030c¢c762.html#w
p1001217
Telnet

Telnet
URL

http://cisco.com/en/US/products/sw/iosswrel/ps1818/products configuration example09186a0080204528.shtml

SSH

SSH
URL

http://cisco.com/en/US/products/sw/iosswrel/ps1834/products feature quide09186a008007fed9.html

FTP

FTP MARS FTP
FTP

TFTP FTP

URL
http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products tech note09186a008020260d.shtml

Cisco 10S 12.2
Cisco 10S 12.2 MARS
Syslog - Syslog
SNMP - SNMP RO
NAC - NAC Extensible Authentication Protocol EAP over UDP 802.1X
NAT -
NAT SSH Telnet
- Spanning-Tree Protocol STP;
L2 MARS STP
L2 L2 L2 MIB
MARS MIB L2 VLAN
LAN STP L2
Syslog
SNMP RO
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NAC
L2
IOS IPS SDEE
Syslog
Cisco ISO 12.2 MARS Syslog
1 Cisco I0S
2

Router(config)#logging source-interface <interface name>
Router(config)#logging trap <logging level desired>
Router(config)#logging <IP address of MARS Appliance>

SNMP RO
Cisco 10S SNMP RO SNMP
RO MARS SNMP SNMP
SNMP RO
1

Router> enable
Password:<password>
Router#

2 configure terminal

Router# configure terminal
1 1 Cntrl z
Router(config)#
3 SNMP

Router(config)# snmp-server community <read community> RO <ACL name if required>

MAC L2

4 SNMP write

Router(config)# snmp-server community <write community> RW

NAC

Cisco I0S 12.2 CatOS NAC
NAC

RADIUS -

Cisco Security MARS Local Controller 4.1.x
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- NAC AAA

NAC URL Monitoring and Reporting Tool
Integration into Network Admission Control

http://www.cisco.com/en/US/netsol/ns617/networking solutions white paper0900aecd801dee49.shtml
NAC 2

MARS NAC | EAP over UDP AAA
station-id P Syslog

NAC
Router(config)#eou allow ip-station-id
Router(config)#eou logging
URL NAC
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products feature gquide09186a008021650d.html

NAC 1]
802.1X
802.1X NAC 802.1X
Cisco Secure ACS
802.1X
Cisco Secure ACS 802.1X
Cisco Secure ACS AAA RADIUS AAA
AAA RADIUS
802.1X - ID
MAC
802.1X
3600
802.1X -
Cisco Secure ACS
DHCP DHCP MARS
802.1X
URL

Dotlx RADIUS

I0S

http://www.cisco.com/en/US/products/hw/switches/ps5023/products configuration _guide chapter09186a00804761ff.ht

ml

CatOS

http://www.cisco.com/en/US/products/hw/switches/ps708/products configuration guide chapter09186a008027947¢e.ht

ml
DHCP

I0S

http://www.cisco.com/en/US/products/hw/switches/ps5023/products configuration guide chapter09186a0080476208.ht

ml

CatOS

http://www.cisco.com/en/US/products/hw/switches/ps708/products configuration guide chapter09186a008022f26c.htm
|
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Cisco Secure ACS AAA MARS
802.1X Cisco Secure
ACS RADIUS Cisco Secure ACS
IOS IPS SDEE
SDEE Cisco I0S Telnet SSH
IOS IPS SDEE SDEE
MARS

IOS IPS Cisco 10S SDEE

1 Cisco 10S

2 MARS IOSIPS

Router(config)#ip http secure-server
Router(config)#ip ips notify sdee
Router(config)#ip sdee subscriptions 3
Router(config)#ip sdee events 1000
Router(config)#no ip ips notify log

S

no ips notify log IOS IPS Syslog IPS
MARS
Syslog SNMP RO MIB
MARS
L3
Cisco I0S 12.2

1 Admin > System Setup > Security and Monitor Devices > Add
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2 Device Type

Cisco 10S 12.2

Device Type: | Cisen 105 12,2

—+ *Device Name:

-+ Access IP:

—+ Reporting IP:

- *Access Type:

Login:

Password:

Config Path:
File Name:

SHMP RO
Community:

Enable Password:

|select =] |2DES

[

—+ Monitor Resource R
Usage:
g}
i
A Back | | Discover | | Next |Q
3 Device Name
MARS IP Security and Monitoring
Device MARS
hostname.domain
Windows Linux MARS
4 MARS Access IP IP
P P P
5 Reporting IP Syslog SNMP NetFlow MIB 3
P
IP P P
6 Access IP Access Type SNMP TELNET SSH FTP
MARS SNMP
MARS Telnet
MARS SSH
MARS FTP
7 MARS MIB SNMP RO Community
SNMP RO P MARS  SNMP RO
CPU MIB

Cisco Security MARS Local Controller 4.1.x
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8 MARS
Usage Yes
MARS CPU
9 I0S IPS SDEE
Add IPS SDEE
I0S IPS IPS I0S IPS I0S
DTM DTM
10S IPS Information
105 IPS Information
Reporting IP: 192.168.20.1
User Mame: | |
password: | |
Port
=
=
Test Connectivity | | Ccancel | | Submit | &
a. User Name HTTPS
b. Password
c. Port SDEE
MARS HTTPS SDEE HTTPS/SDEE
MARS IOS IPS XML
MARS SDEE
10 IP Discover
MARS
Discovery is done
MARS
11 MARS Submit
MARS
12 Activate
MARS
MARS
IP

Cisco Security MARS Local Controller 4.1.x

MARS

Monitor Resource

MARS

HTTPS

I0S IPS MARS

443

I0S IPS

78-17020-01-J

3-7



CatOS Cisco 10S 12.2 2
MARS
3
1. MARS
2. MARS
3. MARS
4.
Cisco 10S 12.2
Cisco 10S 12.2
Cisco I0S 12.2
CatOS
CatOS MARS
CatOS
MARS CatOS 2
2
MARS
CatOS MARS
MARS CatOS SNMP Telnet SSH FTP
MARS IP
IP URL

/len/US/products/hw/switches/ps708/products configuration quide chapter09186a008022f271.html#wp1019819

SNMP
Telnet
SSH
FTP

SNMP

SNMP
URL

IP
/len/US/products/hw/switches/ps708/products configuration _quide chapter09186a008022f271.html#wp1019819
SNMP

http://www.cisco.com/en/US/products/hw/switches/ps708/products configuration guide chapter09186a008022f27c.htm
|

Telnet

Telnet
URL

IP
/len/US/products/hw/switches/ps708/products configuration gquide chapter09186a008022f271.html#wp1019819
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SSH
SSH
URL
IP
len/US/products/hw/switches/ps708/products _configuration guide chapter09186a008022f271.html#wp1019819
FTP
FTP MARS FTP

FTP

TFTP FTP

URL
/len/US/products/hw/switches/ps708/products configuration quide chapter09186a0080279493.html#wp1040556

CatOS
SNMP RO
NAC 802.1X
L2
Syslog
CatOS SNMP RO
NAC
L2
CatOS Syslog
CatOS SNMP RO
SNMP
SNMP Catalyst SNMP

1
switch> enable
Enter password:<password>
switch> (enable)
2 SNMP
switch> (enable) set snmp community read-only <read community>

3 SNMP write

switch> (enable) set snmp community read-write <write community>
switch> (enable) set snmp community read-write-all <write community>

Cisco Security MARS Local Controller 4.1.x 78-17020-01-J
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4 RMON Ethernet CatOS RMON
Native I0OS

RMON

switch> (enable) set snmp rmon enable

switch> (enable) exit

CatOS
MARS

Step 1
set
Step 2

set

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

5

Syslog
Syslog CatOS
Syslog
logging server enable
MARS Syslog

logging

3

logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging
logging

server <IP address of MARS Appliance>

level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level
level

cdp 7 default
mcast 7 default
dtp 7 default
dvlan 7 default
earl 7 default
fddi 7 default

ip 7 default
pruning 7 default
snmp 7 default
spantree 7 default
sys 7 default

tac 7 default

tcp 7 default
telnet 7 default
tftp 7 default

vtp 7 default

vmps 7 default
kernel 7 default
filesys 7 default
drip 7 default
pagp 7 default
mgmt 7 default

mls 7 default
protfilt 7 default
security 7 default

server facility SYSLOG
server severity 7
buffer 250

timestamp enable

Cisco Security MARS Local Controller 4.1.x
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L2
L2 STP SNMP RO
L2 SNMP STP MIB IETF RFC 1493
3L3 L2 L2 MAC
STP
STP URL View Documents by topics Spanning Tree Protocol

http://www.cisco.com/en/US/partner/products/hw/switches/ps708/prod configuration examples list.html

http://www.cisco.com/en/US/products/hw/switches/ps708/products configuration guide chapter09186a008022f29c.html

MARS
MARS CatOS Cisco 10S 12.2
MARS Cisco 10S 12.2

1 Admin > System Setup > Security and Monitor Devices > Add

2
CatOS Device Type Cisco Switch-CatOS ANY
Cisco 10S 12.2 Device Type Cisco Switch-10S 12.2
3 Device Name
MARS P Security and Monitoring
Device MARS
hostname.domain
Windows Linux MARS
4 MARS Access IP IP
IP IP P
5 Reporting IP Syslog SNMP NetFlow MIB 3
P
IP P IP
6 Access IP Access Type SNMP TELNET SSH FTP
MARS SNMP
MARS Telnet
MARS SSH
MARS FTP
7 MARS MIB SNMP RO Community
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SNMP RO IP MARS  SNMP RO

CPU MIB

8 MARS
Usage Yes

MARS CPU

9 IP Discover

MARS
Discovery is done
MARS

10 MARS Submit

MARS

11 Activate

MARS
MARS
IP

MARS
MARS

Cisco FWSM 1.1, 2.2 2.3
Cisco IDS 3.1 4.0

Cisco IPS 5.x

Cisco I0S 12.2

HTML
Add Available Module
Module

Firewall Services Module FWSM Cisco Firewall
FWSM

Intrusion Detection Services Module IDSM Intrusion Prevention Services Module IPSM
Cisco IPS

Cisco 10S 12.2

MARS

Cisco Security MARS Local Controller 4.1.x

Monitor Resource

MARS

Add

PIX ASA

MARS
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1 Add Available Module

| Add Module

|| Edit Module ||

Remove Module

Add Available Module

| |Mndu|e Mame

|Mudu|e Type

[~ HQ-SW-1-msfc
[ HQ-SW-1-idsm

Cisco 105 12.2
Cisco IDS 3.1

143216

2 Select

3 Add

4

5

Edit Module

Cisco I0S 12.2
Cisco Firewall
Cisco IPS

6

7 Activate

MARS

Cisco 10S 12.2

1 Add Module

PIX ASA

MARS

Cisco Security MARS Local Controller 4.1.x

FWSM

SNMP RO

MARS

MARS

Submit

MARS
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2 Device Type

Device Type:

| Cisca Frsm 1.1 =]

— Access IP:

Mz,

— *Deyice Man]Cisco FWsM 2,
3.1

0

Cisco Furs

Cisco IDS
Cisco IDS 4,
Cisco 105 12.2
Cisco IPS 5%

Cisco 10S 12.2

]
I |

— Reporting IP:

—+ *Access Type:

Login:

Password:
Enable Password:
Config Path:

File Name:

SNMP RO Community

L
|select =] |zDES =l

—+ Monitor Resource WO =
Usage: =
[}
g
3 Device Name
MARS IP Security and Monitoring
Device MARS
hostname.domain
4 MARS Access IP IP
IP P P
5 Reporting IP Syslog SNMP NetFlow MIB 3
P
IP P P
6 Access IP Access Type TELNET SSH FTP
MARS Telnet
MARS SSH
MARS FTP
7 MARS MIB SNMP RO Community
SNMP RO P MARS  SNMP RO
CPU MIB
8 MARS Monitor Resource
Usage Yes

Cisco Security MARS Local Controller 4.1.x
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MARS CPU
9 P
MARS
Discovery is done
MARS
10 MARS

Extreme ExtremeWare 6.x

MARS Extreme ExtremeWare L2
MARS MARS SNMP
HTML

ExtremeWare

MARS ExtremeWare

ExtremeWare
ExtremeWare 2
L2 MARS
MARS ExtremeWare

1 Syslog

configure syslog add <MARS"s IP address> local7 debug
enable syslog

2 SNMP
enable snmp dotldTpFdbTable

configure snmp delete community readonly all
configure snmp delete community readwrite all

MARS
Discover
Submit
MARS
ExtremeWare
MARS Syslog

SNMP RO

configure snmp add community readonly encrypted <encrypted community string>
configure snmp add community readwrite encrypted <encrypted community string>

MARS ExtremeWare

MARS ExtremeWare

1 Admin > System Setup > Security and Monitor Devices > Add

2 Device Type Extreme ExtremeWare 6.x

Cisco Security MARS Local Controller 4.1.x
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3 Device Name

MARS P Security and Monitoring
Device MARS
hostname.domain

Windows Linux MARS

4 MARS Access IP IP

P P P

5 Reporting IP Syslog SNMP IP

IP P IP

6 Access IP Access Type SNMP

7 MARS MIB SNMP RO Community
SNMP RO IP MARS  SNMP RO

CPU MIB
8 MARS Submit
MARS
9 Activate
MARS
MARS

IP

MARS L2 L3 SNMP
Supported Devices and Software Versions for CS-MARS Local Controller 4.1 L2 L3

MARS

MARS

1 Admin > System Setup > Security and Monitor Devices > Add
2 Device Type Generic Router version unknown

3 Device Name

MARS P
Device

hostname.domain
Windows Linux MARS

Cisco Security MARS Local Controller 4.1.x

Security and Monitoring
MARS
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4 MARS Access IP IP
IP IP IP
5 Reporting IP Syslog SNMP IP
IP IP IP
6 Access IP Access Type SNMP
7 MARS MIB SNMP RO Community
SNMP RO P MARS  SNMP RO
CPU MIB
8 MARS Submit
MARS
9 Activate
MARS
MARS
IP

Cisco Security MARS Local Controller 4.1.x 78-17020-01-J  3-17



Cisco Security MARS Local Controller 4.1.x 78-17020-01-J  3-18



	第3章　ルータおよびスイッチ デバイスの設定
	シスコ製ルータ デバイス
	デバイス（Cisco IOS 12.2 稼働）に対する管理アクセスのイネーブル化
	必要なデータを生成するためのデバイス（Cisco IOS 12.2 稼働）の設定
	MARS でのシスコ製ルータの追加および設定

	シスコ製スイッチ デバイス
	CatOS が稼働するデバイスと MARS 間の通信のイネーブル化
	必要なデータを生成するためのデバイス（CatOS 稼働）の設定
	MARS でのシスコ製スイッチの追加および設定
	シスコ製スイッチへのモジュールの追加

	Extreme ExtremeWare 6.x
	必要なデータを生成するための ExtremeWare の設定 
	MARS での ExtremeWare スイッチの追加および設定 

	汎用ルータ デバイス
	MARS での汎用ルータの追加および設定



