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Report Selection

~

1 1
MARS
1 QUERY/REPORTS Reports
Name Schedule |Format|Recipients |Query Description Status Submitted |Time
Range
Activity: all - Run on Marrnal Mone Query Type: NAT This report lists Network Finished:  Jun 15, 2004 May 1, 2004
MNAT dermand connections ranked by Time Address Translations Jun 1@, §:32:09 PM  5:21:50 FM
Connections only Time: May 1, 2004 §:21:50 performed on nan- 2004 PDT PODT - Jun &,
PM PDT - Jun 6, 2004 denied sessions as 4:40:36 2004
§:31:50 PM POT reported to MARS, &M POT §:31:50 PM
FOT
Activity: &ll - Runon Trend  Mone GQuery Type: Destination This report ranks the Finished:  Jun 10, 2004 Jun 10, 2004
Top dernand Ports ranked by Sessions UDP and TCP destination Jun 10, 4:16:58 PM 3:16:58 PM
Destination only Time: 1hh:0mm:0ss ports of all events seen 2004 FOT FDT - Jun
Forts by MARS over the past  4:17:02 FM in, 2004
hour, This report is used FOT 4:16:58 FM
by pages in the FOT
Summary tab.
Activity: all - Every hour Mormal Mone Query Type: Destination IPs This report ranks the Finished:  Jun 17, 2004 Mov 30,
Top ranked by Sessions session destinations of  Jun 17, Z:15:52 PM 2003
Destinations Tirmne: all events seen by MARS 2004 PDT 1:05:52 PM
28ww:4dd:0Rh:10mrm:0ss over the past haur, This  2:15:52 PM PST - Jun o
report is used by pages FPODT 17, 2004 )
in the Surnmary tab, 2115152 PM ™
POT =
2 Activity:All - Top
Destinations Query Build Report
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B-2 Build Report

Build Report
Click the cells below to define the report:

Name Schedu|e|Format|Recipients |IJu13r}|f Description Status Submitted |Time Range
Activity: all - Every Mormal Mone Query Type: Destination IPs This report ranks the Finished: Jun 16, 2004 Moy 29, 2003
Top hour ranked by Sessions session destinations of all  Jun 16, 71542 PM £:05:42 PM
Destinations Time: events seen by MARS over 2004 FOT PST - Jun 16,
Z8wwiddd:0hh:10mm:0ss  the past hour, This report  7:15:42 P 2004 7:15:42
is used by pages in the FOT FM POT

Surmmary tab.

Submit | | Previous | | Next |
Time Range:
(¢ Last: DaysElHrsMins
" start:| 2004 v || June w16 v|[ta_JHrsfrz_]mins
End: | 2004 [ June v|[16 |3 _JHrs[5z_]Mins
w
oo
w
Submit | | Previous | | Next |$
3 Build Report Activity:All - Top Destinations Time Range
4 Submit
Report
B-3
¢ Activity: all - Every hour MNorral Mone Query Type: Destination IPs This report ranks the Fimished:  Jun 17, 2004 MNaow 30,
Top ranked by Sessions session destinations of  Jun 17, 2:15:52 PM 2003
Destinations Tirne: all events seen by MARS 2004 FOT 1:05:52 PM
28wwddd: 0hh:10mm:0ss aver the past hour, This  2:15:52 PM FST - Jun
report is used by pages PDT 17, 2004
in the Sumrmary tab. 2:15:52 PM
FOT
¢ Activity: all Run on Trend  Mone Query Type: Destination This report ranks the Finished:  Jum 8, 2004 Jun &, 2004
Events and dermand Ports ranked by Sessions UDP and TCP destination Jun &, 9:28:51 PM 8:28:51 PM
Metflow - Top  only Tirme: 1hh:0mm:0ss ports of all events 2004 POT POT - Jun &,
Destination {including Metflaw 9:29:03 PM 2004
Parts events) seen by MARS FOT 9:258:51 PM
aver the past hour, This FOT
report is used by pages
in the Surmrmary tab.
¢ Activity: All Fun on Mormal MNone Event type: Info/allSession, This report ranks all Mot Run Jun &, 2004  Jun &, 2004
Sessions - Top dermand Query Type: Destination destination ports by DZNZ0PM 9:19:20 PM
Destination only Ports ranked by Bytes bytes transferred, FOT POT - Jun &,
Ports by Bytes Transmitted 2004
Tirme: Ohhi10mm:0ss 9:29:20 PM
POT
¢ Activity: all Run on Mormal Mone Event type: Info/allSession, This report ranks all Mot Run Jun 8, 2004  Jun &, 2004
Sessions - Top dermand Query Type: Destination [Ps destinations by bytes Q25T PM 9:19:57 PM
Destinations by only ranked by Bytes Transmitted transferred. PCT PCT - Jun &,
Bytes Time: Ohh:10mm:0ss 2004
9:29:57 PM
FDT o=
[=2]
- =
WView HTML W Yiew Report | | Resubmit | | Add | | Edit | | Delete |[=r

1 Activity:All - Top Destinations
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2 Reports
View HTML HTML
View CSV Csv

3 View Report

Status
Status
1 QUERY /REPORTS > Query Query
B-4 Query
Query Event Data
Click the cells below to change query criteria:
Query type: Event Types ranked by Sessions, Ohh:10mm:0ss
Source IP Destination IP Service Events|Device|Severity|Zone|DOperation|Rule|Action|Reported
User
ANY AN AN AT ANY ANY ANYT MNone ANY AMY AN
C O I Jfany »
Keywords: [ None ]
w
o
=
Save As Report | | Save As Rule | | Submit Inline il
2 Query Edit Query Event Data
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B-5 Query Event Data

Query Event Data
Cliclk the cells below to change query criteria:

Query type: Sessions ranked by Time, Ohh: 10mm:0ss

|Source 1P |Destination IP |Service |Events |Device |Seuerity |Zone |Dperatiun |Ru|e |Actiun Reported User
H-10.1.252.250 H-65.54, 153,118 AN ANY AR ANY ik Mone ANY ANY ANY
Keywords: [ None ]
Result Format: |.ﬁ.ll Matching Sessions A
Order/Rank By:
Filter by Time:
* Last:DDaysElHrsMins
" Start:| 2004 | June v 2z w|[ta |Hrs[ag |mins
End: | 2004 v June v 2z w18 Hrsfas Imins
" Real Time
Use Only Firing Events: [~
Maximum rank returned: [100
L
[=2]
r—-
-t
2
3 Query Event Data
IP 10.1.1.6
IP mygroup 2 Apply
Query Save/Submit
B-6 Query Save/Submit
Query Event Data
Click the cells below to change query criteria:
Query type: Event Types ranked by Sessions, 2dd:0hh:0mm:0ss
Source IP Destination IP Service Events |Device|Severity | Zone|Operation|Rule|Action|Reported
User
[i0.2. 1.6 10.1.1.6 my group f10.0.0.0 / BackOrifice (src port: ANT AN ANY ANT  Mone ANYT AN ANY
255.0.0.0] n-10.0.0.0/8  ANY, dst port! 31337,
proto! TOP), BackOnfice
{s¥c port: ANY, dst pord:
31338, proto: TCOF)
N N | N N N | Ay | [Reey]
Keywords: [ None ]
=t
o
r—
| Save As Report | | Save As Rule | | Submit Batch =
4 Query Save/Submit Save as Rule Save as Report Submit Batch
Submit Batch
Batch Query
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B-7 Batch Query

Page Refresh Rate

Batch Query Selection

|Dwner |Query Status Submitted Time Range
fe Administrator, Query Type: Event Types ranked by Finished: Jun 21, 2004 Jun 21, 2004 Jun 21, 2004 7:57:0Z PM PDT -
Administrator (pnadmin) Sessions :07:08 PM POT :07:02 FM POT Jun 21, 2004 §:07:02 PM PDT
Tirne: Ohh:10mm:0ss
¢ Adrinistrator, Cuery Type: Event Types ranked by Mot Fun Mever May 5, 2004 11:52:25 &M PDOT -

Administrator (pnadrmin) Sessions

Jun 4, 2004 12:02:25 FM PDT
Tirne: dww:2dd:0hh:10mmm:0ss

¢ Administrator, Query Type: Event Types ranked by Finished: Jun 13, Jun 13, 2004
Administrator (pnadmin) Sessions

Tirme: 2ww:0dd:0kh:0rmen:0ss
¢ Adrinistrator, Event type: |= Buillfteardown/permitted IP Stopped: 16% Jun 13, Z004
aAdministrator {pnadmin) connection,
Query Type: Event Types ranked by
Sessions
Time: dww: 2dd:0hh:10mm:0ss
¢ Administrator, Query Type: Event Types ranked by Finished: Jun 13, Jun 13, 2004
Adrministrator (pnadmin) Sessions
Time: lww:add:0hh:10mm:0ss

May 30, 2004 12:58:32 PM PDT
2004 2:17:43 PM PDT 12:58:32 PM PDT - Jun 13, 2004 12:55:52 PM PDT

May 14, 2004 12:32:35 PM PDT
12:42:35 PM PDT - Jun 13, 2004 12:42:35 PM PDT

May 31, 2004 12:30:35 PM PDT
2004 1:37:15 PM PDT 12:40:35 PM PDT - Jun 13, 2004 12:40:35 PM PDT

View HTML Yiew Results | | Resubmit | | Stop | | Delete

Loy
o
[
o
=+
—

P ———

5 Batch Query Page
Refresh Rate  Never 135 10 15 30
6

View Results

MARS
QUERY / REPORTS > Batch Query > View Results

View Results
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