MARS MARS
Syslog

SNMP Syslog
MARS

1 Admin > Configuration Information

A-1 MARS

C5-MARS Device Config

= MName: [ czo-Doc

= |Interface|IP Address et Mask Default Gateway
Name
etho [to Mae ||1ao {151 |[z55 ||zs5 ||zs5 [{1za |10 ||ae [{149 |{z54 |
ethi [19z [{1ea |{t  |{ioo |[zss |{zss |{zss o |

- Mail Gateway:

IP:Port [64.101 176,533 HES
Email domain name: |gisco,com | (ex: Enter 'domainl’ for user@dormainl) E
g
2 Device Configuration IP
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3 Update
MARS 6
Syslog
SNMP
SMS
DTM Distributed Threat Mitigation DTM DTM
1 RULES > System Inspection Rules RULES > System Inspection Rules
2
Action Action Selection
Action/Operations Next
Action
A-2 Action Selection
Action
| | =
v Alert
r my rule

143789
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3 Action Selection Add

Remove Apply

Add Add Notification

A-3 Add Notification

Marne: Motify Remediation
Description: Rermediation Team

v Email | Change Recipient | [~ Syslog Change Recipient
[ FPage | Change Recipient O ShmMP | Change Recipient
- SMs | Change Recipient [~ PDistributed Threat Mitigation Change Recipient

ALARM OMNLY w

=]
e
Cancel | | Submit E

4 Add Notification Name Description
5

E-mail —

Syslog — Syslog

Page —

SNMP — SNMP

SMS —

DTM — DTM
SNMP Syslog
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6 Change Recipient

Syslog SNMP

User/User Group Selection

A-4 User/User Group Selection

Select

|P.|| Users V| | | |Search

|

-

Adrmin, Joe {Joe) ~

Adriinistrator, Administrator (pnadmin)

Manager, Paula

[ add || edit || Delete

User/User Group Selection
E-mail Page
— ID PGP

Syslog SNMP MARS

A-5 Device Selection

Cancel | | Submit

143782

Device Selection

v| | | ISearchI

Select
(=
=
-
=
-
v
I
-
™
i
I

[0.0.0.0T gsensor-56.aa-texas. cisca.com:
Manitar_Interface_10.0.0.0/%

[0.0.0.0] r1-4215: Monitor_Interface_10.0.0.0/8

| >

[0.0.0.0] gsensor-11.aa-texas.cisco.com:
Monitor_Interface_10.0.0.0/8

[10.10.,10.10] Intruvert: etherd
[10.10.10.11] mcafee: etherd
[10.10.10.13] ISS: etherD
[10.89,149,151] LC20-Doc ethd
[192.16&8.1.100] LCZ20-Doc: ethl
[192.168.6.123] Check Point Example

[192.168.7.123] Check Point Example

£l
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Cancel | | Submit
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Device Selection

Remove
E-mail Page User/User Group Selection
7 5 4
8 Add Notification Apply
9 Rule Summary Submit
— ID PGP

Management > User Management

1 Management > User Management Add

A-6 User Configuration

Fals
a3

Fazses-d

Fe-enke passwa-d

[ sk Hlame
=5k Hams
el ek
F il

b B

ek e
Herne Rz
rac

Faaer

e - e Pro- dar

ndrir

382 hir

|-..un.u-.
I“ dne roskeste -
|-'- I 1 al-ali

WIE a3
pocsEizr

| INRPENTTS

| KN T t e shone o prger wamzer = g QLR 4000 )
M. kA JH = lml

6
Rule Summary

Rules

User Management

2 Role

Admin MARS

Role

Notification Only MARS

Operator

Operator

Security Analyst Admin MARS

3

Cisco Security MARS Local Controller 4.1.x

concer |

Submit

-2
I
[

Admin Security Analyst
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4
Short Message Service SMS 8885551212@servprov.com
FAX
ID — 5552345678
5 10
6

Service Provider New Provider

A-7
A-7
Prowvider Mame: |TestPage |
Provider Phane Mao: [o180023545678 ](e.g: 3,18002345675 )
Provider Baudrate: [z4o0 ]
Cancel | | Submit %
7 Provider Name
8 Provider Phone No
IXO/TAP
18001234567 1-800-1234567
9 9,
1234567
9 Provider Baudrate
4800 9600
10 Submit User Configuration User Management
Admin Operator Notification Security Analyst

Cisco Security MARS Local Controller 4.1.x
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9,1-800-

1200 2400

78-17020-01-J

A-6



1 Select Group

2 Edit Group User Group
3 Add
4 Submit User Management
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