s

Cisco 7600

. URL Cisco 10S Configuration Fundamentals Configuration Guide Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_c/index.htm

. URL Cisco 10S Configuration Fundamentals Configuration Command Reference Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_r/index.htm

Cisco 7600 Series Router
Cisco 10S Command Reference URL Release 12.2

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/index.htm

. p-3-2

. p-3-3

o EXEC p.3-18

. p.3-23

o p.3-24

[ oL-4266-06-J
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3-1

Return

Router>

Cisco 10S
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. setup p.3-3

. p.3-11

o p.3-13
o p.3-13

. p.3-13

. p.3-14

. p.3-14

BOOTP p.3-16

setup

setup

setup

setup setup

[]

Configuring interface FastEtherent3/1:
Is this interface in use?: yes
Configure IP on this interface?: yes

setup

Configuring interface FastEthernetd/1:

Is this interface in use?[yes]: yes
Configure IP on this interface?[yes]: yes

setup

EXEC Router>

Cisco 7600 Cisco I0S
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Cisco 7600

System Bootstrap, Version 6.1(2)
Copyright (c) 1994-2000 by cisco Systems, Inc.
cb6k_sup2 processor with 131072 Kbytes of main memory

rommon 1 > boot diskO:c6sup22-jsv-mz.l121-5c.EX.bin

Self decompressing the image : ########H###HHHHHHEHHHHHIHEHHHFERBHHHISBHHHHERHHHS

FHAH AR R R R R R

FHA AR R R R R R R R R R R R R

FHA AR R R R R R R R R R R R R R

FHEH AR R R R R R
[OK]

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

IOS (tm) c6sup2_sp Software (c6sup2_sp-SPV-M), Version 12.1(5c¢)EX, EARLY DEPLOYM
ENT RELEASE SOFTWARE (fcl)

Synced to mainline version: 12.1(5c)

TAC:Home:Software:Ios General:CiscoIOSRoadmap:12.1

Copyright (c¢) 1986-2001 by cisco Systems, Inc.

Compiled Wed 28-Mar-01 18:36 by hgluong

Image text-base: 0x30020980, data-base: 0x306B8000

Start as Primary processor

00:00:05: %SYS-3-LOGGER_FLUSHING: System pausing to ensure console debugging out
put.

00:00:03: Currently running ROMMON from S (Gold) region
00:00:05: %$0IR-6-CONSOLE: Changing console ownership to route processor

System Bootstrap, Version 12.1(3r)E2, RELEASE SOFTWARE (fcl)
Copyright (c¢) 2000 by cisco Systems, Inc.
Cat6k-MSFC2 platform with 131072 Kbytes of main memory

rommon 1 > boot

Self decompressing the image : ###########HHHHHHEHHHHHHHEHHHFEHHHHIHBHAHHERHHS
FH AR R R R R R R R R R R R R R R R R
## [OK]

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco 7600 Cisco I0S
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cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

IOS (tm) MSFC2 Software (C6MSFC2-BOOT-M), Version 12.1(3a)E4, EARLY DEPLOYMENT R
ELEASE SOFTWARE (fcl)

Copyright (c¢) 1986-2000 by cisco Systems, Inc.

Compiled Sat 14-0Oct-00 05:33 by eaarmas

Image text-base: 0x30008980, data-base: 0x303B6000

cisco Cat6k-MSFC2 (R7000) processor with 114688K/16384K bytes of memory.
Processor board ID SAD04430J9K

R7000 CPU at 300Mhz, Implementation 39, Rev 2.1, 256KB L2, 1024KB L3 Cache
Last reset from power-on

X.25 software, Version 3.0.0.

509K bytes of non-volatile configuration memory.

16384K bytes of Flash internal SIMM (Sector size 512K).

Press RETURN to get started!

N

2
setup
--- System Configuration Dialog ---
Continue with configuration dialog? [yes/nol: ¥
At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.
Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system
__Eé
2
yes Return Return

yes

Would you like to enter the initial configuration dialog? [yes]:

First, would you like to see the current interface summary? [yes]:

Cisco 7600 Cisco I0S
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yes

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES TFTP administratively down down
GigabitEthernetl/1 unassigned YES TFTP administratively down down
GigabitEthernetl/2 unassigned YES TFTP administratively down down
GigabitEthernet3/1 unassigned YES TFTP administratively down down
GigabitEthernet3/2 unassigned YES TFTP administratively down down
GigabitEthernet3/3 unassigned YES TFTP administratively down down
GigabitEthernet3/4 unassigned YES TFTP administratively down down
GigabitEthernet3/5 unassigned YES TFTP administratively down down
GigabitEthernet3/6 unassigned YES TFTP administratively down down
GigabitEthernet3/7 unassigned YES TFTP administratively down down
GigabitEthernet3/8 unassigned YES TFTP administratively down down
setup yes

Current interface summary

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES TFTP administratively down down
GigabitEthernetl/1 172.20.52.34 YES NVRAM up up
GigabitEthernetl/2 unassigned YES TFTP administratively down down
GigabitEthernet3/1 unassigned YES TFTP administratively down down
GigabitEthernet3/2 unassigned YES TFTP administratively down down
GigabitEthernet3/3 unassigned YES TFTP administratively down down
GigabitEthernet3/4 unassigned YES TFTP administratively down down
GigabitEthernet3/5 unassigned YES TFTP administratively down down
GigabitEthernet3/6 unassigned YES TFTP administratively down down
GigabitEthernet3/7 unassigned YES TFTP administratively down down
GigabitEthernet3/8 unassigned YES TFTP administratively down down

Cisco 7600 Cisco I0S
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IP

1P 8
Configuring global parameters:

Enter host name [Router]: Router

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: barney

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: wilma

EXEC EXEC
EXEC

EXEC
ROM ROM

[two words]

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: bambam

[ oL-4266-06-J
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Enhanced Interior Gateway Routing Protocol EIGRP

Ip yes Return EIGRP

Configure IP? [yes]:
Configure EIGRP routing? [yes]:
Your IGRP autonomous system number [1]: 301

8 SNMP yes
no

Configure SNMP Network Management? [yes]:
Community string [public]:

SNMP
. URL Cisco 10S Configuration Fundamentals Configuration Guide Release 12.2 Cisco
IOS System Management Configuring SNMP Support
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcer/ffun_c/fefprt3/fcf014.htm
. URL Cisco 10S Configuration Fundamentals Configuration Command Reference Release 12.2

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_r/index.htm
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The following configuration command script was created:

hostname router

enable secret 5 $1SS3LxSuiTYg2UrFK1UOdgWdjvxw.
enable password lab

line vty 0 4

password lab

no snmp-server

1

ip routing eigrp 301

1

interface Vlanl

shutdown

no ip address

!

interface GigabitEthernetl/1
shutdown

no ip address

1

interface GigabitEthernetl/2
shutdown

no ip address
1

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
% You can enter the setup, by typing setup at IOS command prompt
Router#
setup
%
Cisco 7600 Cisco 10S
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1
Do you want to configure GigabitEthernetl/l interface? [no]: yes
Configure IP on this interface? [no]: yes
IP address for this interface: 172.20.52.34
Subnet mask for this interface [255.255.0.0] : 255.255.255.224
Class B network is 172.20.0.0, 27 subnet bits; mask is /27
2
Do you want to configure FastEthernet5/1 interface? [nol: ¥
Configure IP on this interface? [nol: ¥y
IP address for this interface: 172.20.52.98
Subnet mask for this interface [255.255.0.0] : 255.255.255.248
Class B network is 172.20.0.0, 29 subnet bits; mask is /29
3
3

Use this configuration? [yes/no]:

no # setup
yes
NVRAM RAM
Use this configuration? [yes/nol: yes
[OK]

Use the enabled mode ‘configure’ command to modify this configuration.
Press RETURN to get started!

Return

Router>

Cisco 7600 Cisco I0S
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setup
configure
show version

Router# show version

Cisco Internetwork Operating System Software

IOS (tm) c6sup2_rp Software (c6sup2_rp-JSV-M), Version 12.1(5c)EX, EARLY DEPLOY)
Synced to mainline version: 12.1(5c)

TAC:Home:Software:Ios General:CiscoIOSRoadmap:12.1

Copyright (c) 1986-2001 by cisco Systems, Inc.

Compiled Wed 28-Mar-01 17:52 by hgluong

Image text-base: 0x30008980, data-base: 0x315D0000

ROM: System Bootstrap, Version 12.1(3r)E2, RELEASE SOFTWARE (fcl)
BOOTFLASH: c6sup2_rp Software (c6sup2_rp-JSV-M), Version 12.1(5c)EX, EARLY DEPL)

Router uptime is 2 hours, 33 minutes
System returned to ROM by power-on (SP by power-on)
Running default software

cisco Catalyst 6000 (R7000) processor with 114688K/16384K bytes of memory.
Processor board ID SAD04430J9K

R7000 CPU at 300Mhz, Implementation 39, Rev 2.1, 256KB L2, 1024KB L3 Cache
Last reset from power-on

Bridging software.

X.25 software, Version 3.0.0.

SuperLAT software (copyright 1990 by Meridian Technology Corp) .

TN3270 Emulation software.

1 Virtual Ethernet/IEEE 802.3 interface(s)

48 FastEthernet/IEEE 802.3 interface(s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

381K bytes of non-volatile configuration memory.

16384K bytes of Flash internal SIMM (Sector size 512K).
Configuration register is 0x2
Router#

URL Cisco 10S Interface Configuration
Guide

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/finter_c/index.htm

no

Would you like to enter the initial dialog? [yes]: no

[ oL-4266-06-J
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EXEC Router> enable
Router> enable
Y
EXEC #
Router#
# configure terminal

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

interface rype slot/interface

Router (config)# interface fastethernet 5/1
Router (config-if)#

end

[p.3-13]

help

Cisco 10S
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EXEC
running-config

Router# show running-config
Building configuration...

Current configuration:
Current configuration : 3441 bytes
1
version 12.1
service timestamps debug datetime localtime
service timestamps log datetime localtime
no service password-encryption
!
hostname Router
1
boot buffersize 522200
boot system flash diskO:c6sup22-jsv-mz.121-5c.EX.bin
enable password lab
!
redundancy
main-cpu
auto-sync standard
ip subnet-zero
no ip finger
!
cns event-service server
1

1
interface FastEthernet3/3
ip address 172.20.52.19 255.255.255.224

!
line con 0
exec-timeout 0 0O
transport input none
line vty 0 4
exec-timeout 0 0O
password lab
login
transport input lat pad mop telnet rlogin udptn nasi
!
end
Router#

NVRAM
EXEC # copy running-config startup-config

Router# copy running-config startup-config

NVRAM show startup-config EXEC

show running-config EXEC

Cisco 7600 Cisco 10S
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show
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1P

1 Router(config)# ip default-gateway A.B.C.D

2 Router# show ip route P

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip default-gateway 172.20.52.35

Router (config) # end

3d17h: %$SYS-5-CONFIG_I: Configured from console by console
Router# show ip route

Default gateway is 172.20.52.35

Host Gateway Last Use Total Uses Interface
ICMP redirect cache is empty

Router#

Telnet SNMP

1 Router (config)# ip route dest_IP address mask
{forwarding IP | vlan vlan_ID}

2 Router# show running-config

ip route 1P 171.10.5.10
1P

172.20.3.35

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip route 171.10.5.10 255.255.255.255 172.20.3.35
Router (config) # end

Router#

Cisco 7600 Cisco I0S
m. OL-4266-06-J |




show running-config

Router# show running-config
Building configuration...

ip default-gateway 172.20.52.35

ip classless

ip route 171.10.5.10 255.255.255.255 172.20.3.35
no ip http server

!

line con 0

transport input none

line vty 0 4

exec-timeout 0 0O

password lab

login

transport input lat pad dsipcon mop telnet rlogin udptn nasi
!

end

Router#
ip route 1P 171.20.5.3

VLAN 1

Router# configure terminal

Router (config)# ip route 171.20.5.3 255.255.255.255 vlan 1
Router (config) # end

Router#

show running-config

Router# show running-config
Building configuration...

ip default-gateway 172.20.52.35

ip classless

ip route 171.20.52.3 255.255.255.255 Vlanl
no ip http server

1

!
x25 host z

1

line con 0

transport input none

line vty 0 4

exec-timeout 0 0

password lab

login

transport input lat pad dsipcon mop telnet rlogin udptn nasi
!

end

Router#

Cisco 7600 Cisco 10S
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BOOTP
Bootstrap Protocol BOOTP MAC
1P BOOTP
1P BOOTP 1P
BOOTP 1P 0.0.0.0
0.0.0.0 erase startup-config
1P
BOOTP 1P MAC
MAC BOOTP BOOTP
BOOTP
1 BOOTP
2 MAC
3 BOOTP /usr/etc/bootptab
Return
4  BOOTP
Cisco 7600 Cisco 10S
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reload BOOTP IP
BOOTP

# /etc/bootptab: database for bootp server (/etc/bootpd)

#

# Blank lines and lines beginning with '#' are ignored.

#

# Legend:

#

# first field -- hostname

# (may be full domain name and probably should be)

#

# hd -- home directory

# bf -- bootfile

# cs -- cookie servers

# ds -- domain name servers

# gw -- gateways

# ha -- hardware address

# ht -- hardware type

# im -- impress servers

# ip -- host IP address

# lg -- log servers

# lp -- LPR servers

# ns -- IEN-116 name servers

# rl -- resource location protocol servers

# sm -- subnet mask

# tc -- template host (points to similar host entry)

# to -- time offset (seconds)

# ts -- time servers

#

#

HeHHHH AR R H A H A H SRS R AR R R R AR AR R
# Start of individual host entries

HEHH AR R H A H A H A H RS S AR R R R R AR AR R

Router: tc=netcisco0: ha=0000.0ca7.ce00: ip=172.31.7.97:
dross: tc=netcisco0: ha=00000c000139: ip=172.31.7.26:
Cisco 7600 Cisco 10S
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[ | EXEC

EXEC

EXEC
° p3— 18
* enable password enable secret p-3-18
o p.3-19
L EXEC TACACS+ p.3-19
. p-3-20
o p.3-21
EXEC
Router (config) # enable password password EXEC
EXEC [lab]

Router# configure terminal
Router (config) # enable password lab
Router (config) #

p.3-22

enable password enable secret

Trivial File Transfer Protocol TFTP;

enable password enable secret

enable secret

enable secret enable password
2
Router (config) # enable password [level levell EXEC

{password \ encryption-type encrypted-password}

Router (config)# enable secret [level levell]

{password \ encryption-type encrypted-password} enabkspassword

enable secret

Cisco 7600 Cisco I0S
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EXEC ||
level
privilege level
service password-encryption
more system:running-config
Cisco 7600
N
NVRAM
p.3-23
p.3-22
Router (config-line)# password password
p.3-22
EXEC TACACS+
TACACS+
. URL Cisco 10S Security Configuration Guide Release 12.2 Authentication, Authorization,

and Accounting AAA
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fsaaa/index.htm
. URL Cisco 10S Security Command Reference Release 12.2

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/index.htm

TACACS+ EXEC

Router (config)# enable use-tacacs EXEC TACACS
ID

Cisco 7600 Cisco I0S
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EXEC

EXEC TACACS enable EXEC
TACACS+

TACACS+ UNIX TACACS+

enable use-tacacs tacacs-server authenticate enable

EXEC
S
TACACS enable use-tacacs
EXEC
enable
TACACS
Cisco I0S
Cisco I0S

Router (config) # service password-encryption

Border Gateway Protocol BGP
service password-encryption

A

service password-encryption

p.3-23

p.3-22

Cisco 7600 Cisco I0S
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EXEC
Cisco I0S 2
EXEC EXEC 16
clear line
2 2 configure
3

° p3—21
. p.3-21
o p-3-21
o p-3-22
° p.3-22

1 Router (config) # privilege mode level level
command

2 Router(config)# enable password level Ievel
[encryption-type] password

p.3-22

Router (config-line)# privilege level level

p.3-22

Router# enable Ievel

Cisco 7600 Cisco 10S
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[ | EXEC

Router# disable lev

el

1 Router#

show running-config

2 Router#

show privilege

Router# show running-config

enable password lab

Router# show privilege
Current privilege level is 15
Router#

Cisco 10S
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2 NVRAM

6 NVRAM

Break PC
Break ProComm Alt-B
Break Windows Break Ctrl
Break

Cisco 7600 Cisco I0S
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BOOT
. p.3-24
. p-3-25
. p-3-29
° p3—29
e CONFIG_FILE p-3-30
. p.3-30
2 ROM
ROM
NVRAM
ROM
2
BOOT
boot p-3-26 BOOT
p.3-29
ROM
ROM ROM
NVRAM ROM
ROM
PC
S
ROM Cisco 7600 Series Router Cisco 10S
Command Reference
60 Break ROM
Telnet
send break ROM

H Cisco 7600 Cisco 10S
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||
N
Break
60 Break
ROM
[ )
[ )
[ )
[ )
o EMT — ROM EMT
. ROM
[MONLIB]
[ )
16
NVRAM
[ )
[ )
[ )
[ )
[ )
[ )
. boot
[ )
NVRAM
boot system
3-2 3-3
0x2102 Break
ROMMON
Cisco 7600 Cisco 10S
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3-2
T |16

00 03 0x0000  0x000F 3-3

06 0x0040 NVRAM

07 0x0080 OEM?

08 0x0100 Break

09 0x0200

10 0x0400 P

1 12 0x0800  0x1000 9600

13 0x2000

14 0x4000 P

15 0x8000 NVRAM

1. 0x2102

2. OEM = Original Equipment Manufacturer

3-3 00 03
00
01
02 OF
boot system
boot
0 3
N
0x2102
0 1 0-0-0-0 0-0-0-1
i 0
ROM boot

Cisco 7600 Cisco I0S
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o 1 SIMM
. 0-0-1-0  1-1-1-1
boot system
boot
boot
boot system flash filename
boot PC 0
1 PC
0 1
1 Router# show version
2 Router# configure terminal terminal
3 Router(config)# config-register value
4 Router(config)# end
5 Router# reload
Cisco IOS
1 enable

Router> enable

Password:

Router#

2 EXEC # configure terminal

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #

Cisco 7600 Cisco 10S
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3 0x2102

Router (config)# config-register 0x2102

config-register value
value 0x 16 3-2[p.3-26]

4 end

5 show version EXEC

Configuration register is 0x141 (will be 0x2102 at next reload)

6
p.3-13
reload
7
show version EXEC
ROM
o
Router# show version | include Configuration register
show version
ROM ROM

Routerl# show version | include Configuration register
Configuration register is 0x2102
Router#

Cisco 7600 Cisco I0S
m. OL-4266-06-J |



||
BOOT
N
d sup-bootflash: disk0: disk1:
Supervisor Engine 720 disk1:
® Supervisor Engine 2 ATA PC slot0: ATA PC
Release 12.2SX
. bootflash:
Multilayer Switch Feature Card MSFC;
BOOT Cisco 10S Configuration Fundamentals Configuration Guide Loading
and Maintaining System Images and Microcode Specify the Startup System Image in the
Configuration File
. p.3-29
. p.3-29
o p.3-30
N
e TFTP
* rcp
L[]
e TFTP rcp
L]
L[]
PC unprotected
L]
EXEC

Cisco 7600 Cisco I0S
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|
1 TFTP rcp URL
Cisco 10S Configuration Fundamentals Configuration Guide Release 12.2 Cisco IOS File
Management Loading and Maintaining System Images
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/ffun_c/tfcprt2/fcf008.htm
2
boot
p.3-26
3
4 /
CONFIG_FILE
A

CONFIG_FILE
nvram: disk0: sup-bootflash:

URL Cisco 10S Configuration Fundamentals
Configuration Guide

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcer/ffun_c/index.htm

CONFIG_FILE

CONFIG_FILE

NVRAM NVRAM
setup
setup setup p-3-3
ROM
BOOT BOOTLDR CONFIG_FILE
boot system boot bootldr boot config

Cisco 7600 Cisco I0S
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||
BOOT Configuration Fundamentals Configuration Guide
Loading and Maintaining System Images and Microcode Specify the Startup System Image in the
Configuration File CONFIG_FILE
Configuration Fundamentals Configuration Guide Modifying, Downloading, and Maintaining
Configuration Files Specify the Startup Configuration File
N
* Dboot system boot bootldr boot config
ROM

copy system:running-config
nvram:startup-config

e (Cisco IOS boot bootldr
ROM BOOTLDR Release 12.2SX
Release 12.2SX
BOOT BOOTLDR CONFIG_FILE show bootvar
BOOT BOOTLDR CONFIG_FILE

Router# show bootvar

BOOT variable = disk0O:cé6sup22-jsv-mz.121-5c.EX.bin,1;
CONFIG_FILE variable does not exist

BOOTLDR variable = bootflash:cémsfc2-boot-mz.121-3a.E4
Configuration register is 0x2

Router#

CONFIG_FILE
more nvram:startup-config

Cisco 7600 Cisco I0S
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