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ATM — Asynchronous Transfer Mode 53
1
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DNS — Domain Name Server IP IP
DNS IP
DPD — Dead Peer Detection I PSec
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IKE — Internet Key Exchange IKE
IPSec I PSec
/ / ID
CA
IPSec — IP Security
IPSec IP IPSec
IPSec
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1
ISAKMP — Internet Security Association Key Management Protocol
ISAKMP 2 VPN
NETBEUI — NetBIOS Extended User Interface
NETBEUI  TCP/IP
NetBIOS — Network Basic Input/Output System 1980
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NetBIOS
TCP/IP
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SA SA
SHDSL — Symmetrical High-Speed Digital Subscriber Line 192 kbps
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Cisco Technical Tips Conventions

. Cisco ISR 3845 — Cisco CallManager ATM
. 1 Cisco ISR 1841 — WIC-1SHDSL
DSL
. 2 Cisco ISR 2811 —
» Cisco ISR 1800 Cisco ISR 2800 Cisco |OS Release 12.3(8)T4
e Cisco ISR 3800 Cisco 10S Release 12.3(11)T

e Advanced Enterprise Services

* Cisco ISR 1800
» Cisco ISR 2800
e Cisco ISR 3800
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http://www.cisco.com/warp/public/459/techtip_conventions.html
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http://www.cisco.com/cgi-bin/Support/Cmdlookup/home.pl
http://www.cisco.com/cgi-bin/Support/Cmdlookup/home.pl

1 Cisco ISR 3845

* EzZVPN
. ATM
e Cisco CalManager
. IP 10.32.152.26
. P 192.168.1.0/24

1 8 Cisco ISR 1841
« EzZVPN
. DSL
* WIC-1SHDSL
. IP 10.32.152.46
. P 192.168.3.0/24

2 9 Cisco ISR 2811
 EzZVPN
. IP 10.32.150.46
. P 192.168.3.1/24
. CiscoISR 3845 p.5
. 1 CiscolSR 1841 p.9
. 2 CiscolSR 2811 p.11

Cisco ISR 3845

EzVPN- Hub# show runni ng- config

Bui | di ng configuration...

Current configuration : 6824 bytes

!

version 12.3

no service pad

service tinestanps debug datetine nsec

service tinestanps |og datetine nsec

servi ce password-encryption

!

host nane EzVPN- Hub

!

boot - st art - nar ker

boot - end- mar ker

!

enabl e secret 5 $1$t 8oN$hXnGodPh8ZM kabk/ 9aCb1

!

usernane adnin secret 5 $1$cfj PSkKpB7e3pf KXf pKORI gX/ E.

user nane ezvpn-spoke2 secret 5 $1$vr SS$AhSPXEUNPOs SpJkGdzj Xg/
usernane ezvpn-spokel secret 5 $1$VKOp$4DOYXNC: C6K7MR4/ vi nUL.

mm  pol ling-interval 60

no mm auto-configure
no nmm pvc

Easy VPN
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mm snnp-ti neout 180
aaa new nodel
|
!
aaa authentication | ogin USER AAA | oca
aaa authentication |ogin USERLIST | oca
aaa authorization network GROUP_AAA | oca
aaa session-id comon
i p subnet-zero
!
ip cef
no i p domai n | ookup
i p domai n nane ci sco.com
ip audit notify log
ip audit po nmax-events 100
no ftp-server wite-enable
voi ce-card O
no dspfarm
!
I--- | KE configuration
|
crypto isaknp policy 10
encr 3des
hash md5
aut hentication pre-share
group 2
crypto i saknp keepalive 90 12
!

crypto isakmp client configuration group VPNL
acl SPLIT_T
ip access-list extended SPLIT_T
permt ip 192.168.0.0 0.0.255.255 any
key ciscol23
dns 192.168.168. 183 192. 168. 226. 120
w ns 192.168.179.89 192. 168. 2. 87
domai n ci sco.com
pool VPN- POOL
save- password
|
!--- | PSec configuration
!

crypto ipsec transformset TRANSFORM 1 esp-3des esp-nd5- hrmac
|

crypto dynami c-nmap | NT_MAP 1

set security-association lifetinme kil obytes 530000000
set security-association lifetine seconds 14400

set transform set TRANSFORM 1

|

!

crypto map I NT_MAP client authentication list USER AAA
crypto map | NT_MAP isaknp authorization |ist GROUP_AAA
crypto map I NT_MAP client configuration address respond
crypto map | NT_MAP 30000 i psec-isaknp dynami c | NT_MAP
|

nterface G gabitEthernet0/0
no i p address

shut down

dupl ex auto

speed auto

medi a-type rj45

no negoti ation auto

nterface G gabitEthernet0O/1
no i p address

shut down

dupl ex auto

speed auto

Easy VPN
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medi a-type rj45
no negotiation auto

nterface ATMD/ 0/ 0
description === public interface ===
i p address 10.32.152. 26 255. 255. 255. 252
i p pi msparse-dense- node
i p ospf network point-to-point
no atmilm-keepalive
pvc 10/ 100
protocol ip 10.32.152.25 broadcast
|

crypto map | NT_NAP

nterface FastEthernet4/0
no i p address
shut down

nterface FastEthernet4/1
swi tchport access vlan 10
no i p address

nt erf ace Fast Et hernet4/2
swi tchport access vlan 10
no i p address

nterface FastEthernet4/3
swi tchport access vlan 10
no i p address

nterface Fast Ethernet4/4
swi tchport access vlan 10
no i p address

nterface FastEthernet4/5
swi tchport access vlan 10
no i p address

nterface FastEt hernet4/6
swi tchport access vlan 10
no i p address

nterface FastEthernet4/7
swi tchport access vlan 10
no i p address

nt erface FastEthernet4/8
swi tchport access vlan 10
no i p address

nterface FastEthernet4/9
swi tchport access vlan 10
no i p address

nterface FastEthernet4/10
swi tchport access vlan 10
no i p address

nterface FastEthernet4/11
swi tchport access vlan 10
no i p address

nterface FastEthernet4/12
swi tchport access vlan 10
no i p address

nterface FastEthernet4/13
swi tchport access vlan 10
no i p address
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!

interface FastEthernet4/14
swi tchport access vlan 10
no i p address

interface FastEt hernet4/15
swi tchport access vlan 10
no i p address

|

I-- Entries for FastEthernet 4/16 through 4/35 om tted for redundancy
!

nterface G gabitEthernet4/0
no i p address
shut down

nterface G gabitEthernet4/1
no i p address
shut down

nterface Vlanl
no i p address

interface VI anl0
ip address 192.168.1.1 255.255.255.0
!
!
ip local pool VPN-POOL 10.1.1.1 10.1.1.10
ip classless
iproute 0.0.0.0 0.0.0.0 10.32.152.25
!
ip http server
no ip http secure-server
!
!
control - pl ane
!
!
line con O
line aux O
line vty 0 4
| ogi n authentication USERLI ST
!
!
end
!

Easy VPN
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Cisco ISR 1841

EzVPN- Spoke- 1# show runni ng-confi g

Bui | di ng configuration..

Current configuration : 4252 bytes

|

version 12.3

no service pad

service tinestanps debug datetinme nsec
service tinestanps |og datetine nsec
servi ce password-encryption

|

host nane EzVPN- Spoke- 1
!

boot - st art - mar ker

boot - end- mar ker

]

| oggi ng buffered 4096 i nfornational

enabl e secret 5 $1$b7. BY2x1UXyRi f SSt bkH Yyr P

username adm n password 7 0519030B234D5C0617
menory-si ze i omem 20

mm  pol ling-interval 60

no mm auto-configure

no mm pvc

mm snnp-tineout 180

aaa new nodel

]

!

aaa authentication |ogin USERLIST | oca
aaa session-id comon

i p subnet-zero

ip cef

i p dhcp excl uded- address 192.168.2.1

i p dhcp pool PRI VATE_DHCP
i mport al
network 192.168.2.0 255.255.255.0
defaul t-router 192.168.2.1
|
!
no i p domin | ookup
i p domain nane ci sco.com
ip sap cache-tinmeout 30
ip ssh time-out 30
ip ids po max-events 100
no ftp-server wite-enable
]
I--- | PSec configuration
|
crypto ipsec client ezvpn VPNL
connect auto
group VPNl key ciscol23
nmode client
peer 10.32.152.26
username ezvpn-spokel password ciscol

nterface FastEthernet0/0

description === private interface ===
i p address 192.168.2.1 255. 255.255.0

dupl ex auto

speed auto

crypto ipsec client ezvpn VPNL inside

Easy VPN
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interface FastEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

nterface ATM)/ 1/0
no i p address
no atmilm-keepalive
dsl equi pnent -type CPE
dsl operating-nmode GSHDSL symetric annex A
dsl linerate AUTO
pvc 0/ 35
encapsul ati on aal 5snap
|
pvc 8/ 35
encapsul ati on aal 5mux ppp dial er
di al er pool -nenber 1
!
!
interface Dialer0
description === public interface ===
i p address 10.32.152. 46 255. 255. 255. 252
i p pi msparse-dense-node
encapsul ati on ppp
di al er pool 1
dialer-group 1
crypto ipsec client ezvpn VPNL
!
ip classless
iproute 0.0.0.0 0.0.0.0 10.32.152.45
!
ip http server
no ip http secure-server
!
control - pl ane
!
line con O
line aux O
line vty 0 4
| ogi n authentication USERLI ST
|
!
end

Easy VPN
“. OL-6340-01-3 |



Cisco ISR 2811

EzVPN- Spoke- 2# show runni ng-confi g
Bui | di ng configuration..

Current configuration : 4068 bytes

!

version 12.3

no service pad

service tinestanps debug datetine nsec
service tinestanps | og datetine nsec
servi ce password-encryption

!

host name EzVPN Spoke- 2

!

boot - st art - nar ker

boot - end- mar ker
]

enabl e secret 5 $1$9BB/ $KP4mHUW UxzpuEPg5s7ow

!
usernane admin password 7 10481A110C07
menory-si ze i omem 25
aaa new nodel
!
!
aaa authentication |ogin USERLIST | oca
aaa session-id comon
i p subnet-zero
!
!
ip cef
i p dhcp excl uded- address 192.168.3.1
!
i p dhcp pool PRI VATE_DHCP
i mport al
network 192.168.3.0 255.255.255.0
defaul t-router 192.168.3.1
!
!
no i p domain | ookup
ip multicast-routing
ip ids po max-events 100
!
no ftp-server wite-enable
voi ce-card 0
no dspfarm
!
I--- | PSec configuration
!
crypto ipsec client ezvpn VPNL
connect auto
group VPNL key ciscol23
node networ k- ext ensi on
peer 10.32.152.26
user nane ezvpn-spoke2 password cisco2

nterface FastEthernet0/0

description === private interface ===
ip address 192.168.3.1 255.255.255.0

dupl ex auto

speed auto

crypto ipsec client ezvpn VPNL inside

nterface FastEthernet0/1
no i p address

dupl ex auto

speed auto

shut down

Easy VPN
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nterface Serial 0/0/0
description === public interface ===
i p address 10.32.150. 46 255. 255. 255. 252
crypto ipsec client ezvpn VPNL
!
ip classless
ip route 0.0.0.0 0.0.0.0 10.32.150.45
!
ip http server
no ip http secure-server
!
control -pl ane
!
di al - peer cor custom
!
line con O
exec-timeout 0 O
line aux 0
line vty 0 4
| ogi n aut hentication USERLI ST
!
end

Il Easy VPN
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show Output Interpreter
show

e show crypto engine connections active —

» show cryptoipsec sa— 2 1PSec SA
« show crypto ipsec client ezvpn — EzZVPN
e show cryptoisakmp sa— 1ISAKMP SA
VPN

EzVPN IPSec
EzVPN- Hub#

*Feb 23 10:33:10.663: %CRYPTO 5- SESSI ON_STATUS: Crypto tunne

10. 32. 150. 46: 500 Id: VPNL
*Feb 23 10: 33:37.439: %CRYPTO 5- SESSI ON_STATUS: Crypto tunnel
10. 32. 152. 46: 500 Id: VPNL
show cryptoipsec sa show cryptoipsec client ezvpn
EzVPN

EzVPN- Hub# show crypto ipsec sa

interface: ATMD/0/0

Crypto map tag: |INT_MAP, |ocal addr. 10.32.152.26

protected vrf:

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

2 1PSec SA

IPSec

is UP

is UP

show crypto ipsec sa

renote ident (addr/mask/prot/port): (10.1.1.3/255.255.255.255/0/0)

current _peer: 10.32.152.46: 500
PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O

#send errors 0, #recv errors O

local crypto endpt.: 10.32.152.26, renpte crypto endpt.

path ntu 4470, nmedia ntu 4470
current outbound spi: EBA2AC93

i nbound esp sas

spi: OxDBEB20(14412576)
transform esp-3des esp-nd5- hmac
in use settings ={Tunnel, }

slot: 0, conn id: 5131, flow_.id: 11, crypto nmap

crypto engine type: Hardware, engine_id

sa timng: remining key lifetine (k/sec)
i ke_cooki es: 787F69F1 41C7488D 92A37C71 AESFEC38

IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas
i nbound pcp sas

out bound esp sas

EzVPN

Peer

Peer

10. 32. 152. 46

| NT_MAP

(4570368/ 14331)

Easy VPN
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spi : OxEBA2AC93(3953306771)
transform esp-3des esp-nd5- hmac
in use settings ={Tunnel, }
slot: 0, conn id: 5132, flow_.id: 12, crypto nmap: |NT_NAP
crypto engine type: Hardware, engine_id: 2
sa timng: remaining key lifetime (k/sec): (4570368/14331)
i ke_cooki es: 787F69F1 41C7488D 92A37C71 AE8FEC38
IV size: 8 bytes
replay detection support: Y

out bound ah sas:
out bound pcp sas

protected vrf:
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
renote ident (addr/nmask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current _peer: 10.32.150. 46: 500

PERM T, flags={}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts conpressed: 0, #pkts deconpressed: O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: 0O
#send errors 0, #recv errors O

local crypto endpt.: 10.32.152.26, renote crypto endpt.: 10.32.150.46
path ntu 4470, nmedia ntu 4470
current outbound spi: 59C46762

i nbound esp sas
spi: 0xA9344358(2838774616)
transform esp-3des esp-nd5- hmac
in use settings ={Tunnel, }
slot: 0, conn id: 5129, flow_.id: 9, crypto map: |NT_NMAP
crypto engine type: Hardware, engine_id: 2
sa timng: remuining key lifetine (k/sec): (4574224/14292)
i ke_cooki es: A479BC19 B6199FB9 E043AE83 9DECBOES
IV size: 8 bytes
repl ay detection support: Y

i nbound ah sas
i nbound pcp sas

out bound esp sas
spi: 0x59C46762(1506043746)
transform esp-3des esp-nd5- hmac
in use settings ={Tunnel, }
slot: 0, conn id: 5130, flow_id: 10, crypto map: |NT_NAP
crypto engine type: Hardware, engine_id: 2
sa timng: remaining key lifetime (k/sec): (4574224/14292)
i ke_cooki es: A479BC19 B6199FB9 E043AE83 9DECBOES
IV size: 8 bytes
replay detection support: Y

out bound ah sas:

out bound pcp sas

Easy VPN
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EzVPN Spoke 1 show crypto ipsec client ezvpn

EzVPN- Spoke- 1#show crypto i psec client ezvpn
Easy VPN Renpte Phase: 2

Tunnel nane : VPNL

Inside interface list: FastEthernet0/0,
CQutside interface: Dialer0
Current State: |PSEC _ACTI VE

Last Event: SOCKET_UP

Address: 10.1.1.3

Mask: 255. 255. 255. 255

DNS Primary: 192.168.168. 183

DNS Secondary: 192.168.226.120
NBMS/ WNS Primary: 192.168.179. 89
NBMS/ W NS Secondary: 192. 168. 2. 87
Default Donmi n: cisco.com

EzVPN Spoke 2 show crypto ipsec client ezvpn

EzVPN- Spoke- 2#show crypto i psec client ezvpn
Easy VPN Renpte Phase: 2

Tunnel nane : VPNL

Inside interface list: FastEthernet0/0,
Cutside interface: Serial0/0/0

Current State: |PSEC _ACTI VE

Last Event: SOCKET_UP

DNS Primary: 192.168.168. 183

DNS Secondary: 192.168.226.120
NBMS/ W NS Primary: 192.168.179. 89
NBMS/ W NS Secondary: 192. 168. 2. 87

Def aul t Domai n: ci sco.com

Easy VPN
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e |P Security Troubleshooting - Understanding and Using debug Commands

debug Important Information on Debug Commands

debug IPSec
SA

e debug crypto engine — Cisco I0S

e debugcryptoipsec — 2 IPSec

e debug crypto ipsec client ezvpn — EzVPN VPN
e debug cryptoisakmp — 1 ISAKMP

e clear cryptoipsec client ezvpn — EzVPN

e clear cryptoisakmp — 1 SA

e clear cryptosa— 2 SA

debug cryptoipsec client ezvpn
EzVPN- Spoke- 1# debug crypto i psec client ezvpn

*May 24 03:04:51.923: EZVPN(VPNL): New State: CONNECT_REQUI RED

!

I--- The follow ng |ine shows the connection going down, not part of the debug output.
!

*May 24 03:04:51.923: %CRYPTO 5- SESSI ON_STATUS: Crypto tunnel is DOAN. Peer

10. 32. 152. 26: 500 Id: 10.32.152.26

|

!'---Debug output resunes

]

*May 24 03:04:51.927: EZVPN(VPN1l): Current State: CONNECT_REQUI RED
*May 24 03:04:51.927: EZVPN(VPN1l): Event: CONNECT

*May 24 03:04:51.927: EZVPN(VPNL): ezvpn_connect _request

*May 24 03:04:51.927: EZVPN(VPN1l): New State: READY

*May 24 03:04:51.999: EZVPN(VPNLl): Current State: READY

*May 24 03:04:51.999: EZVPN(VPN1): Event: CONN_UP

*May 24 03:04:51.999: EZVPN(VPN1): ezvpn_conn_up 7F890E16 DB923EE3 67C9COD2 7EE723AC
*May 24 03:04:51.999: EZVPN(VPN1l): No state change

*May 24 03:04:52.007: EZVPN(VPN1l): Current State: READY

*May 24 03:04:52.007: EZVPN(VPN1l): Event: XAUTH REQUEST

*May 24 03:04:52.007: EZVPN(VPNL): ezvpn_xauth_request

*May 24 03:04:52.007: EZVPN(VPNL): ezvpn_parse_xauth_nsg

*May 24 03:04:52.007: EZVPN:. Attributes sent in xauth request nessage:

*May 24 03:04:52.007: XAUTH_USER_NAME_V2( VPN1) :

*May 24 03:04:52.007: XAUTH_USER_PASSWORD V2( VPN1) :

*May 24 03:04:52.007: EZVPN(VPN1l): send saved usernanme ezvpn-spokel and password
<omitted>

*May 24 03:04:52.007: EZVPN(VPN1): New State: XAUTH _REQ
*May 24 03:04:52.007: EZVPN(VPN1l): Current State: XAUTH REQ
*May 24 03:04:52.007: EZVPN(VPN1l): Event: XAUTH_REQ | NFO READY

Easy VPN
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http://www.cisco.com/warp/public/707/ipsec_debug.html
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J—
|

*May 24 03:04:52.075: %CRYPTO 5- SESSI ON_STATUS: Crypto tunnel is UP
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The following |ine shows the connection com ng up,
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52.
52.
52.
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10. 32. 152. 26: 500

! ---Debug out put

|

*NHy
*NHy
*'\/By
*NHy
*NHy
*'\/By
*NHy

24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:

04
04:
04:
04:
04
04:
04:

52.
52.
52.
52.
52.
52.
52.

007:
007:
011:
011:
023:
023:
023:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
039:
043:
047:
047:
047:

EZVPN( VPNL) :

XAUTH_USER_NAME_V2( VPNL) :
XAUTH_USER_PASSWORD_V2( VPNL1) :

ezvpn_xauth_reply
ezvpn-spokel
<om tted>

EZVPN(VPN1): New St ate: XAUTH_REPLI ED
EZVPN(VPN1): Current State: XAUTH REPLI ED
EZVPN(VPN1) : Event: XAUTH_STATUS
EZVPN(VPN1): New State: READY
EZVPN(VPNL): Current State: READY
EZVPN(VPN1) : Event: MODE_CONFI G_REPLY
EZVPN(VPNL) : ezvpn_npde_config
EZVPN( VPNL) : ezvpn_par se_node_confi g_mnsg
EZVPN. Attributes sent in nmessage:
Address: 10.1.1.4
DNS Primary: 192.168.168. 183

DNS Secondary:
NBMS/ W NS Prinmary:

192. 168. 226. 120
192.168. 179. 89

NBMS/ W NS Secondary: 192.168. 2. 87
Split Tunnel List: 1
Addr ess 192.168.0.0
Mask 255.255.0.0
Pr ot ocol 0x0
Source Port: O
Dest Port : O
EZVPN. Unknown/ Unsupported Attr: SPLIT_DNS (0x7003)
Def aul t Domai n: cisco.com
Savepwd on

EZVPN. Unknown/ Unsupported Attr:
EZVPN: Unknown/ Unsupported Attr:

EZVPN( VPNL) :
EZVPN( VPNL) :
EZVPN( VPNL) :
EZVPN( VPNL) :
EZVPN( VPNL) :

I d:

resunes

079:
079:
079:
079:
079:
079:
079:

EZVPN( VPNL) :
EZVPN( VPNL) :
EZVPN( VPNL) :
EZVPN( VPNL) :
EZVPN( VPNL) :

ezvpn_socket _

EZVPN( VPNL) :

BACKUP_SERVER (0x7009)
APPLI CATI ON_VERSI ON ( 0x7)
ezvpn_nat _config

New State: SS OPEN

Current State: SS_OPEN

Event: SOCKET_READY

No state change

not part of the debug output.

Peer

10. 32. 152. 26

Current State: SS_OPEN
Event: MruU_CHANGED

No state change
Current State: SS_OPEN
Event: SOCKET_UP

up

New State: | PSEC ACTI VE
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e Cisco |IOSWide-Area Networking Configuration Guide

e Cisco IOSDial Technologies Configuration Guide

e Cisco 10S Security Configuration Guide

e CiscolOSInterface and Hardware Component Configuration Guide
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