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e AuthType =3
* CertStore =1 Cisco
e CertName = Common Name CN
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CLI
2 CLI
. UNIX
cisco_cert_mgr -U -op enroll -f filename  -chall challenge_phrase
. -U
cisco_cert_mgr -U -op operation
cisco_cert_mgr -R -op operation
cisco_cert_mgr -E -op operation
-U
-U
enroll_resume
-R CA
-R list view verify delete export import change password
-E
-E list delete enroll_resume
-E
_Op
list view verify delete export import enroll enroll_file enroll_resume
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e Common name PKI
Public Key Infrastructure

« Department Organizational unit

VPN 3000 Concentrator Concentrator

Group Name
VPN 5000 Concentrator Concentrator
VPNGroup-groupname
e Company Organization
o State
e Country 2
e Email E
e Thumbprint MD5 Thumbprint
CA ID
* Key size
e Subject FQDN
LDAP  X.500
Subject

common name cn;

organizational unit department ou;

organization company o;

locality city town |I;

state province st;

country ¢;

e-mail address €, E

Subject
» Serial number CRL
ID

e Issuer FQDN

¢ Not before
* Not after

Common Name: Fred Flinstone

Department: Rock yard

Company: Stone Co.

State: (null)

Country: (null)

Email: fredf@stonemail.fake

Thumb Print: 2936A0C874141273761B7F06F8152CF6
Key Size: 1024
Subject:e=fredf@stonemail.fake,cn=Fred Flinstone,ou=Rockyard,0=Stone Co. |=Bedrock
Serial #: TE813E99BOEOF48077BF995AA8D4ED98
Issuer: Stone Co.

Not before: Thu May 24 18:00:00 2001

Not after: Mon May 24 17:59:59 2004
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e delete
e import
e export

« enroll

enroll

VPN
32

enroll

list

-ctCert # ID
view

cisco_cert_mgr -U -op view -ct 0

view 0
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view verify
enroll

cisco_cert_mgr -U -op list
cisco_cert_mgr Version 3.0.7
Cert # Common Name

0 Fred Flinstone
1 Dino

5-1

5-1 cert_mgr

-U

delete export

list

list

import

list

Cert #

view -ct Cert #

verify -ct Cert #

CertificateCert #verified

# failed verification

CertificateCert

delete -ctCert #

export -ct Cert #-f filename

import -f flename

import
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5-1 cert_mgr

enroll

-ch common_name
-ou organizational_unit
-0 organization

-st state

-c country

-eemalil

-ip IP_Address

-dn domain_name
-caurl url_of _CA
-cadndomain_name
[-chall challenge_phrade

CA

P.5-7

challenge phrase

CA

enroll_file

-cn common_name
-ou organizational_unito
organization

-st state

-c country

-e email

-ip IP_Address

-dn domain_name

-f filename

-enc [ base64 | binary ]

Web
CA

P.5-7

import

enroll_resume -E -ctCert #

changepassword -ct
Cert #
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CA
CA
3
* enroll CA
CA URL CA CN
e enroll_file
E CA Web
enroll enroll_file
5-2
e enroll_resume
-E list
enroll
. enroll -cn CA URL -caurl CA
-cadn
cisco_cert_mgr -U -op enroll -cn Ren Hoek -caurl
http://172.168.0.32/certsrv/mscep/mscep.dll -cadn nobody.fake
. enroll_file -f -cn

-enc

cisco_cert_mgr -U -op enroll_file -f flename -cn Ren Hoek -enc base64

. enroll_file

cisco_cert_mgr -U -op enroll_file -f flename -cn Ren Hoek -ou Customer Service -0
Stimpy, Inc, -st CO -c US -e ren@fake.fake -ip 10.10.10.10 -dn fake.fake -enc
binary

. enroll_resum

cisco_cert_mgr -E -op enroll_resume -ct 4

5-2 enroll enroll_file enroll_resume

5-2

-Cn common_name

-ou organizational_unit

-0 organization

-st state

-c country
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5-2
-eemail E
-ip IP_Address IP
-dn domain_name FQDN
-caurl url_of CA CA
-cadndomain_name CA
[-chall challenge_phrasg CA
-enc [ base64 | binary ]
base64
* base64 ASCII PKCS10
CA Web
e binary base-2 PKCS10Public-Key Cryptography Standards
enroll enroll_file
CA CA
CA CA
CA VPN Client
VPN
Client
VPN Client CA
CA Client
CA
S,
CA ou VPN Client

+

Cisco VPN Client

Linux/Solaris

0oL-3272-01-J |



	検索ページ
	タイトルページ
	デジタル証明書の管理
	証明書キーワードの設定
	証明書のコマンド構文
	証明書の内容
	証明書パスワード
	証明書タグ
	証明書の管理オペレーション
	証明書の登録
	登録オペレーション
	登録に関するトラブルシューティングのヒント



