VPN Client
.pcf
/etc/CiscoSystemsVPNClient/Profiles/
VPN Client
IPSec
VPN Client os
VPN Client
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. VPN Client
1
VPN Client
sample.pcf
[main]

Description=sample user profile
Host=10.7.44.1

AuthType=1
GroupName=monkeys
EnablelSPConnect=0
ISPConnectType=0
ISPConnect=

ISPCommand=
Username=gawf
SaveUserPassword=0
EnableBackup=0
BackupServer=

EnableNat=0

CertStore=0

CertName=

CertPath=

CertSubjectName=
CertSerialHash=00000000000000000000000000000000
DHGroup=2
ForceKeepAlives=0

/etc/CiscoSystemsVPNClient/Profiles/

vpnclient connect
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e [main]

e Host

e AuthType

¢ GroupName
e Username

/etc/CiscoSystemsVPNClient/Profiles/ IP
3-1
3-1
[main]
Description =
246
Host=IP VPN IP
255
AuthType ={1|3}
e 1
« 3 RSA
AuthType 1 GroupName  GroupPwd
GroupName = VPN IPSec
32
GroupPwd = IPSec
4 32
encGroupPwd=
Username= GroupName IPSec
32

Cisco VPN Client Linux/Solaris
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3-1
UserPassword=
e SaveUserPassword
encUserPassword
» SaveUserPassword
encUserPassworg=
SaveUserPasswore {0 |1}
-« 0
e 1
VPN VPN Client
EnableBackup={0| 1}
« 0
e 1
BackupServer
BackupServer=IP IP
255
EnableLocalLAN ={0| 1} LAN
« 0 LAN
e 1 LAN
EnableNAT ={0 |1} VPN Client
VPN
NAT
« 0 IPSec through NAT NAT
e 1 IPSec through NAT NAT

Cisco VPN Client Linux/Solaris
m. 0L-3272-01-3 |



3-1

TunnelingMode ={0 |1}

NAT

« 0 NAT IPSec over UDP
e 1 NAT IPSec over TCP
IPSec through NAT
TCPTunnelingPort={0 | 65535 }|cTCP TCP
10000 IPSec through NAT
Tunneling Mode IPSec over TCP
ForceKeepAlives={0 |1} IKE ESP 20
ESP NAT/Firewall
« 0
e 1
PeerTimeout= VPN
30 480
90
CertStore={0]1}
e 1=Cisco
CertName = VPN
129
CertPath =
259
CertSubjectName= DN
CertSerialHash =
DHGroup ={1]2} VPN Diffie-Hellman
e 1=modp group 1
e 2=modp group 2
2 VPN Concentrator |IKE Proposal
VPN Client DHGroup AuthType
3
VPN Cilent
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