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pkgrm vpnclient
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YES
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VPN Client

Linux

VPN Client Linux RedHat 6.2 Linux Intel glibc 2.1.1-6
RedHat 2212

~

VPN Client Linux 25 SMP

ipchains iptables Linux

« UDP 500

« UDP 10000 IPSec/UDP
« IP 50 ESP

* |PSec/TCP TCP

e NAT-T 4500

Linux 2 letc/sysconfig/ipchains
RedHat letc/sysconfig/ipchains
2 UDP

-A input -p udp -s 0/0 -d 0/0 0:1023 -j REJECT
-A input -p udp -s 0/0 -d 0/0 2049 -j REJECT

ubP

. 2 REJECT 2

/etc/init.d/ipchains stop
/etc/init.d/ipchains start

~

ipchains iptables Linux

. ipchains UDP
REJECT

-A input -p udp -s 0/0 -d 0/0 500 -] ACCEPT

VPN Client UbDP 500
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Solaris
VPN Client Solaris 32 64 Solaris oS 2.6
UltraSPARC
32 64 VPN Client
32 64 VPN Client
isainfo -kv
cipsec dmesg

Oct 29 11:09:54 so0l-2062 cipsec: [ID 952494 kern.notice] Cisco Unity IPSec Module Load

OK
N,
dmesg cipsec
32
. ok
ok boot kernel/unix
. root
eeprom boot-file=/platform/sun4u/kernel/unix
64
. ok
ok boot kernel/sparcv9/unix
. root

eeprom boot-file=/platform/sun4u/kernel/sparcv9/unix
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VPN Client
VPN Client tar
1 Web
2 VPN Client
3 zcat tar

Linux

zcat vpnclient-linux-3.7.xxx-K9.tar.gz | tar xvf -

Solaris

zcat vpnclient-solaris-3.7.xxx-K9.tar.Z | tar xvf -

vpnclient
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VPN Client

VPN Client Linux
VPN Client
stop VPN
VPN 5000 Client VPN Client
/etc/rc.d/init.d/vpn stop
VPN 3000 Client VPN Client

/etc/rc.d/init.d/vpnclient_init stop

VPN Client Linux

1
2
cd vpnclient
JUvpn_install
VPN
- Directory where binaries will be installedlib/modules/<kernel version>/build/
/lib/modules/<
« Automatically start the VPN service at boot tinyes yes
« Directory containing linux kernel source codaisr/src/linux
{usr/src/linux

e Is the above correcty
3 Enter
4

« Directory containing init scripts: init

/etc/init.d /etc/rc.d/init.d
« Directory containing run level directoriescX.d rcx.d
init
letc letc/rc.d
Cisco VPN Client Linux/Solaris
m. oL-3272-01-J |
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||
5 VPN
[etc/rc.d/init.d/vpnclient_init start
VPN Client Linux
1. /lib/modules/preferred/CiscoVPN
/lib/modulesgystenCiscoVPN system
2.
3. VPN letc/rc.d/init.d/vpnclient_init
4. [etc/rc3.d/s85vpnclient etc/rc5.d/s85vpnclient
3 5
3 5
VPN Client Solaris
VPN Client
VPN Client
Client P.2-2
S,
VPN Client Solaris 3.7 2.6 Solaris
VPN Client Patch 105181 version 29
or higher to Solaris 2.6 is required for the client to function properly.
Solaris 2.6 105181 29 Installing without this patch
will cause the kernel to crash as soon as the client kernel module is loaded.
This patch is available from Sun as part of the "Recommended Solaris Patch Cluster".
Recommended Solaris Patch Cluster Sun If
you proceed with installation, the kernel module will not be enabled.
After you have installed the patch, you may enable the kernel
module by uncommenting all lines in /etc/iu.ap that contain ‘cipsec’.
cipsec letcliv.ap
VPN Client Solaris
1

Cisco VPN Client Linux/Solaris
[ oL-3272-01-J .m



2 VPN Client |

2
pkgadd -d . vpnclient
VPN
» Directory where binaries will be installedusr/local/bin
Jusr/local/bin
* Is the above correcty y
. VPN Client
The following files are already installed on the system and are being used by another package:<installer
lists files> Do you want to install these conflicting filegn,?,q
i< >
y.n,2,q
« The following files are being installed with setuid and/or setgid permissions:<installer lists files>Do you
want to install these as setuid/setgid filgsn,?,q setuid setgid
< > setuid/setgid
y,n,?,q
« This package contains scripts which will be executed with super-user permission during the process of
installing this package. Do you want to continue with the installation of <vpnclignts?
<vpnclient> y,n,?
3 Enter
4
VPN Client Solaris
1. letcliv.ap

<dev_name> -1 0 cipsec

dev_name :ipdtp le
hme 1
2. VPN /kernel/strmod
pkginfo
man pkgadd

Cisco VPN Client Linux/Solaris
m. 0L-3272-01-3 |
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