10-2
. 10-6
. 10-9

Cisco Aironet 1100
| oL-2851-01-J .m



10 |

SSID
SSID SSID
8 SSID
Open Shared Key
MAC EAP
4
. Open 10-2
. Shared Key 10-3
. EAP 10-3
. MAC 10-5
« MAC EAP Open 10-5
Open
Open
Open WEP
WEP
WEP Open
RADIUS
10-1 Open
WEP
10-1 Open
Access point
Client device or bridge
with WEP key = 321 with WEP key = 123
E 1. Authentication request % i i
! / 2. Authentication response ——

A

54583
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m. OL-2851-01-J |



||
Shared Key
IEEE 802.11b Shared Key Shared
Key
Shared Key
WEP
Shared Key
Open Open Shared Key
RADIUS
10-2 Shared Key
WEP
10-2 Shared Key
. . Access point
_ Client device or bridge
with WEP key =123 with WEP key =123
1. Authentication request o i i
2. Unencrypted challenge —
3. Encrypted challenge response -
4. Authentication response §
EAP
EAP
EAP RADIUS
RADIUS WEP
RADIUS WEP
WEP WEP
1
EAP
10-3

Cisco Aironet 1100

| oL-2851-01-J



10 |

10-3 EAP
Wired LAN
L d E'l
[
Client Access point Server
device or bridge
1. Authentication request o
_ 2.1dentity request
3. Username o (relay to server) o
_ (relay to client) 4. Authentication challenge
5. Authentication response - (relay to server) -
_ (relay to client) 6. Authentication success
7. Authentication challenge o (relay to server) o
_ (relay to client) 8. Authentication response
9. Successful authentication o (relay to server) o %
10-3 1 9 LAN RADIUS
802.1x EAP RADIUS
RADIUS
RADIUS
RADIUS
RADIUS
RADIUS WEP
RADIUS WEP
LAN
WEP
WEP
EAP
RADIUS RADIUS
EAP 10-6 SSID
N
EAP Open Shared Key
EAP
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MAC
MAC
RADIUS MAC
RADIUS
Address Filters MAC
MAC MAC
MAC EAP EAP
MAC 1 MAC
10-6 SSID
10-4 MAC
10-4 MAC
Wired LAN ‘
L d E.'l
I
Client Access point Server
device or bridge
1. Authentication request o
2. Authentication success
3. Association request o
4. Association response %
_ (block traffic from client) ©
5. Authentication request -
_ 6.Success
7. Access point or bridge unblocks
traffic from client
MAC EAP Open
MAC EAP
802.11 Open
MAC MAC
MAC
EAP
10-6 SSID
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|
SSID
SSID 8 SSID
. 10-6
e SSID 10-6
. 10-8
SSID  tsunami 10-1 SSID
10-1
SSID tsunami
SSID tsunami SSID
SSID
tsunami open
SSID
SSID EXEC
1 configure terminal
2 interface dotllradio O
3 ssidssid-string SSID SSID SSID
SSID 32
SSID /

H Cisco Aironet 1100
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||
4 authentication open SSID Open
[mac-addresdist-name[alternate]] Open
[eaplist-namé
. SSID MAC Open
MAC
list-name

http://www.cisco.com/univercd/cc/td/doc/product/software/io

s122/122cgcr/fsecur_c/fsaaa/scfathen.htm#xtocid2

alternate
MAC EAP
. SSID EAP Open
EAP
list-name
>
EAP
EAP EAP
5 authentication shared[mac-address SSID Shared Key
list-nam@[eaplist-namé
N
Shared Key
S
Shared Key 1 SSID
. SSID MAC
Shared Key list-name
. SSID EAP Shared Key

list-name

Cisco Aironet 1100
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6 authentication network-eaplist-name SSID Network-EAP
[mac-addresdist-namé Extensible Authentication ProtocoEAP
EAP RADIUS
RADIUS
WEP
EAP
. SSID MAC
Network-EAP
MAC
list-name
end EXEC
copy running-config startup-config
SSID SSID no SSID
MAC EAP SSID batman Open
batman SSID adam
MAC MAC
EAP
apl1100# configure terminal
apl1100(config)# configure interface dotllradio O
ap1100(config-if)# ssid batman
ap1100(config-ssid)# authentication open mac adam alternate eap adam
apl1100(config-ssid)# end
EXEC
1 configure terminal
2 dotll holdoff-time seconds
1 65555
3 interface dotllradio O
4 dotlx client-timeout seconds
1 65555
Cisco Aironet 1100
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5 dotlx reauth-period secondgserver

6
7

. server

RADIUS attribute 27 Session-Timeout

EAP
end EXEC
copy running-config startup-config
no
Cisco Aironet Wireless LAN Client Adapters
Installation and Configuration Guide for Windows WEP
9 WEP WEP
10-2
10-2
WEP WEP WEP WEP
Open Open Open
WEP WEP WEP WEP
Shared Key Shared Key Shared Key
LEAP LEAP WEP EAP
Open
EAP-TLS
ACU Host Based EAP ACU Use |WEP EAP
Dynamic WEP Keys Enable| Open
network access control using IEEE 802.1X
Windows 2000
3 Windows XP
EAP
Windows XP Enable network access control using |IEBEEP EAP
802.1X EAP Open

Cisco Aironet 1100
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10-2
EAP-MD5
ACU WEP Host Based EAP  |WEP EAP
ACU Use Dynamic WEP Open
Keys Enable network access
control using IEEE 802.1X
Windows 2000 3
Windows XP EAP
MD5-Challenge
Windows XP Enable network access control using |IEBEEP EAP
802.1X EAP Open
MD5-Challenge
PEAP
ACU Host Based EAP ACU Use |WEP EAP
Dynamic WEP Keys Enable| Open
network access control using IEEE 802.1X
Windows 2000
3 Windows XP
EAP PEAP
Windows XP Enable network access control using |IEBEEP
802.1X EAP Require EAP  Open
PEAP
EAP-SIM
ACU Host Based EAP ACU Use |WEP Full Encryption
Dynamic WEP Keys Enable EAP  Open
network access control using IEEE 802.1X
Windows 2000
3 Windows XP
EAP SIM Authentication
Windows XP Enable network access control using |IEBEEP Full Encryption
802.1X EAP SIM Require EAP
Authentication Open
Cisco Aironet 1100
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