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Introduction
This configuration example describes how to manually install a 3rd party vendor digital certificate on the

ASA for use with WebVPN. A Verisign Trial Certificate is used in this example. Each step contains the
ASDM application procedure and a CLI example.

Prerequisites

Requirements
This document requires that you have access to a certificate authority (CA) for certificate enrollment.

Examples of 3rd party CA vendors include, but are not limited to, Baltimore, Cisco, Entrust, Geotrust,
Godaddy, iPlanet/Netscape, Microsoft, RSA, Thawte, and VeriSign.

Components Used
This document uses an ASA 5510 that runs software version 8.0(2) and ASDM version 6.0(2).
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure
In order to install a 3rd party vendor digital certificate on the ASA, complete these steps:
1. Verify that the Date, Time, and Time Zone Values are Accurate
2. Generate a Certificate Signing Request
3. Authenticate the Trustpoint
4.Install the Certificate
5. Configure WebVPN to Use the Newly Installed Certificate

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Step 1. Verify that the Date, Time, and Time Zone Values are Accurate
ASDM Procedure

1. Click Configuration, and then click Device Setup.

2. Expand System Time, and choose Clock.

3. Verify that the information listed is accurate.

The values for Date, Time, and Time Zone must be accurate in order for proper certificate validation

to occur.
@ Home O a5 Configuration U Monitoring G Save @ Refresh 0 Back \_) ",) Help
Device Setup a B X Configuration > Device Setup > System Time > Clock
4
@ Startup Wizerd Configure the ASA date and clock.
— &3 Interfaces
B ‘2' Routing Time Zone: [ EERU) (Y Time) Indi olis, Monkreal, New York
(53 Device Name/Password (e ol (GMT-05:00)(Eastern Time) Indianapolis, Montreal, New York
L Y
0O System Time i
NTP | ul 30, 2007 ~|
Time

Clock will be automatically adjusted For daylight saving changes.
Time: [T ; l{ - [F hh:mm:ss (24-hour)

Update Displayed Time |

Command Line Example

ciscoasa

ciscoasa#show clock
11:02:20.244 UTC Thu Jul 19 2007
ciscoasa#




Step 2. Generate a Certificate Signing Request

A certificate signing request (CSR) is required in order for the 3rd party CA to issue an identity certificate.
The CSR contains your ASA's distinguished name (DN) string along with the ASA's generated public key.
The ASA uses the generated private key to digitally sign the CSR.

ASDM Procedure
1. Click Configuration, and then click Device Management.

2. Expand Certificate Management, and choose Identity Certificates.
3. Click Add.

@& Add Identity Certificate x|

" Import the identity certificate from a file:

Decryption Passphrase: |

File to Import From: |

{+ Add a new identity certificate:

Key Pair: hy verisign.key LI SHow... | New...

Certificate Subject DN: ICN=ciscoasa| Select... I

[~ Generate self-signed certificate

[~ Act as local certificate authority and issue dynamic certificates o TLS-Proxy

Advanced... |

| Add Certificate I Cancel Help |

4. Click the Add a new identity certificate radio button.
5. For the Key Pair, click New.

x|

Mame:  Use default key pair name

{* Enter new key pair name: Imy.verisign.keﬂ
[}‘Size: {1024 |

Usage: {* General purpose " Special

Generate Now I Cancel | Help

Note: If you use a 2048 bit certificate, generate a 2048 bit key as well.

6. Click the Enter new key pair name radio button. You should distinctly identify the key pair name
for recognition purposes.

7. Click Generate Now.

The key pair should now be created.
8. To define the Certificate Subject DN, click Select, and configure the attributes listed in this table:



Table 4.1: DN Attributes

Attribute o o
ncr-rlpfmn
FQDN (Full Qualified Domain Name) that will
CN ) )
be used for connections to your firewall. For,
example, webvpn.cisco.com
Oou nnpnrfmnnf Name
@] Company Name (Avoid using Special
Characters)
C Country Code (2 Letter Code without
Punctuation)
St State (Must be spelled out completely. For
example, North Carolina)
L Citv
=

In order to configure these values, choose a value from the Attribute drop—down list, enter the value,
and click Add.

@& Certificate Subject DN j X|

Attribute

} :Common Name (CN) iwebvpn.cisco....
DN Attribute to be Added | Department (OU)  TSWEB

Attribute: I Select Attribute ZI Company Mame {Q) Cisco Systems
Country (C) us

Value: I Delete | State (St) North Carolina

Location {L) Raleigh

oK I Cancel Help

Note: Some 3rd party vendors require particular attributes to be included before an identity certificate
is issued. If you are unsure of the required attributes, check with your vendor for details.
9. Once the appropriate values are added, click OK.

The Add Identity Certificate dialog box appears with the Certificate Subject DN field populated.
10.Click Advanced.



@ AdvancedOptions x|

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

Certificate Parameters l Enroliment Mode | SCEP Challenge Password |

FQDN: Iwebvpn.cisco.com[

E-mail: |

IP Address: |

[~ Include serial number of the device

| OK I Cancel Help

11.In the FQDN field, enter the FQDN that will be used to access the device from the internet.

This value should be same FQDN you used for the Common Name (CN).
12.Click OK, and then click Add Certificate.

You are prompted to save the CSR to a file on your local machine.

@ Identity Certificate Request : X|

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by
clicking the Install button in the Identity Certificates panel.

Save CSR to file: Ic:'l.my_verisigncsr.txtl Browse... I
QK I Cancel | Help |

13.Click Browse, choose a location in which to save the CSR, and save the file with the .txt extension.

Note: When you save the file with a .txt extension, you can open the file with a text editor (such as
Notepad) and view the PKCS#10 request.

14. Submit the saved CSR to your 3rd party vendor. Once you submit the CSR to your 3rd party vendor,
they will provide you the identity certificate to be installed on the ASA.

Command Line Example

In ASDM 6.x, the trustpoint is automatically created when a CSR is generated or when the CA certificate is
installed. In the CLI, the trustpoint must be created manually.

ciscoasa

ciscoasattconf t

ciscoasa(config)#crypto key generate rsa label my.verisign.key modulus 1024

I Generates 1024 bit RSA key pair. "label" defines
! the name of the Key Pair.




INFO: The name for the keys will be: my.verisign.key

Keypair generation process begin. Please wait...

ciscoasa(config)#crypto ca trustpoint my.verisign.trustpoint

ciscoasa(config—ca—trustpoint)#subject—-name CN=webvpn.cisco.com,OU=TSWEB,
O=Cisco Systems,C=US,St=North Carolina,L=Raleigh

! Defines x.500 distinguished name. Use the attributes
! defined in table 4.1 in Step 2 as a guide.

ciscoasa(config—ca—trustpoint)#keypair my.verisign.key

! Specifies key pair generated in Step 3.

ciscoasa(config—ca—trustpoint)#fgdn webvpn.cisco.com

! Specifies the FQDN (DNS:) to be used as the subject
! alternative name.

ciscoasa(config—ca—trustpoint)#enrollment terminal

! Specifies manual enrollment.

ciscoasa(config—ca—trustpoint)#exit
ciscoasa(config)#crypto ca enroll my.verisign.trustpoint

! Initiates certificate signing request. This is the request
! to be submitted via Web or Email to the 3rd party vendor.

% Start certificate enroliment ..

% The subject name in the certificate will be: CN=webvpn.cisco.com,OU=TSWEB,
O=Cisco Systems,C=US,St=North Carolina,L=Raleigh

% The fully—qualified domain name in the certificate will be: webvpn.cisco.com

% Include the device serial number in the subject name? [yes/no]: no

! Do not include the device's serial number in the subject.

Display Certificate Request to terminal? [yes/no]: yes

! Displays the PKCS#10 enrollment request to the terminal.
!'You will need to copy this from the terminal to a text
! file or web text field to submit to the 3rd party CA.

Certificate Request follows:
MIICHjCCAYcCAQAWgaAXEDAOBGNVBACTB1JhbGVpZ2gxFzAVBgNVBAgGTDk5venRo

IENhcm9saW5hMQswCQYDVQQGEWJIVUzEWMBQGALUEChMNQ2IzY28gU3IzdGViczEO
MAWGALUECXMFVFNXRUIXGZAZBgNVBAMTEMNpc2NvYXNhLmNpc2NvLmNvbTEhMBBG




CSgGSIb3DQEJAhYSY2IzY29hc2EuY2IzY28uY29tMIGIMAOGCSqGSIb3DQEBAQUA
A4GNADCBIQKBgQCmM/2VteHnhihS1uOj0+hWa5KmOPpl6Y/MMWmagBaB9M4yTx5b
FmM886s8F73WsfQPynBDfBSsejDONBpFYzKsGf7TUMQB2m2RFagfyNxYt3oMXSNPO
m1dZ0xJVnRIp9cyQp/983pm5PfDD6/hoOnTkitx0i+1cEXOluBMh70oKargwlDAQAB
oDOwWOwY JKoZIhveNAQkOMS4wLDALBgNVHQS8EBAMCBaAWHQYDVRORBBYWFIISY2Iz
Y29hc2EuY2IzY28uY29tMAOGCSqGSIb3aDQEBBAUAA4GBABIxpY0q7SeOHZf3yEJq
po6wG+oZpsvpYI/HemKUIaRc783w4BMOS5IUIIENHgRgAxrTbQnOB7JPIbkc2ykkm
bYVRt/WiKc8FjpvPpfOkjMKOT3t+HeQ/5QIKx2Y vrqs+Hg5SLHpbhj/Uo13yWCe

0Bzg59cY Xqg/vkoqZV/tBuACr

———End - This line not part of the certificate request———

Redisplay enroliment request? [yes/no]: no
ciscoasa(config)#

Step 3. Authenticate the Trustpoint
Once you receive the identity certificate from the 3rd party vendor, you can proceed with this step.

ASDM Procedure

[ERN

. Save the identity certificate to your local computer.

2. If your were provided a base64-encoded certificate that did not come as a file, you must copy the
base64 message, and paste it into a text file.

3. Rename the file with a .cer extension. Note: Once the file is renamed with the .cer extension, the file
icon should display as a certificate.

4. Double—click the certificate file.

The Certificate dialog box appears.

General | Details | Certification Path |

: Certificate Information

ThiE@ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote computer
*Proves your identity to a remote computer
*2,16,840.1,113733.1.7.21

Note: If the "Windows does not have enough information to verify this certificate" message appears i
the General tab, you must obtain the 3rd party vendor root CA or intermediate CA certificate before
you continue with this procedure. Contact your 3rd party vendor or CA administrator in order to
obtain the issuing root CA or intermediate CA certificate.

5. Click the Certificate Path tab.

6. Click the CA certificate located above your issued identity certificate, and click View Certificate.



General | Detais ~Certfication Path |

— Certification path

View Certificate

Certificate status:
This certificate is OK.

Detailed information about the intermediate CA certificate appears.

f |Warning: Do not install the identity (device) certificate in this step. Only the root, subordinate

root, or CA certificate are added in this step. The identity (device) certificates are installed in Step 4.
7. Click Details.



General Details ICertification Path |

Show:
Field I Value | -
E\fersion V3
ESerial number 63bl aS5cdc59F 7880 1d a0 ...
ESignature algorithm shalRSA
Blssuer VeriSign Trial Secure Server Te..,
=] valid from Tuesday, February 08, 2005 8...
EValid to Sunday, February 08, 2015 7:...
ESubject VeriSign Trial Secure Server Te...
Elpublic key RSA (2048 Bits) ~|

Edit Properties... | Copy to File... |

8. Click Copy to File.
9. Within the Certificate Export Wizard, click Next.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

(" DER encoded binary X.509 {.CER)

(+ Base-64 encoded X.509 {.CER)

(" Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7B)
™ | Include &l certificates im the certification path if possible

€ Personal Information Exchange - PKES #12 (.PEX)
™ | Include &ll certificates in the certification path if possible
I Enable strong protection (requites IE 5.0, [T 4.0 5P4 or above)

™ | Delete the private key if the export is successful

< Back I Mext = I Cancel I

10.In the Export File Format dialog box, click the Base—64 encoded X.509 (.CER) radio button, and
click Next.




Certificate Export Wizard X|

File to Export
Specify the name of the file you want to export

File name:

c:jintrootcal Browse. .. I

< Back I Mext = I Cancel

11.Enter the file name and location to which you want to save the CA certificate.

12.Click Next, and then click Finish.

13.Click OK in the Export Successful dialog box.

14.Browse to the location where you saved the CA certificate.

15.Open the file with a text editor, such as Notepad. (Right—click the file, and choose Send To >
Notepad.)

The base64-encoded message should appear similar to the certificate in this image:

File Edit Format Yiew Help

F----BEGIN CERTIFICATE--——-—
MIIFSjCCBDKOAWIBAGIQCECQA7aTdj6BTr 160,/ VT62ANBGkghk 1GOWOBAQUFADCE
yZELMAEGALUEBhMCYVMXF ZAVBONVBAOTD1Z1cm 1 TawduLCBIbmmMumMT AwL Y DVQQL
EdebBI?VszdCBQdXJwb3N1cyBPbmx5LiAng8gYXN2dXJhme1cy4xQ]BABng
BASTOVR TcmlzIGOMIHVZzZSBhdCBodHRwCZzovL 3d3dy522XIpc2Tnbi5jh20vy3Bz
L3R1C3RIYSAOYyKkwNTETMCSGALUEAXMK VMY aVNPZ 24 gvHI pywwgU2v] dXITIFN]
cn21ciBUZXNOIENBMB4XDTA3MDcyNzAwMDAwMFDXDTABMD?XMDI2NTk10Vowg24x
CzAIJBgNVBAYTATVTMRCWFQYDVQQIEwS0h3 10aCBEDYXIvhG Tuy TEWMBQGALUEChON
Q212Y282U31ZdGVtCZEOMAWGAIUECXQFVFNXRUIijA4BgNVBASUMVR1Cm121G9m
IHvZzZSBhdCBE3d3 cudmvyaxXNpZ24 uy 2 9t L2 NwCyB0ZXNOY 2EgKGMPMDUXE j AQBONY
BAMUCWNS awvudHZwb jCBnzANBgk ghk 1GOwOBAQEFAAOB] QAwgYKCgYEALVOAhZSM
SZ7 Uwos ov+yL,/SMzULWK T gvigwxTavI4UwgpugSTgal EnSwrvrzmldoT /ucIwekla
TjajzxxSoCuvAKUIZ7cnOxSi+KTHIBNU] z8EY3r26nLa9fBCOKSYSZ6TA7ZIimMap
RWMaZEVOFaiiv+50G7XATWCPY4677K3 I NFECAWEAAIOCADCWOOHTMAKGALUDEWQC
MAAWC WY DVR OPBAQDAGWOMEMGAL UdHWQBMDOWOKAZ 0DSGMmMhOdHABLY STV ITZWNL
cmuty3JdsinzlamlzawdulmuvbsoTv1IucmThbDIwMDUUY 3 1SMEOGALUAI ARDMEEW
PWYKYIZIAYh4RQEHFTAXMCBGCCSGAQUFBWIBF iNodHRwCzovL3d3dy522XIpc2n
bi5jb20vY382L3R1C3RjYTAngNVHSUEFjAUngngEFBQCDAQYIKwYBBQUHAwIw
HwYDVRO] BBgwF0AUZ i KOgeaxwd0gf6tGxTyCBnAnhLoweAY IKwYBBQUHAQEELDEG
MCQGCCsGAQUFBzABhhhodHRwO 1 8vb2NzcC522XxIpc2 Tnbi 5 b2 0wQgY IKwYBBQUH
MAKGNMhOAHAGLY STV ITZWNLcmutywlhinzlem] zawdulmnvbs9Tv T Iucm ThbDIw
MDUTYWThLmN] C]BuBQgr BYEFBQCBDAR TMGChX(BCMF owwDBWF g 1 phwFnZS9nawyw
ITAfMACGBSSOAWIABBRLAZ7k 01 gYMUSBSOIsprEsSH YEFGDAMF TROAHRWO 1 8vhGon
ngsz3pc21nbiSjb20vansb2deSSnawaDQYJKoZIhchAQEFBQADggEBAC4k
abswgooGantm4 1rIhv8TSGs JdPpOspLSeBFXULEZI 1 THGprCfOsALrghlFEL4bSg
1/EajjdteeyTglorIClawwwx+RHCCTIr 1zf0OvFUDODNZE94 9sM2aGaMzr RSBy 63
Lbhl/3+jz8skIAkiZP79pmgMEECZ+CUMLOrk631cd 6yBCs IMZVhGESZTNSI S8ORRWK
hakDsfufvsirHC8cOnIdOECO9051 zUTrERS4 Jv1XzZ2j10151FbhcmCOxX /UB7 2v3 2C
Ftmd12+Tgfyz3z7wCEnUTvhMa7bhc2T3mmdgBSkCeHEZZK ALEUGNQPXY S 17 TLKy ] a
1dT1FmBYT02qazs6s4 0=

————— END CERTIFICATE-----




16.Within ASDM, click Configuration, and then click Device Management.

17.Expand Certificate Management, and choose CA Certificates.

18.Click Add.

19.Click the Paste certificate in PEM Format radio button, and paste the base64 CA certificate
provided by the 3rd party vendor into the text field.

20.Click Install Certificate.

Configuration > Device Management > Certificate Management > CA Certificates

Issued To l Issued By l Exprry Date l Usage l Add
@ Install Certificate o x|

€ Install from a fle: | Erows? I
(' Paste certificate in PEM format:

NP3TIY65070 1D ICKIPGECIBOOPYVOI GRUTWRIUUZC B+ WECZ0+SKOQMECAWER o
BaOCAVWWOIF YMBIGA 1 UEWEB wQIMAYBAFSCAQAWSWYDYR OGBE Qw8
hrhFAQCYMDIWMAYIKwWYESQUHAQE W GhOdHE2OBvd 3d3LnZicmizaw duLmivb59)
KHMVAGY2AGNNLZACBONVHOEBAISEBAMCAQYWEQY IYIZIAYb4QQEBBAQDAGEGMEDG
P 1 UdDGQWEBRMIc6B40F 2 350/ qUbFNGI G CeHWiCBsgYDYROIBIGQMIGnoYGSpIGP
MIGMMQsWCQYDYQQGEW IWUZEXMBUGA 1 UEChMOYIMYyaVNpZ24SIENYy 4xMOALBON:
ST X0ZVEBUZXNOIFB 1 cnBve2y2TE ubHkuICBObyBhe 3N1 cmFuY 2VLIEyMDAG
TUEAMpY VY aVNRZ24gVHIpY Wwgl Wi NIENKn ZIGBLZXNOIF )b 3Q9Q0GC
CCols7bgLewT agTiadh3MwOQY IoZIhwiNAQEFBQADQYEAS2SVES 3SRV Y2l
(qf234YROILS 12511 10UZ2MAND ZH4biwaRf s G5 snDOWSRmHIB W/ SUGEE 2D %0
TAVRICDSQOMB-+ry K HB2aBzOHSIW2AIeQiugA +QI3New+peuid AhdvGN

I+ 1 YV6 1 W3+ 7gEukFMARVENg=

----END CERTIFICATE——| hd
| | »

" Use SCEP:

SCEP URL: hitp:/f |
Retry Period: |1 mirntes
Retry Count: | {Use 0 to indicate unlmiked retries)

More Options. ..

Instal Certficate | Carvel | Help |

A dialog box appears that confirms the installation was successful.

Command Line Example

ciscoasa

ciscoasa(config)#crypto ca authenticate my.verisign.trustpoint

I Initiates the prompt for paste—in of base64 CA intermediate certificate.
! This should be provided by the 3rd party vendor.

Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself
DQYJKoZIhveNAQEBBQADggEPADCCAQOCYYEBALSXGt1M4HYjXwA+/NAUWEIVE1J/
DV8zgpvxuwdaMv6fNQBHSF4eKkFDcJLIVNP53ZiGCLAAWTC5ivGpGgE61BBD6Zgk
d85IPI/6XXKOEdmrN7gVMmvBMGRsmOjjelop5f0nKPgVoNK2gNUB6n451P4qoyqS
EObdru16quZ+12cGFAG10SyRy4wvY/dpVHUZOZqY clkK08yGotR2xA1D/OCCmZO
5RMNQLLKSVwWYHhJ25EskFhgR2qCxX2EQJdnDXuTwO+4tlgj97ydk5iDoxjKfV6sh
tnp3TIY6S07bTh9gxJCk4pGhcf8DOPVOFGRuUlwpfUUZC8v+WKC20+sK6QMECAWEA
AaOCAVwwggFYMBIGA1UJEWEB/WQIMAYBABCAQAWSWYDVROgBEQWQjBABgpghkgB
hvhFAQcVMDIWMAY IKwYBBQUHAgEWJGhOdHBZzOIi8vd3d3LnZlcmlzaWduLmNvbS9j
cHMvdGVzdGNhLzAOBgNVHQ8BAFSEBAMCAQYWEQYJYIZIAYb4QgEBBAQDAGEGMBOG
A1UdDgQWBBRmMIo6B4DFZ3Sp/qObFNgIGcCeHW]CBsgYDVROBIGGMIGnoYGSpIGP
MIGMMQswCQYDVQQGEwWJIVUzZEXMBUGALUEChMOVmVyaVNpZ24sIEluYy4xMDAuBgNV
BAsTJ0ZvciBUZXNOIFB1cnBvc2VzIEQubHkulCBObyBhc3N1cmFuY2VzLIEyMDAG
ALUEAXMpVmVyaVNpZ24gVHJIpYWwgU2VjdXJIIFNIcnZIciBUZXNOIFJvb3QgQ0GC
ECCol67bggLewTagTia9h3MwDQYJKoZIhveNAQEFBQADgYEASz5v8s3/SjzRvY 2|
Kqgf234YROIL51Z2S1110UZ2MANp2H4biw4itfsG5snDDIwSRmiH3BW/SUGEEzD9oi
AI9TXVRIcD5g0mB+nyK9fB2aBz0OiaiHSilWzAJeQjuqA+Q93jNew+peuj4AhdvGN
n/KK/+1Yv61w3+7g6ukFMARVBNg=

I Manually pasted certificate into CLI.

INFO: Certificate has the following attributes:
Fingerprint:  8de989db 7fcc5e3b fdde2c42 0813ef43
Do you accept this certificate? [yes/no]: yes

Trustpoint 'my.verisign.trustpoint' is a subordinate CA and
holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa(config)#

ciscoasa(config—ca—trustpoint)# exit

Step 4. Install the Certificate

ASDM Procedure

Use the identity certificate provided by the 3rd party vendor to perform these steps:
1. Click Configuration, and then click Device Management.
2. Expand Certificate Management, and then choose Identity Certificates.

3. Select the identity certificate you created in Step 2. (The Expiry Date should display Pending.)
4. Click Install.



Configuration > Device Manag nt > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Usage

Unknown

% Install Identity certificate

Identity Certificate

C Install from afile: | Bromes I Inst;

(+ Paste the certificate data in base-64 format:

mmnwmm
hS 7hMRwW2Q4-biMatcsQ2BAAFonP R YDaZMAIHFRA DK FOCrfwsC oS0+ 4sREs)

EF 5050 1wof A4X07NIQONIYWMHINVWGSSPhKMCHQGSUKZITOZYwaNIwhu+R4vE
EWNDPWSHHARWCAMIGONG 2V AW IQSWR B20Pk4- QUKD I3vInuc+ 4YIPWQzKvHY LM
KvSANDINA/nI3cURpBPEde T212amSqsHNSH3 1 2ruvW +FUHYLSh2tFhQokY cGFhwim=
---END CERTIFICATE-+-~| b

—_— Iotol Centicate | concel | Hp |

make such COMMGOraTONT:

dii

lerface. You can go to SSL Settings to

5. Click the Paste the certificate data in base—64 format radio button, and paste the identity certificate
provided by the 3rd party vendor into the text field.
6. Click Install Certificate.

@ Information x|

Certificate import succeeded.

A dialog box appears that confirms the import was successful.

Command Line Example

ciscoasa

ciscoasa(config)#crypto ca import my.verisign.trustpoint certificate

! Initiates prompt to paste the base64 identity
! certificate provided by the 3rd party vendor.

% The fully—qualified domain name in the certificate will be: webvpn.cisco.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

! Paste the base 64 certificate provided by the 3rd party vendor.

MIIFZjCCBEGBgAwWIBAgIQMs/oXuu9K14eMGSfOmYjfTANBgkghkiGOWOBAQUFADCB
yZELMAKGALIUEBhMCVVMxFzAVBgNVBAOTDIZIcmITaWwduLCBIbmMuMTAwLgYDVQQL
EydGb3IgVGVzdCBQdXJwb3NIcyBPbmx5LIAgTmM8gYXNzdXJhbmNIcy4xQjBABgNV
BASTOVRIcm1zIG9mIHVzZSBhdCBodHRwczovL3d3dy52ZXJpc2Inbi5jb20vY3Bz



 29t 2Nwcy90ZXNOY2EWHQYD
VROIBBYWFAYIKwYBBQUHAWEGCCsGAQUFBWMCMB8GA1UdIwQYMBaAFGYijoHgMVnd
Kn+rRsU2AgZwJ4daMHgGCCsGAQUFBWEBBGwwajAkBggrBgEFBQcwAYYYaHROcDov
L29jc3AudmVyaXNpZ24uY29tMEIGCCsGAQUFBzAChjZodHRwOIi8vU1ZSU2VjdXJl
LWFpYS52ZXJpc2Inbi5jb20vU1ZSVHIpYWwyMDALLWFpY S5jZXIwbgY IKwYBBQUH
AQWEYjBgoV6gXDBaMFgwVhYJaW1hZ2UvZ2ImMCEwHzAHBgUrDgMCGgQUS2u5KJIYG
DLvQUjibKaxLB4shBRgwJhYkaHROcDovL2xvZ28udmVyaXNpZ24uY?29tL3ZzbG9n
bzEuZ2ImMAOGCSqGSIb3DQEBBQUAA4IBAQANYMA4GVThPIyL/9yIDBA8N7/yW30v3
blirHfHJyfPJ1znZQXyXdObpZkuA6Jyu03V2CYNnDomn4xRXQTUDD8q86ZiKyMlj
XM2VCmcHSajmMMRYyjpydxfk6 CldDMtMGotCavRHD9TI2tvwgrBock/v/540021kB
SmLzVV7crlYJEuhgqu3Pz7gNRd8NOUN6c9sbwQ1BuM99QxzlzdAo89FSewy8MAIY
rtab5F+0iTc5xGy8w7NARAFNgFXihgnLgWTtA35/0Wuy86bje1IWbeyqj8ePM9Td
OLdAWEKUU1PNimPttMDhcF7cuevntROksOgQPBPX5FJSqMiUZGrvju50

INFO: Certificate successfully imported
ciscoasa(config)#

Step 5. Configure WebVPN to Use the Newly Installed Certificate

ASDM Procedure

1. Click Configuration, and then click Device Management.
2. Expand Advanced, and then expand SSL Settings.

3. Under Certificates, select the interface that is used to terminate WebVPN sessions.

In this example, the outside interface is used.
4. Click Edit.
5. In the Certificate drop—down list, choose the certificate installed in Step 4.
6. Click OK.
7. Click Apply.

Your new certificate should now be utilized for all WebVPN sessions that terminate on the interface

specified.

8. See the Verify section in order to confirm that the installation process was successful.



Configuration > Device M nt > Advanced > SSL Settings

Configure SSL parameters, These parameters affect both ASDM and SSL VPN access.

Server S5 Yersion: 'E/ 'I Chent SSL Version: IAny 'I

Encryption
Avalable Algoriths add>> | Active Algorkhims [
— 30ES-SHAL
Acilladd | AES128-SHAL
AES256-5HAL
DES-SHAL
RC4-MDS
Certificates
Specify which certificates, ¥ any, should be usad for SSL authentication on each interface. The fallback certificate wil be usad on interfaces not associated
with a certiicate of their own,
Interface [ ID Certiicate | Edi
inside
management

§& Select SSL Certificate 4 x|

Specify a certificate to be used for SSL authentication on the outside
Interface. To get a new certificate, 0o to Device Management >
Certificate Managament > Identity Cartificates.

Interface: outside

[0 L LIl [crmwebvpn, cisco.com, ousTerms of use at www.veris. .. Rd

Falback Certificate: |- None - =]

Command Line Example

ciscoasa

ciscoasa(config)#ssl trust—point my.verisign.trustpoint outside

I Specifies the trustpoint that will supply the
! SSL certificate for the defined interface.

ciscoasa(config)# wr mem
Building configuration...
Cryptochecksum: 694687al f75042af ccc6addf 34d2cb08

8808 bytes copied in 3.630 secs (2936 bytes/sec)

[OK]
ciscoasa(config)#

! Save configuration.

Verify

Use the following steps to verify successful installation of the 3rd Party Vendor Certificate and use for
WebVPN connections.



View Installed Certificates
ASDM Procedure

1. Click Configuration, and click Device Management.
2. Expand Certificate Management, and choose Identity Certificates.

The identity certificate issued by your 3rd party vendor should appear.

Configuration > Device Management > Certificate Management > ldentity Certificates

Expiry Dake Usage
cn=webvpn. dsco.com, o [cn=VeriSign Trial Secure Sery..,

Command Line Example

ciscoasa

ciscoasa(config)#show crypto ca certificates

! Displays all certificates installed on the ASA.

Certificate
Status: Available
Certificate Serial Number: 32cfe85eebbd2h5e1e30649fd266237d
Certificate Usage: General Purpose
Public Key Type: RSA (1024 bits)
Issuer Name:
cn=VeriSign Trial Secure Server Test CA
ou=Terms of use at https://www.verisign.com/cps/testca ©)05
ou=For Test Purposes Only. No assurances.
o=VeriSign\, Inc.
c=Us
Subject Name:
cn=webvpn.cisco.com
ou=Terms of use at www.verisign.com/cps/testca ©)05
ou=TSWEB
0=Cisco Systems
I=Raleigh
st=North Carolina
c=Us
OCSP AlA:
URL: http://ocsp.verisign.com
CRL Distribution Points:
[1] http://SVRSecure-crl.verisign.com/SVRTrial2005.crl
Validity Date:
start date: 00:00:00 UTC Jul 19 2007
end date: 23:59:59 UTC Aug 2 2007

Bl |



Associated Trustpoints: my.verisign.trustpoint

! Identity certificate received from 3rd party vendor displayed above.

CA Certificate
Status: Available
Certificate Serial Number: 63b1a5cdc59f78801da0636cf975467b
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Issuer Name:
cn=VeriSign Trial Secure Server Test Root CA
ou=For Test Purposes Only. No assurances.
o=VeriSign\, Inc.
c=Us
Subject Name:
cn=VeriSign Trial Secure Server Test CA
ou=Terms of use at https://www.verisign.com/cps/testca ©)05
ou=For Test Purposes Only. No assurances.
o=VeriSign\, Inc.
c=Us
Validity Date:
start date: 00:00:00 UTC Feb 9 2005
end date: 23:59:59 UTC Feb 8 2015
Associated Trustpoints: my.verisign.trustpoint

! CA intermediate certificate displayed above.

Verify Installed Certificate for WebVPN with a Web Browser

In order to verify that WebVPN uses the new certificate, complete these steps:

1. Connect to your WebVPN interface through a web browser. Use https:// along with the FQDN you
used to request the certificate (for example, https://webvpn.cisco.com).

If you receive one of the following security alerts, perform the procedure that corresponds to that
alert:

¢ The Name of the Security Certificate Is Invalid or Does Not Match the Name of the Site

Verify that you used the correct FQDN/CN in order to connect to the WebVPN interface of
the ASA. You must use the FQDN/CN that you defined when you requested the identity
certificate. You can use the show crypto ca certificates trustpointname command in order to
verify the certificates FQDN/CN.

¢ The security certificate was issued by a company you have not chosen to trust...

Complete these steps in order to install the 3rd party vendor root certificate to your web
browser:

a.In the Security Alert dialog box, click View Certificate.

b. In the Certificate dialog box, click the Certificate Path tab.

c. Select the CA certificate located above your issued identity certificate, and click
View Certificate.

d. Click Install Certificate.

e.In the Certificate Install Wizard dialogue box, click Next.



f. Click the Automatically select the certificate store based on the type of certificate
radio button, click Next, and then click Finish.
g. Click Yes when you receive the Install the certificate confirmation prompt.
h. At the Import operation was successful prompt, click OK, and then click Yes.
Note: Since this example uses the Verisign Trial Certificate the Verisign Trial CA Root
Certificate must be installed in order to avoid verification errors when users connect.
2. Double—click the lock icon that appears in the lower-right corner of the WebVPN login page.

The installed certificate information should appear.
3. Review the contents to verify that it matches your 3rd party vendors certificate.

General | Details | Certification Path |

-.: Certificate Information

This certificate is intended for the following purpose(s):
*Ensures the identity of a remote computer

* Refer to the certification authority's statement For details,

Issued to: webvpn.cisco.com

Issued by: VeriSign Trial Secure Server Test CA

valid from 5/14/2007 to 8/29/2007

|Insta|| Certificate...l Issuer Statement |

OK |

Commands

On the ASA you can use several show commands at the command line to verify the status of a certificate.

show crypto ca trustpoint Displays configured trustpoints.

show crypto ca certificate Displays all the certificates installed on the system.
show crypto ca crls Displays cached certificate revocation lists (CRL).

show crypto key mypubkey rsa Displays all generated crypto key pairs.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands. Use the Ol
to view an analysis of show command output.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.



Here are some possible errors that you might encounter:

% Warning: CA cert is not found. The imported certs might not be usable.INFO: Certificate
successfully imported

CA certificate was not authenticated correctly. Use the show crypto ca certificate trustpointname
command in order to verify that the CA certificate was installed. If the CA certificate exists, verify it
references the correct trustpoint.

ciscoasa

ciscoasa#show crypto ca certificate my.verisign.trustpoint | b CA Certificate
CA Certificate
Status: Available
Certificate Serial Number: 63b1a5cdc59f78801da0636cf975467b
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Issuer Name:
cn=VeriSign Trial Secure Server Test Root CA
ou=For Test Purposes Only. No assurances.
o=VeriSign\, Inc.
c=Us
Subject Name:
cn=VeriSign Trial Secure Server Test CA
ou=Terms of use at https://www.verisign.com/cps/testca ©)05
ou=For Test Purposes Only. No assurances.
o=VeriSign\, Inc.
c=Us
Validity Date:
start date: 19:00:00 EST Feb 8 2005
end date: 18:59:59 EST Feb 8 2015
Associated Trustpoints: my.verisign.trustpoint

Il Line above lists associated trustpoints.

ciscoasa#
ERROR: Failed to parse or verify imported certificate

This error can occur when you install the identity certificate and do not have the correct intermediate
or root CA certificate authenticated with the associated trustpoint. You must remove and
reauthenticate with the correct intermediate or root CA certificate. Contact your 3rd party vendor in
order to verify that you received the correct CA certificate.

Certificate does not contain general purpose public key

This error can occur when you attempt to install your identity certificate to the wrong Trustpoint. You
attempt to install an invalid identity certificate, or the key pair associated with the Trustpoint does not
match the public key contained in the identity certificate. Use the show crypto ca certificates
trustpointname command in order to verify you installed your identity certificate to the correct
trustpoint. Look for the line stating Associated Trustpoints: If the wrong trustpoint is listed, use the
procedures described in this document in order to remove and reinstall the appropriate trustpoint.
Also, verify the key pair has not changed since the CSR was generated.

Error Message: %PIX|ASA-3-717023 SSL failed to set device certificate for trustpoint

[trustpoint name]

This message displays when a failure occurs when you set a device certificate for the given trustpoir
in order to authenticate the SSL connection. When the SSL connection comes up, an attempt is mac



to set the device certificate that will be used. If a failure occurs, an error message is logged that
includes the configured trustpoint that should be used to load the device certificate and the reason fc
the failure.

trustpoint name Name of the trustpoint for which SSL failed to set a device certificate.
Recommended Action: Resolve the issue indicated by the reason reported for the failure.

1. Ensure that the specified trustpoint is enrolled and has a device certificate.
2. Make sure the device certificate is valid.
3. Reenroll the trustpoint, if required.
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