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Introduction

Contributing Author: Eyal Webber—2vik, SCsquare Ltd.

This document describes how to use thé BCLtd. Apollo OS Smart Card for a secured, smart card—based
authentication between a Cisco VPN Client and a Cisco VPN 3000 Concentrator.

This document is based on a lab test completed with a Windows 2003 Enterprise Server and Certificate
Authority (CA), a Windows XP Professional workstation, and a Cisco VPN 3000 Concentrator.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

* Cisco VPN 3000 Concentrator version 4.1.3 Released 12—-Apr-2004

* Cisco VPN Client 4.0.3 (D)

« SC ™ Apollo OS Smart Card (contact interface) versions 2.3, 2.4, and 2.41
« SC ™ Apollo OS Smart Card (dual interface) version 3.01

« SC ™ Cryptographic Service Provider (CSP) version 3.11



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Setup

Use the procedures in these sections to configure the VPN 3000 Concentrator and VPN Client Authenticatic
with the use of the SCM Apollo OS Smart Card.

Windows 2003 Enterprise Certificate Authority Installation
Complete these steps in order to install the Windows 2003 Enterprise Certificate Authority.

1. Choose Control Panel > Add or Remove Programs > Add/Remove Windows Components.
2. Check Certificate Services and click Next.

Windows Components Wizard 2 x|

Windows Components Somtol
You can add or remove components of Windows. @

To add or remove a component, click the checkbox. 4 shaded box means that only
part of the component will be installed. To see what's included in a component, click

Details.

Components:

@Accessories and Utilities 45MB il
i—j.ﬁ.pplication Server 246 MB

M E: Certificate Szrvices 1.4 MB
(] 98 E-mail Servi k 1.1 MB
[1 ¢4 Fax Servires 22NMR Y

Description: Installs a certification authority [CA] to issue certificates for use with
public key security programs.

Total disk space required: 46 MB Details |
Space available on disk: 8093.1 MB =

< Back I Next > I Cancel l Help |

3. Choose Enterprise root CA or Stand—alone root CA (this depends on your PKI architecture) and
click Next.




Windows Components Wizard

CA Type
Select the type of CA you want to set up.

" Enterprise subordinate C&,
" Stand-alone root C&
" Stand-alone subordinate C&

Description of CA type E&
The most trusted CA in an enterprise. Shuld be installed before any other Ca.

™ Use custom settings to generate the key pair and CA certificate

< Back I Next > I Cancel | Help I

4. Enter the common name for your CA, set the validity period of its certificate, and click Next.

Windows Components Wizard

CA ldentifying Information
Enter information to identify this CA.

Common name for this CA:
SCsquareCiscoCa,

Distinguished name suffix:
DC=5Csquare,DC=local

1

Preview of distinguished name:
CN=5CsquareCiscoCa, DC=5Csquare,DC=local

Walidity period: Expiration date:
2 Jveas x| 4/25/2006 2:33 PM

< Back I Next > I Cancel Help

5.1t is recommended to leave these fields with their default values and click Next.




Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate database, database log, and configuration
information.

LCertificate database:

E:"\‘-.!JINDDE\.-" Shsystem32\CertLog Browse... l
Certificate database log:

IE:\WINDUWS'\system32\CertLog Browse...
I~ Store configuration information in a shared folder

Shared folder: %

I Browse
I” Prese e existing certificate database

6. Click Finish.

Completing the Windows
Components Wizard

You have successfully completed the Windows
Components YWizard.

To close this wizard, click Finish.

3
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Windows 2003 Enterprise Certificate Authority Configuration
Complete these steps in order to configure Windows 2003 Enterprise Certificate Authority.

1. Choose Control Panel > Administrative Tools > Certificate Authority.
2. Right click on Certificate Templates and choose New > Certificate Template to Issue.



i@ Certification Authority H =10| x|
Fle Adicn Vew Heb

«» | ABERDRE 2

|2 Cartfication Authanity (Local) hame | Intended Pupose |
= [[9) sCsquaraCiscoCh [z Oirectory Emal Replicaton Directory Service Emal Replcation
1 Revoked Certficates @A vomain Controller Authentication Clierk: Authentication, Server Authensicatio, .
1 ssued Certficates GAEFs Recovery Agent Fie Recovery
:]l :::1 "g:;‘::f:s GdBasc E7s Encrypting Fle System
& Domain Conroller Ciere Authenticanon, Server Authentcation

Web Server Server Authentication

Cierk Auhentication, Server Acthentication

o e Encrypting Fle System, Secura Emal, Jian...
bardinate Certifcation Authorky <All=

¥l Administestor Microseft Trust Lisk Siaring, Encrypting Fie...

ficate Template t

[Enabie additional Certificate Tamplabes cn this Certfication Autherity [
3. Choose the Enrollment Agent certificate template and click OK.

M Enable Certificate Templates 21X

Select one or more Certificate Templates to enable on this Certification Authority

Name I Intended Pupose -
(@ Authenticated Session Chent Authentication

CA Exchange Private Key Archival

CEP Encryption Certificate Request Agent

Code Signing Code Signing

Cross Certification Authority <A

E nrolime it

y Certificate Request Agent
R (Computes) Certificate Request Agent

Exchange Enroliment Agent [Offline request] Certificate Reguest Agent

Exchange Signature Only Secure Emad

Exchange User Secure Emad

FAIPSer IP sarunibin IKF intermediate ;.l

[ ok ] cancel |

4. Repeat steps 1 through 3, choose the Smartcard User certificate template, and click OK.




M Enable Certificate Templates

Select one or more Certificate Templates to enable on this Certification Authority

Name | Intended Purpose ]
IPSec IP security IKE intesmediate

IPSec [Offine request) IP secunity IKE intermediate

Key Recovery Agent Key Recovery Agent

RAS and IAS Server Client Authentication, Server Authentication

Router [Offline request) Client Authentication

Smartcard Logon Client Authentication, Smart Card Logon

Smartcard Uger Secuwre Email, Chent Authentication, Smart Card Logor
Trust List Signing Micrasoft Trust List Signing

User Signature Only Secure Email, Chent Authentication
(@& Workstation Authentication Client Authentication

| 0K I Cancel |

User's Smart Card Digital Certificate Request
Complete these steps to request a user's smart card digital certificate.

1. Go to the Certificate Authority web interface.
2.Choose Request a certificate.

i
Fle Edk  View Favorites  Took  Help a»
DBk v o)« x (¥ & ) Semch <7 Favorites W Mede £ [0 L 3

Address Ig] http:/}scsquarade. scsquare. ocalicertsrf :I CK) |U‘\|S ».

Microsoft Cenificate Semices - SCsquareCiscoC

Welcome

messages. and, depending upon the type of cerdificate you request, perform other security tasks.

You can also use this Web site to download a certificate authonty (CA) centficate, certificate chain, or
certificate revocation list (CRL), or to wiew the status of a pending request.

For more information about Certificate Services, see Cerificate Services Documentation.

Select a task:
equest a cerbficate
View the status of 3 ne[%dm:l certficate request
Download a CA cermhcate certificate chain or CRL

Use this Web site to request a certificate for your VWeb browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web. sign and encryot

[& T [ @ inkemnet

s L

3. Choose advanced certificate request.




a Microsoft Certificate Services - Microsoft Internet Explorer
Bl EdL

View  Faveeitee  Took  Hebp

=10lx|
ar
QBack v ()« = (¥ @ S Semch 7 Favorites @ Medz £ | v 3
Address lé'] http:)}scsquarace. scsquare. localfcertsryfcartrqus. asp :I @ lmls ”‘
Microsoft Certificate Serices

CsguareCisco CA

Request a Certificate

Select the cernficate yoe

User Certifica

Or, submit @n sl e

=
& T [ @ nkemet /4
4.Choose Create and submit a request to this CA.
ol X
Fke Edt View Favoritss Took  Hebp >
QBak v )« ) () (» ) Search <7 Favorites @ Mede £ | (0v L 3
Address lg:] http:)/scsquarade. scsquare. |ocalicertsrv/cartrqad. asp :I Go Ilhks -
=]
Microsoft Cetificate Senices CaguareCiscoCA

Advanced Certificate Request

The policy of the CA determines the typas of certiicates you can request. Click one of the following opions to

_reate gnd submit a requestito this CA

Submit a certificate request by using a base-84-encoded CMC or PKCS #10 file, or submit a renewal
request by using a base-64-encoded PKCS #7 file,

Request a certificate for a srnart card on behall of another user by using the smart card certificate
enroliment statior

Note: You must have an enrollment sgent centificate 1o submd 3 request on behalf of another user.

el

C [ [ nkemet
5. Choose the Smartcard User certificate template.
6. Choose Apollo SE™ CsP.

R

7. Verify that all the selections in your form match the selections that the window in step 8 shows.
8. Click Submit and enter your PIN when requested.



A Microsoft Certificate Services - Microsoft Internet Explorér

Fie Edit View Favorkes Tools Help ] x
QBack » () - [x) [2) (0| Seach /Favortes @ Meda £ v L
Address Ia http:ffscsquaredc. scsquare. localfcertsrv/certrama. asp ;] Go |Lﬂzs ”,

Microsoft Cerificate Services - SCsquareCiscoCA Home

Advanced Certificate Request

Certificate Template:
| Smartcard User |

Key Options:

@ Create newkeyset Use existing key set
CSP: [Apolla SCsquare CSP =
KeyUsage: & Exchange

Key Size: |1 024 ﬁinﬁﬁ (common key sizes: 512 1024 2048 4096 8192 16384)

& Automatic key containername  © User specified key container name
™ Mark keys as exportable
™ Enable strong private key protection

[ Store certificate in the local computer cerfificate store
Stores the certificale in the local computer store
instead of in the user's certificate store. Does not
instali the root CA's cenificate. You must be an
administrator to generate or use a key in the jocal Q
machine store.

Additional Options:

RequestFormat & CMC € PKCS10

Hash Algorithm: ISHA-1 v| e

Only used to sign request,

[T Save requestto afile

Aftributes: ¥
4 »

€] ||| e mternet

N K

SCsquare CSP

Enter PIN value: ||

[ oKk ]| cancel ||Change PINz> |

9. Once the certificate is issued, click Install this certificate to have the certificate stored on your smart
card.



2 Microsoft Certificate Services - Microsoft Internet Explorer

=10/ x|

Microsoft Cedificate Services - SCsquareCiscoCA

Certificate Issued

File Edit View Favorites Tools Help ‘ >
QsBack » ) - x) 2) (n| . search i Favortes & Meda & | (v L 3
Address @http:Hscsquaredc.scsquae.bcal,fcertsrvicertfnsh.asp 3 Go ‘Lnks 2

The certificate you requested was issued to you.

Install this cenificate

A

x
[&] Done | | | intemet 4
10. This message appears after a successful certificate installation.
‘3 Microsoft Certificate Services - Microsoft Internet Explorer =10/ x|
File Edt View Favorites Tools Help | >
QBack v () v |x] 2) (»| S search < Favortes &8 Media €4 | v o (3
Address Q] http://scsquarede. scsquare . localfcertsry/certrmpn.asp 3 Go ’ Links »

Microsoft Cedificate Services -- SCs

Certificate Installed

Your new certificate has been successfully installed.

€] pore ||| | mkernet

| RN

VPN Client Setup
Complete these steps in order to setup the VPN Client.

1. Open the browser and go to the CA's Certificate Services page.
2.Choose Download a CA certificate, certificate chain, or CRL.



73 Microsoft Certificate Services - Microsoft Internet Explorer - ||:l|5|

File Edt View Favorites Tools Heb | ’z.

QBak + Q v ¥ 2] /b Sseach ' Favortes & Meds £ | v L [

Address Ié] hitp: fiscsquaredc scsquare.local/certsry/ El Go II.HG -
2

Microsoft Certificate Services -- SCsquareCiscoCA

Welcome

Use this Web site to request a certificate for your VWeb browser, e-mail client, or other program. By using
a certfficate, you can venfy your identity to people you communicate with over the Wab, sign and encrypt
messages, and, depending upon the type of certficate you request, perform other security tasks.

You can also use this Web site to download z centificate authority (CA) cenificate, certificate chain, or
centificate revocation list (CRL), or to view the status of a pending request,

For more information about Certificate Services, see Cerificate Services Documentation.

Select a task:
Request a centificate
View the status of a pending certificate request

Download a CA certificate, centificate chain, or CRI

-
) _ || | mtemet /4
3. Verify that all the selections in your form match the selections that the window in step 4 shows.
4. Choose Download CA certificate.




3 Microsoft Certificate Services - Microsoft Internet Explorer -10| x|
Fle Edt View Favorites Tooks Heb | &

Back v ) + x| 2] & S Search ' Favorites @ Meda 4
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Address la hitp: [lscsquarede, scequare local/certsry/certcare asp

Microsoft Certificate Services -- SCsquareCiscoCA

Download a CA Certificate, Certificate Chain, or CRL

CA certificate:

current [SC
Encoding method:

© DER

" Base b4

Download CA cerificate
Download latest base CRL
Download |atest delta CRL

To trust certificates issued from this certification authonty, install this CA certificate chain,

To download a CA certificate, certificate chain, or CRL, select the centificate and encoding method.

&

| K

|| | mtemet

5. Click Save in order to save the downloaded certificate on your computer.

File Download

save this file.

File name: certnew.cer
File type:  Security Certificate

From: scsquaredc.scsquare. local

malicious code.

Cancel

Open |

€» , Some files can harm your computer. If the file information below
\“) looks suspicious, or you do not fully trust the source, do not open or

& This type of file could harm your computer if it contains

Would you like to open the file or save it to your computer?

X

IV &lways ask before opening this type of file

6. Choose the location on your computer to where you want to save the CA certificate.

7. Enter a name for the certificate and click Save.



savens L |
Savein: | (2} Desktop H O 2 -

My Recent
Documents

My Documents
3 My Computer
L J My Network Places

Desktop

My Documents

My Computer

)
My Network File name: ISquuateCiscoC&. cer j
Places

Save as lype: |Security Certificate Ll Cancel
/.
. Start the VPN Client utility.
# ¥PN Client - Yersion 4.0.3 (D) 10| x|

Connection Entries Status Certificates Log Options Help

(= £l=] =] =] = Cisco SSTEMS
EY vy o & X
Wiew Import Export Enroll Verify Delete

Connection Entries | Certificates ILog I

Certificate IStore 4 IKey Size l\)'alidity

| Mot connected. 4




9. From the Certificates menu, enable the Show CA/RA Certificate option.
10. Click Import.

(ol x|
& €] View... N7 Cisco SYSTEWS
— Impott... " 4
Wiew Import Delete R
Connection Entries | Certi Export.-.
= Enroll... =
Certificate ze I W alidity
SCsquareCiscoCa Verify until 14:33:08 2006 ,25 21198
Delete
Change Certificate Password. ..
Retry Certificate Enrollment. ..
Show CAJRA Certificates
| Mot connected. | Y/

11.In the Import Certificate dialog, select Import from file and click Browse.

« ¥PN Client | Import Certificate ‘Ej

* |mport from File

Import Path: l Browse

Import Password: |

" Import from Microsoft Certificate store

Impaort Certificate: I L'

Entering a new password is optional. It is recommended to password protect identity
certificates.

New Password: l

Confirm Password: |

Cancel




12.Choose the CA certificate you previously saved and click Open.

2|
Look in: | (# Desktop ~| « & ckE-
h 9 My Computer
" DMY Documents
My Recent 5

LMy Network Places

Documents

o 5
| &
¢

Desktop

L

My Documents

juareCiscoCA cer

- N
Q)

My Network  BREIETENES IS CsquareCiscoCa. cer j Open
Files of type: | &1l Files (%) ~| Cancel I

Z

13. This message appears when you successfully import the certificate.

# ¥PNClient | Import Certificate x|

+ |mport from File

Import Path: bs\Administratox\Desktop\SquuareCiscoO&.cer Browse I

Import Password: I

# VPN Client E =l

€ Import from Micra |\i) Certificate successfully imported.

Import Certificate; I % v I

Entering a new pas protect identity
certificates.

New Password: |

Confirm Password: I

Import Cancel

14.The CA certificate is now listed in the VPN Client application, under the Certificates tab.



« ¥PN Client - Yersion 4.0.3 (D)
(]

nnection Entries Status Certificates Log Options Help

=10l x|

£=] >
Import Export Enroll

Connection Entries I Certificates lLog I

Werify

X

Delete

Cisco SysTems

| Mot connected.

VPN 3000 Concentrator Configuration

Complete these steps in order to configure the VPN 3000 Concentrator.

1. Enter the VPN 3000 Concentrator Series Manager administration web interface.

2. Login as Administrator.




VPN 3000 Install SSL Certificate

CONCENTRATOR SERIES MANAGER

VPN 3000 Concentrator

Login: [admin

Password: I..ll.

itm Clear I

&

Cisco Srsrems

Copyright © 1998.2003 Cisco Systerns, Ine

[/

3.0n the left side of your screen select Configuration > Tunneling and Security > IPSec > IKE
Proposals.

4. Click Add (in the middle of the screen) to add a new IKE proposal.

VPN 3000
Concentrator Series Manager

Save Needed ,i
Add dedele, proete, @l configure IKE Propeads
Selert & baacthe Progesal wnd click Activame 10 zieke 1t Active, or click Madify, Copy o Debers 12 sppropnate

Fnlnctoes Austinw Prapoail sed chek Dicartivade U o it Taseedive, o7 click Wave U or Mirme Dewa L changgs ibs goimity
ek Add o Capy 10 ¢33 6 ow Insedve Prapagal 1EE FroDoses are ued by Sorunly G200 10 spedy 1S paranten

Ax b Tnactmw

Prapasals Actions Progesals
Clzen W PHClizr - OCS-H06 [KE-OC -5 DS A
IKEA0EE-D5 [ eckoivts | | KEADES DS ASA DT
I1Z IDES D5 DH) : IKE DES MD5 OH?
IK=-DES-D5 Doacivatnd? | |- mcaveriiier3-ESMDsRSA
IKZ-IDES-ADDH? Mo U I CroaVPNCicr-3TES-SHACSA
IK==I0FE SSRGS CeonvPNQisnr-30E S5
CscoVPNOlErt SUES MDS UHS b Lo |
ClreoVPNCier LAZS128-5-4 C oo VPNClier-AES28E-5HA
IKE-AES128-SHA A | IKE-AZS256-5HA

Madey I
Sopny |
Ltz |

Cisce Srsrius

5.In the Add form, fill the required fields as this window shows.




Configure and add a new [KE Proposal

Propesal Name lCiscoVF’NClient

Authentication Algorithm |MD5/HMAC-128 |
Encryption Algorithm [3DES-168 |
Diffie-Hellman Group IGroup 2 (1024-bits) :I

Lifetime Measurement m

Authentication Mede | RSA Digital Certificate (XALUTH) »|

| IPSec | IKE Proposals | Add

Specify the name of this IKE Proposal.

Select the authentication mode to use

Select the packet authentication algonthm to use.
Select the encryption algornthm to use

Select the Diffie Hellman Group to use.

Select the lifetime measurement of the IKE keys.

Data Lifetime |10000 Specifyy the data lifetime in kilobytes (KB).
Time Lifetime [36400 Specifyy the time lifetime in seconds
Add | Cancel |

6. Click Add when you are done.
7. Verify that the new IKE proposal is listed in the Active Proposals list, and click the Save Needed link
on the upper right corner of the form.

Configuration | Tunneling and Sec | IPSec | IKE Proposals

Save Neededfy
Add, delete, pnontze, and configure JKE Proposals

Select an Inactive Propesal and chck Activate 1o make st Active, o1 click Modify, Copy or Delete a2 sppropriste
Select an Active Preposal and click Deactivate 1o make & Inactive, or click Move Up o1 Meve Dewn to change its priosity

Click Add or Copy to add a new Inactive Propesal [KE Proposals are used by Secunty Associations to specify IKE parameters
Active Inac tive

Proposals Actions Proposals
_q . IKE-3DES-SHA-DSA
CiscoVPNClient-3DES-MDS K Actvele IKE-3DES-MDS5-RSA-DH1
IKE-3DES-MDS - IKE-DE S-MD5-OH?
IKE-3DE S-MDS-DH [ Deacivaiess | [0 o OE S MD5-RSA
IKE-DES-MD5 MoveUp | |CiscoVPNCient3DES-SHA-DSA
IKE-3DE S-MD5-DH? CiscoVPNClient3DES-MD5-RSA-DHS

IKE-3DES-MDS-RSA
CiscoVPNClient-3DES-MD5-DHS
CiscoVPNClien-AES128-SHA
IKE-AES128-SHA

CiscoVPNClien-3DES-SHA-DSA-DHS
CiscoVPNClien-AES256-SHA
IKE-AES256-SHA

8. 0n the left side of your screen, select Administration > Certificate Management > Installation.
9. Choose Install CA certificate.

Administration | Certificate Management | Install

Choose the type of certficate to install

Ll nstall CA certificate
o Install S5T certificate J% puavate key
o Install certificate obtaned via enrollment

<< Go backto Certificate Management

10.Choose Upload File from Workstation.



Administration | Certificate Management | Install | CA Certificate

Choose the method of installation:

e 3SCEP (Simple Certificate Enrollment Protocol)
e Cut& Paste Text
. sload File from Workstation

<% Go back to and choose a different type of certificate

11.Click Browse and select your CA certificate file (the one you previously saved).

Administration | Certificate Management | Install | CA Certificate | Upload File from Workstation

Enter the name of the CA certeficate file

ﬂlen-c'

instell | Concel |

Deskiop

My Documerts

V‘r
&t

My Computer

ERS
-
My Netyworl
Places

Fie name: lSC:meuooCAc« EI | E I
Flesofpe:  [AlFies[']) | |
12.0n the left side of your screen select Administration > Certificate Management.

13. Verify that the CA certificate is listed in the Certificate Authorities certificates table.




Administration | Certificate Management Monday, 26 April 2004 11:52:01
R nfm\ih@
Thas section lets you view and manage certificates on the VPN 3000 Concentratos
o Chck here to ensoll with a Certaficate Authorat
o Click here 10 install & certificate
Certificate Authorities [ View ALCRL Caches | Clear AL CRL Caches | (cusrent. 1, macmum 20)
Subject | Issuer Expiration SCEP Issuer Actions
SCsquareCiscoCA [sCsquareCiscoCA D4/25/2006 No Vaw | Configue | Delete
Identity Certificates (curent 0, maximum 20)
Subject [ Issuer Expiration Actions
No Identity Certificates
SSL Certificate [ Cererste ] Note: The public key in the SSL certificate i3 also used for the SSH host key
Subject Issuer Expiration Actions
192.168 10.195 at Cisco Systems, Inc 192162.10.195 st Cisco Systems, [nc 104/26/2007 Vaew | Rexsw | Delete
Enrollment Status [ Remove All: Enored | Tised-Out | Rejected | Cancelled | In-Progmess ] (cusrent: 0 available 20)
Subject Issuer Date Use Reason [ Method Status Actions
Neo Exwolbment Requests

14.0n the left side of your screen select Administration > Certificate Management > Enrollment >
Identity Certificate > PKCS10.
15. Complete the form fields as this window shows and click Enroll when you are done.

dentity Certificate | PKCS10

Enter the information to be mcluded in the certificate request The CAS certificate must be installed as a Certificate Authority before installing the
cernficare pou reguested Please wait for the operation to finish.

Co . (€N IConoemvmor Enter the common name for the VPN 3000 Concentrator to be uged

in this PKI
Organizational Uit (OU) [VPN Enter the department.
Organization (0) |Remote User Enter the Organzation or company

Key Size [RSA 1024 bits =)

Lecality (L) ITeI Aviv Enter the city or tovm
State/Province (SP) [ SRAEL Enter the State ot Province.
Country (C) IIL Enter the two.letter country abbreviation (e g Urated States = US)
o . Enter the Fully Qualified Domain Name for the VPN 3000
Sulect AlisaiivelNam FQUY I Concentrator to be used in this PKI
Subject AltermativeName (E-Mail I Enter the E-Mad Address for the VPN 3000 Concentrator to be used
Address) m this PKI.

Select the key se for the generated RSA/DSA key paar.

_Corcel |

16. A new window opens with the PKCS#10 certificate request in it.

VPN Concentrator Identity Certificate (VPN Certificate) Request
Complete these steps in order to request a VPN Concentrator identity certificate (VPN Certificate).

1. Copy the entire contents of the certificate request to the clipboard.



7} http://192.168.10.195/FILE/pkcs001 1.txt - Microsoft Internet Ex - 10| x|

File Edit Vew Favorites Tools Help | s'.','*
Qback ~ € - [x] 2 @ | ) Search 7 Favorites % Media £ | A~ i B
Address E] http: /{192,168, 10, 195/FILE/pkes001 1, bxt | B o |Links >

MIIEgDCCARECAQAwWhDEVMEMGALUE AxMMQZSuY 2VudHIhd GOy MQumC g¥YDVQQLEwWNW
UE4xFDASBgNVEA0TC1J1bWI0ZSBV e 2VYMREWDWYDVQQHEWhUZWwgQXZpdjEPMADG
AlUECBMGSVNSQUVIMMQswCQYDVQQGEWIJTDCENTANB gk qhk i GO9w0BAQEFAAOE 1w
gYcCyYEAh4HR POUKENZDSTSh8ruQPOnNi2ilUg7agqHcLxquia/bMolhFsgBcS91Kd
MPFORYR+db3gK1lbb7BAgILs£Z66D£ziYLLCGSDCcAXpzrgzy+QbXICIGO1XARovFy
KrllWls8YeGdHEOEL tHU3WOFI9wSXZLA1li8uEdS8 YNy /REROStOCAQMuDQYIKoZI
hvcNAQEEBQADgYEARMr 8 FsCXREAVa /MQGQONE+N0)0GHPcibuPc0dp3H3WAEATVh
09g85TeITatall3MMZ081Rdunwz JThoeUIIMAGMNrnx 7p tITS545Q0AL 4k qys+CABnbcD
5Cre8JIujGdgpHlQuZQBESrTEZNhxkN6AZYDqpHLSII tUdUgqx rEBLZuvE i68=

4
&] Done [ [ | |4 mternet 7

2. Go to the Certificate Authority web interface and select Request a certificate.

; Microsoft Certificate Services - Microsoft Internet Explorer ‘_I_njll

Fle Edt View Favorites Toos Hep e
OBk » €) ~ (x) 2] b O seach cFavorites W meda £ i L B
Address 'Q] it ffscsquarede scsquare. bocalfcartsrvf :] G | unis »

Microsoft Cenlificate Senices — SCsguareCiscoCA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certficate,
you can werify your identity to people you communicate with over the Y¥eb, sign and encryp! messages, and,
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Veb site to download a centificate authority (CA) centificate, certificate chain, or certificate
revocation list (CRL), or to view the status of 2 pending request.

For more information about Cenificate Senices, see Certificate Services Documentation.

Select a task:

}r{i,e,w,th,eﬁsjﬂt,u,s,qf,a,p,al%ng,c‘e,rliﬂ,c,ai,e,r,e_qua,s,t

' d a CA cedifl ificate chai

!53 [ | 4D Incermet

L

3. Choose advanced certificate request.




a Microsoft Certificate Services - Microsoft Internet Explorer ‘_I_njll
Fle Edt Miew Favorites Toos Hep >
QBsxck » ) - |x] 3] | Oseach cFavorites Wmeda £ v, 3
Address IQJ hip:fiscsquarede scsquare. bocalicartsrvjcertrqus. asp :] Go _unks -
Microsoft Cenlificate Senices — SCsquaraCiscoCA
Reqguest a Certificate
Select the cerificate type:
ificat
OIRE-TLIGD Y advanced cedificate recuast
P T d
@ || 4 ncemet 4
4. Choose Submit a certificate request by using a base-64—encoded....
A Microsoft Certificate Services - Microsoft Internet Explorer ‘lmﬂ
Fle Edt Miew Favorites Toos Hep G"
@Bk v ) - [x] 3 n| o cewch cFavortes Hmeda £ | v L B
Address IQJ htpiffscsquarede scsquare. bocalicartsrvjcertrgad, asp ;I Go ‘urls o
Microsoft Cenlificate Senices - SCsquaraCiscoCA
Advanced Certificate Request
The policy of the CA determines the types of cerificates you can request. Click one of the following options to:
Craate and submit 3 requast 1o this CA,
Submit 3 cedificate request by using 3 base-64-encoded CMC or PKCS #10 file_ or submit 3 renewal request by
a baseb4-ancoded PKCS #7 fila
Request a cerdicate for 3 smar card on behalf of another user by using the smart card cedificate enrollment
gtation,
Note: You must have an enrollment agent cedificate to submit a request on behalf of another user.
. <
&) [ @ Incermet 4

5. Paste the request you previously copied to the clipboard into the Saved Request edit box.
6. In the Certificate Template, select Web Server.
7. Click Submit.



2} Microsoft Certificate Services - Microsoft Internet Explorer ‘lm&

El=  Edt  Yew Fawontes Jook Heb I #
OBk » () - [« 2] | O search Favertes Wreda £ | - L[S
Address |.gJ http:))scsquarede scsquare. locdfoartarvicertrgut asp E] Gﬂ Lnks »

fMcrosoft Cerbficate Semces -- SCsquar

Submit a Centificate Request or Renewal Request

To submit a saved request to the CA, paste a base-B4-encoded CMC or PKCS #10 certificate request or PKCS # renewal
request generated by an external source (such as a Web sener) in the Saved Request box.

Saved Request:

hveNAQEEBQADgYEARNrOF=CHkEAVa/ HQGQONE#HO;I
Base-64-encoded [09GESTEIVULAUINMIQS IRANWZJhoe UIINAS N X
ceffificate request |SCreSJIvGdgpHLIQUZOBSr TEZNhXENGAZYDQpHLS

{CMCor |- END NEW CERTIFICATE REQUEST-----
PKCS#10or
PKCS #7): =]
< | »
Browse for 3 file 1o insen
Certificate Template:
T—
Additional Attributes:

-
Altnoutes: -|
4 »

&l [ |4 intemet

R

8. When you are done, click Save to save the issued certificate to your computer.

2} Microsoft Certificate Services - Microsoft Internet Explorer =10] xJ

Ele  E£dt  Vew Favortes Jools  Help | #
(PBack v - [x] 2] 0 U Seach Favoites @Mede £ v L [F
Address I-E] http:j/scsquaredc. scsquare. local/certsrv/oartinsh asp :l G Lnks ®

fRcrosoft Centticat -- SCaguareCiscoCA

Certificate Issued

The cerificate you requested was issued 1o vou.
L1l

@ DER encoded o
Download cerdicate ' 2
] e cerlice e i

Geting e forna x|
cartnew.cer from sc:
[ ? wﬁucmmeum.lflmﬂothw
- ; £ suspicous, of you do nol fulp liust the source, do nol open o
ED’*"‘*':;'_‘"" save tis fil
Transfar rate: File name. cartnam.cer
[ Close Ihis dizkg Fie lppe  Securky Certificate
From scsquarede,scsquare. focyl
0\ Thistype of fils could haim your computai it & contains
malcious cods.
Would you ke to open the fil or save  to your computer?
Den | Concel | Moreinio |
IV Alwzvs ask before o:cza‘m: s typs of fie
- =
/€] bone [ | @ mtemet 4

9. Return to the VPN 3000 Concentrator administration web interface.



10.Login as Administrator.
11.0n the left side of your screen, select Administration > Certificate Management > Installation.

12.Choose Installed certificate obtained via enrollment.

Administration | Certificate Management | Install

Choose the type of certificate to install:

e InstallCA certificate
e Install 351 certificate with private ke

[l nstall certificate obtained wia enrollment

<% Go back to Certificate IManagement %

13.Click the Install link.

Administration | Certificate Management | Install certificate obtained via enroliment

Select a envcllment request to mstall,

Enrollment Status
Subject | kswer | Date Use | Reason = Methed Status | Actions
Concontrator as Remote Uses 24 4262004 1D [loisial Mama!  InProgress  |View| %ﬂﬂm

14.Choose Upload File from Workstation.

Administration | Certificate Management | Install | ldentity Certificate

Choose the method of installation:

e Cut & Paste Text
. nload File from Workstation

<< Go back to and choose a different type of certificate

15. Click Browse and select the saved certificate.



Administration | Certificate Management | Install | Identity Certificate | Upload File from Workstation

Enter the name of the identty centdficate file.

inoell | _Gencel | 1]
Lockire | (3} Decklop > @

My Aecent
Documneris

—
o

My Decureants

) Cisco YPN3K Cient

vm r
-
My Compurer

.
-

My Neswork IR CiscoVPN, | 0 |
yﬂic:f::rﬁ pama; l el CEf 3 pen
Fies of bpe: |AFFles () | Cancal |

7

16. Verify that the certificate is listed in the Identity Certificates table.

Administration | Certificate Management HMonday, 26 April 2004 12:06:52
Refresh @

Thas section lets you view and manage certificates on the VPN 3000 Concentrator

o Clhckhers 10 enzoll with a Certaficate Suthoniy

o Chekhers toinstall 8 cetificate

Certificate Authorities [ View 20 CRL Caches | Clear £1 CRL Caches ] (eusrent: 1, masmuen: 20)

[ Subject [ Issuer | Expiration | SCEP lssuer Actions
[sCaquareCiscotA SCacuareCiscaCa 0472572006 [ No Wirw | Configure | Delete

Identity Certificates (cument: |, mauamum: 20)
[ Subject [ Issuer Expiration Actions
|Concentrator st Remote Uger [SCoguareCiscoCa 04/2572004 Yaw | Renew | Dekete

SSL. Certificate [ Generte ) Note: The public key in the SSI. cerhficats 15 also used for the SSH host ey
| Subject Issuer | Expiration | Actions
[192 162 10.195 st Cisco Systeme, Inc. 192.162.10.195 &1 Cigco Systems, Ine Pa26:007  [Waew | Resew | Delete

Enrollment Status [ Remove All: Enomd | Timed-Out | Rejected | Cancaled | In-Prozwes ] (ousrent: 0 avadable: 19)
[ Subjeet |  Issuer | Daw Use | Reason |  Method  Status  Actions
Il\h Envollment Requests

17.0n the left side of your screen, select Configuration > Policy Management > Traffic Management
> SAs.
18.Click Add to add a new SA.



1KE pasamstets.

Click Add to add an 54, ot select an SA and click Medify or Delete

IPSec SAs

Management | Traffic Management | Security Assoclations

Save Needed5)

Thue gection lete you add, configucs, moddly, and delete [P3ec Secvnty Associations (SAg). Secunty Associations uge [KE Frepogals to negotiate

Actions

ESP-3DES-MDS

ESP-IDES-NONE
ESP-AES128-SHA
ESP-DES-MDS

ESP/IKE-3DES-MD5

ESP-3DES-MD&-DH5
ESP-3DES-MD5-DH?

ESP-LZTP-TRANSFORT

Add
Modity

Delata |

19.1n the Add page, complete the form fields as this window shows and click Add.

Configure and add a new Secunty Association.

SA Name |SCsquare-ESP-DES-MI

Inheritance IFrom Rule 'I

Specify the name of this Secusity Association (5A4).
Select the granularity of this SA.

IPSec Parameters
Authentication Algorithm | ESPMDS/HMAC-128 ~|

qupﬁsnAlgoriﬂnlIijES-l 68 'l

Encapsulation Mode ITunneI 'I

Perfect Forward Secrecy IDisabled EI
Lifetime Measurement ITime "I
Data Lifetime |10000

Time Lifetime |26500

IKE Parameters
IKE Peer |EI.0.0 0
Negotiation Mode [Main ]
Digital Certificate | Concentrator =l

' Entwe centificate chain
@ Identity cenificate only

Certificate Transmission

IKE Proposal | CiscoVPNClient
Add % Cencel |

Select the packet authentication algorithm to use.
Select the ESP packet encryption algonthm to use.
Select the Encapsulation Mode for this SA.

Select the use of Perfect Forward Secrecy

Select the Ifetume measurement of the [PSec keys.
Specify the data Ifetime m lalobytes (KEB).

Specify the time Ifetune m seconds.

Specify the IKE Peer for a LAN-to-LAN connection
Select the [KE Negotiation mode to use.
Select the Digital Certificate to use.

Choose how to send the digital certificate to the IKE peer.

EI Select the IKE Proposal to use as IKE mitiator,

20.0n the left side of your screen, select Configuration > User Management > Groups.

21.Click Add Group to add a new group.




Configuration | User Management | Groups
Save Neededfg)

This gection lete you configuce grovpe. A group te 4 collection of ugers treated ag & smngle entaty.

Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To modify other group parameters, select a
goup and click the appropriate button

Actions Current Groups Modify
— Empty —

Authentication Servers

Add Group N Authorizabon Servers

Accounting Servers

Maodify Group I
Addrass Pools
Delete Group | ClientUpdate

Bancwdth Assignmant

22.1n the Identity tab of the group add page, fill the form fields as this window shows and go to the
General tab when you are done.

Configuration | User Management | Groups | Add

Thas section lets you add a group. Check the Inherit? box to set a field that you want to default to the base group value Uncheck the Inherit? box
and enter = new value to ovemnde base group values.

Identity | General | IPSec | Client Config | Client FW | HW Client | PPTP/L2TP

Identity Parameters

Atordhute Value | Description

Group| .

N FPN IF.nm 2 urdqus nasme for the group.
Password |eee 'Emer the password for the group.

Verify eee Venify the group's pasewoerd.

Extenal groups are configured on an extemal authentication server (¢.g RADIUS) barernal groups are
Typef[Iremel =] configured on the VPN 3000 Concentrator's Intemal Database

Add | Concel |

23.In the General tab, complete the form fields as this window shows and go to the IPSec tab when you
are done.



Configuration | User Management | Groups | Add
This section lets you add a group Check the Inherit? box to set a field that you want to default to the base group velus. Uncheck the Inherit? box
and enter a new value to ovemde base group vaues
Identity ~ General "IPSec | Client Config | Client FW | HW Client | PPTP/L2TP
General Parameters
Attribute Value |Imberit? Description
Access Hours| -No ROS"'GDOW;' W [Selectthe access hours ssagned to thee group
Simultancous Logins| 3 ~ Wﬁnm&d“mowkwfuﬁum
Minimum P u‘;lle v ll’.ﬁ«hmpumrdwfwulmnﬂu Foup
Allow Alplabe fic- Only [~ [~ [Enter whether to allow ugers with alphabetic-cnly passwords to
be added to thes group
Idle Timeout! 30 W Kmanutes) Enter the idle tmeout for this group,
B T-.D W Kmanutes) Entes the maimvum connect time for this group,
Filter| ~Nane— :l ~ [Enut the filter asgigned 1o this group
Primary DNS T [Eater the 1P addiess of he primary DNS serves
Souﬂ.yDNSl ~ IE.nunho IP addeess of the secondary DNS server.
Primary WINS | [ IE.nuﬂhclPoﬁduu of the primary WINS server
Secondary WINS! ~ IEmntho IP addeess of the secondary WINS setver. Q
SEP Card Assigmment ::3; :g: ~ koloctﬂnSEP cards this group cen be asmgned to
I spTP
I Lare .
Tunneling Protocols 3 . I Belect the tunnebng protocols this group can connect with.
ec
I™ L2TP overIPSec
Check to remove the realm qualifier of the usemame during
et Bt [ » authentication
l_ the [P sub.astwork to which usere within this group will be
DECE Network Soepe o Iamgned when usmng the concentrator as ¢ DHCP Proxy.

24.1n the IPSec tab, complete the form fields as this window shows and click Add.

Identity * General 1PSec | Client Config | Client FW * HW Client | PPTP/L2TP | WebVPN

IPSec Parameters
Arribute Value |nherit?| Deseription
IPSec SA) ISquuem-ESP-{ISMDS -vj r Fdod the group's IPSec Secunty Associetion.
IKE Peer n elect whether or not 1o validate the identity of the peer usmg
Validats | If supported by certficate »| r Bnpo«‘ocm:ﬁcm
IKE Keepalives| [ [~ E::‘c:w enable the uge of [KE keepakves for members of this
fid I il seconds) Enter how long a peer is permitted to idle before the
¢ [300 v VPN Concentrator checks to gee ff 1t 15 stdl connacted
T 1 [Select the type of tunnel for thas group Updste the Remote
Type]l Remote Access P A ccess parameters below as needed.
Remote Access Parameters
Group Lock| ™ ~ lLock usess into this group
elect the authentication method for members of this group.
A-lhllbubnl Internal :l is parameter does not apply to Individeal User
wthenticaton
memmbers of this group need authonzetion in addition to
[_j authenticatson, select en suthorzation method [f you
Authorizstion TpeNone = ¥ configure this field, you must also configure an Authorzation
erver,
Avuthorization) :
mf M [Checkto requare successtul authorzation
Required| *
| For certificate-based users, select the subject Distinguashed
DN Field|| CN otherwise OLI | M [Name (DN) field that is used as the usemame This field is
used for user Authorzation.
PCongp m [~ :0:: the method of IP Compression for membess of this
hﬁb::; wf W [Check to resuthenticats the user on an IKE (Phase-1) rekey
ermit or deryr VPN Clients sccording to their tvne and

25.0n the left side of your screen, select Configuration > User Management > Users and click Add to
add a new user.



Configuration | User Management | Users

This section lets you configure users.

Click the Add button to add a user, or select a user and click Modify or Delete.

Current Users Actions

Add
Madify

Delete

i

26.1n the Identity tab of the add user page, complete the form fields as this window shows and click Adc

Configuration | User Management | Users | Add

This section lets you add a uger. Uncheck the Inherit? box and enter a new value to ovemde group values
Identity Parameters
Attribute Value | Description
Username ISquuare IEnm 2 urdofue Usemame.
Password Ioooooo.o IEntm' the user's password. The password must satisfy the group password requitements.
Verify Ioo.ooo.o Venfy the user's password
Growp |VPN ;l IEnber the group to which this user belongs.
IP Address|| |Entet the IP addruss assigned to this vser.
Subnet Mask’ I |Enter the subnet mask assigned to this user.
ITI Cancel |
N

VPN Client Configuration
Complete these steps in order to configure the VPN Client.

1. Start the VPN Client application.



"

# VPN Client - Yersion 4.0.3 (D)
Comnection Entries  Status Certficates Log Options Help
e = \ Cisco Systems
Zs @ & 5 A
Connect New Import Modfy Delete i
Connection Entries I Cerificates | Log |

IConrectb:n Entry I Host I Transport [

Not connected.
2. Go to the Connection Entries tab and click New to add a new connection entry.

3.In the Create New VPN Connection Entry dialog, complete the form fields as this window shows and
click Save.

-

# VPN Client | Create New YPN Connection Entry

Connection Entry: ISquuare Cisco VPN

Description: I"v’lrtual Private Network

Host:[192.168.10.195
Authentication ITransport I Backup Servers I Dial-Up I

(" Group Authentication

‘assword: |

Confirm Password: I

(¢ Cerificate Authentication

Name: I Users = SCsquare Ltd. (Microsoft) LI
I~ Send CA Certificate Chain

Cancel

4. Choose the new connection you have just created and click Connect.



# VPN Client - Version 4.0.3 (D)

Connection Entries  Status Certificates Log Optons Help

S}a @ g % m Cisco Smus-

Connect Modfy Delete
Connection E:tnes ICet:rﬁcdea l Log I

Connection Entry Host Transport
SCsquare Gisco VPN 192.168.10.195 IPSec/UDP

| Not connected.

5.When the SE™ CSP popup dialog appears, enter the PIN code to your smart card

# | VPN Client - Version 4.0.3 (D)

Connection Entries  Status Certificates Log Optons Help
@ ﬁ g ﬁ ﬁ Cisco Srstius
Cancel Connect New Mod
Connection Entries I Certificates ] SCsquare CSP
ICannedm Entry l Transport l
SCsquare Gisco VPN IPSec/UDP
Enter PIN value: |
[ OK ]| Cancel ||Change PIN>>|
Initialang the connection usng certificate "Users + SCsquare Lid,” ANEEEER

6. When the VPN Client application popup dialog appears, enter the Username and Password to your
VPN account.



» | VPN Client - Yersion 4.0.3 (D)

Connection Entries  Status Certificates Log Options Help

@ @ g ﬁ m Cisco Smus.

Cancel Connect New Import Modfy Delete
Connection Entries ICectiﬁcdes | Log I

lConnectm Entry / l Host Transport [
SCsquare Cisco VPN 192.168.10.195 IPSec/UDP

# VPN Client | User Authentication for “SCsquare Cisco... ’3(

Erter Usemame and Password

Cisco Sysvews Usemame: [SCoquare i

. Password: [~

0K I Cancel

| Authenticating user... jum y

7.You are now connected to the VPN. The active connection is indicated in the VPN Client application
status bar as well as in the system tray as a closed lock.

# VPN Client - Version 4.0.3 (D)

Comnection Entres  Status Certficates Log Options Hep

&, £ = Cisco Srsteuws

Disconnect New Import Modty Delzte
Connection Ertres | Cenicates | Log |

Connection Ertry Host Transport
(] SCsquare Gsco VPN 192.168.10.195 1PSec/UDP

Connected to "SCsquare Cisco VPN, Connected Time: 0 day(s), 00:01.56 v




Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

* VPN Client Troubleshooting and Programmer Notes Version 4.6
 Troubleshooting Connection Problems on the VPN 3000 Concentrator
* VPN Client GUI Error Lookup Tool

Related Information

 Cisco VPN 3000 Series Concentrator Support Page
 Cisco VPN 3000 Series Client Support Page

* |PSec Support Page
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