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Introduction

This document describes how to set up the Cisco Secure ACS Solution Engine (SE) for HTTPS managemel

Prerequisites

Requirements
Ensure that you meet this requirement before you attempt this configuration:

* Web administration access to both the Cisco Secure ACS SE and the Microsoft CA server

Components Used
The information in this document is based on these software and hardware versions:
* Cisco Secure ACS SE 3.2.2. build 5
» Microsoft 2000 Stand Alone CA server
» Microsoft 2000 Enterprise CA Server
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

This document uses these configurations steps:
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2. Click ACS Certificate Setup.
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4. Fill out the form as you see here, click Submit, and note that your Certificate Signing Request is now

ready by viewing it on the right—hand side of the window.
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5. Copy the Certificate Signing Request to a Notepad file for use during a later step.

’J Untitled - Notepad

File Edt Format Help

----- BEGIN CERTIFICATE REQUEST====- _:_l
MIIBVZCEWQIBADAYMRYwWFAY DVQQDEWLYdHAT YWNZLWFwCGWyMIGTMAOGCSQGSIh3
DQEBAQUAA4GNADCBIQKBYQCMUSCS /LhKSZa6bK 5] eFoHBBYTWr JREGMQE7MG22S4F
DGYOWOFNCIRO+CkINsUgLOkKkQj6cC2CIro] zAU3cqvuhzTBOYgxzdS"| Es] Fyagw
CwxXtagPehyIyMsvi eD+ZKMKSOpKWPOth4U SiyniwiGk6bumMO3Sr78LgoG TNG3r
TWIDAQABOAAWDQY IK0ZIhvENAQEFBQADGYEAANXG2A09 /gqsKv2pgdr 9xamkbSBFN
2e+k K2GFTLTUYTIXO7N6R2BOSZ /+UTIHEVOENUNVTLIVOFZKFEjmeuLUnZ1NGet 7e

0t c14v4 o+MFN7HVUFEBKZRE1acD7 eEKQK T 0ZSFuhAvComl 3 /FTUVUZLUB2+bRINXY
2Zvemuzrd+nuvTg=

————— END CERTIFICATE REQUEST-----

6. Browse to your Microsoft CA Server web page.

7. Select Retrieve the CA certificate or certificate revocation list to download the CA Server
Certificate.
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Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other
secure program. Once you acquire a certificate, you will be able to securely identify yourself
to other people over the web, sign your e-mail messages, encrypt your e-mail messages,
and more depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
C Request a certificate
¢ Check on a pending certificate

Next > I

8. Click Next.
9. Select Base 64 Encoded.
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Retrieve The CA Certificate Or Certificate Revocation List

[nstall this CA certification path to allow your computer to trust certificates issued from this certification
authority.

Itis not necessary to manually install the CA cerufication path if vou request and install a certificate from
this certification authority, because the CA certification path will be installed for you automatically.

Choose file to download:
CA Centificate:

T DER encoded or & Base 64 encoded
Dowvinlead CA certificate

Download CA certification path
artifi I can

10. Click Download CA certificate.
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11.Click Save and rename the CA Server Certificate from certnew.cer to a name that is easy to

remember. This example uses ca—cert.cer. After the file is renamed, save this ca—cert.cer to the FTF
server's root directory.

12.Browse back to the CA Server's web page.
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Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program.
Once you acquire a certificate, you will be able to securely identify yourself to other people over the web,

sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request

Select atask:
 Retrieve the CA centificate or centificate revocation list
@ Request a cernficate
© Check on a pending certificate

Next > I

13.Click Next and select Advanced Request.
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Choose Request Type

Please select the type of request you would like to make:

C User certificate request

E-Mail Protection Centificate

@ Advanced request

14.Click Next and select Submit a certificate request using a base64 encoded PKCS #10 file or a
renewal request using a base64 encoded PKCS #7 file.
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Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods.
MNote that the policy of the certificaton authonty (CA) will determine the certificates that you can obtain.

€ Submit & certificate request to this CA using a form

& Submit a certificate request using a basef4 encoded PKCS #10 file or a renewal request using a
basetd4 encoded PKCS #7 file.

¢ Request a certificate for @ smart card on behalf of another user using the Smart Card Enrollment
Station
You must have an enroliment agert cenificate o submi a raguest for another user.

Next > I

15.Click Next and paste in the Certificate Service Request that you copied to a Notepad file from step 6
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Submit A Saved Request

Paste a baset4 encoded PKCS #10 cerificate request or PKCS #7 renewsal request generated by an extemal
application (such as aweb server] into the request figld to submit the request 1o the certfication authority (Ca)

Saved Request:

NIIEVzCEuQIEBADAYNRYwFAYDVQQDEvl1pdHALYUN
Ha5a54 Encoded |DQEEAQUAA4GNADCEIQKBgUCoUICS/LaRsZaéXs j=
Cerlficate Reguest |DCYSugFNC IRO+ckdN=UgLgkRQ)16cC2CIz0lpzall
(FKCS #0 or &) |CVEtagPehYIyN=VieD+ZyHEZopKoPohlt4ukSiyn
TwIDAQAEoAAVDQYIKoZLhveclAQEFBQADGYE AEM?
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Srowse for a file 10 insarnt.

Additional Attributes:

=
Attributes: >
L4 3

Subma > |

16. Click Submit.
17.Select Base 64 encoded and click Download CA certificate.
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Certificate Issued

The certificate you requested was issued to you.

© DER encoded or & Base 64 encoded

Download CA certificate
wanload CA certifica

18.Click Save and rename this certificate from certnew.cer to a name that you can remember. This
example uses acs—cert.cer. Save this file to your FTP server's root directory.

19.1n your ACS Server browse to System Configuration > ACS Certificate Setup > ACS
Certification Authority Setup, click Download CA certificate file, and fill out the Download File
section completely.



20. Click Submit.
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21.Click Submit again.
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22.Select System Configuration > ACS Certificate Setup > Install ACS Certificate and click
Download certificate file.
23.Fill out the Download File section completely.
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24.Click Submit.



3 CiscoSecure ACS - Microsoft Internet Explorer
File Edit View Favortes Tools Heb

| Back + = - (D (2] A} Qoearch [ajFavorites PMedia (P T D
| Address | &) hetp://172.18.124,102:1713/index2.htm
|Unks [JNews &)Google 4&]Cisco Systems, Inc & WEBMON-SECVPN & |RTP-LABPAGE

Cisco Sysvems System cUnﬁgu[aliﬂl'l
ﬁ Setup

Install ACS Certificate
EE Group
Setup
The current configuration has been changed. Restart ACS
% |Shrtdl‘roﬁlo

Components in ""System Configuration:Service Control" to adopt the
new settings for EAP-TLS or PEAP support only.

Network
Configuration

@“ Sustem ‘
iguration ’ Install new certificate ?

Interface )

E*I Configuration Read certificate from file

%l Administration Download cerifficate file
Control

Certificate file |acs-cert cer
5& | External User
> Databases

O Download private key file

S ::am‘;m’ Private key file |tp-acs-appl2pk
- - Private key password |
| g:elg::mhﬁm

? Back to Help |

25.Click Submit.
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26. Select System Configuration > ACS Certificate Setup > Edit Certificate Trust List and verify
your CA server is listed. Once it is found, check the box next to the name.
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v RTP-NONADCASRV
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27.Click Submit.
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28. Select System Configuration > Service Control and click Restart.

29. Select Administration Control > Access Policy and under the HTTP Configuration section under
Secure Socket Layer Setup, check Use HTTPS Transport for Administration Access. Once this is
complete click Submit. Your ACS SE is now able to be used via an SSL browser session.
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Verify

There is currently no verification procedure available for this configuration.

Troubleshoot
There is currently no specific troubleshooting information available for this configuration.

Known Issue

If you see the Can't initialize HTTPS transport: server or certification
authority certificate is not installed error, your ID certificate is not installed.
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