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Introduction

This document describes how to configure Interactive Voice Response (IVR) / Extended Services when you
use Active Directory in Cisco CallManager.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:
» Cisco CallManager must already be successfully integrated with the Microsoft Active Directory
server on the system in question.

 You understand how Computer Telephony Integration (CTI) route points and CTI ports function.

For more information, refer to Installing Active Directory Plugin for Cisco CallManager.

Components Used
The information in this document is based on these software and hardware versions:

» Microsoft Active Directory Server
* Cisco CallManager 3.2.2(c)
» Extended Services 2.2.5 (coresident installation)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:

Nt

CallManager and Active Directory Server
IVR Server (Bandana)
10.48.79.37 10.48.79.62

i

Cisco CallManager Configuration
Step 1: Cisco CallManager Configuration

First, configure Cisco CallManager. This is the same configuration that you use for normal DC Directory
integration. Complete these steps:

1. Add a CTI Route Point:

Device name: rp_1
Line-1: 9000
2. Add four CTI Ports:

Device name: cti_port_1
Line-1: 9001

Device name: cti_port_4
Line-1: 9004

3. Add a user to control these devices:

Note: If you already have other IVR applications configured, ensure that you associate those devices
with the user who controls existing CTI route points and CTI ports.

First Name jtapi
Last Name jtapi
Userid: jtapi
Password: cisco
Enable CTI Application Use: TRUE
List of Controlled Devices:



rp_1, cti_port_1, cti_port_2, cti_port_3, cti_port_4

Note: In order to test this user, go to http://ipaddressCallManager/ccmuser, and log in with username
jtapi and password cisco. If you can log in, you must be able to see all the controlled devices.
ipaddressCallManager is the IP address of the newly configured Cisco CallManager server. In this
case it is 10.48.79.37, as indicated in the network diagram.

Step 2: JTAPI Configuration

Second, install the Java Telephony Application Programming Interface (JTAPI) client on the server where th
IP/IVR will be installed. In this case the installation goes on the same server as Cisco CallManager, as it is &
coresident installation.

1. Go to http://ipaddressCallManager/ccmadmin, where ipaddressCallManager is the IP address of the
Cisco CallManager server.

Note: In the example browser windows illustrated in step 2 and subsequent steps, the IP address of
the Cisco CallManager server is 10.48.79.37.
2. Select Application > Install Plugins, then click the JTAPI icon.

2} Gisco CallManager 3.2 Administration - Install Plugins - Microsoft Internet Explorer

| Ele Edt Wew Favertes Tods Help
| Bk v & - QD 4 Qseach EjFavorkes BHsory | By S

| Address |£_] Hitp: {110,498, 79, 37 {cemadminfinstall, asp

vice Feature Device Iser Application ielp

~ ¢ o . Crsco SysTems
Cisco'CallManager Administration
For Cisco IP Telephony Solutions

Install Plugins

ﬂ CDR Analysis and The CDR Analysis and Reporting (CAR) is a tool that provides reports on calls based
Reporting on COR records. Reports provided include: Calls on a user basis, Calls through
gateways, Simplified Call Quality, and CDR search mechanism. [n addition, imited
database administration {deleting records based on DB size) is also provided.

& Cisco Bulk The Cisco Bulk Administration Tool {(BAT) allows the administrator to perform bulk
Administration add, delete and update operations on devices and users
Tool

& Cisco Bulk Trace Cisco Bulk Trace Analysis tool is used to do post processing of large SDI/SDL trace
Analysis Tool files in XML format and provides parsing, filtenng, and high performance. This tool
should be downloaded, installed, and operated on a client machine

&9 Cisco Customer The Cisco Customer Directory Configuration Plugin guides you through the =~

é] hittp:/f10.48.79.37 fccmadminfinstall. asp ®© Internet

The JTAPI client installation wizard launches:



Cisco JTAPI Client - Welcome x|

Cisco JTAPI Client
wversion 1.3(1.26)
by Cisco Systems, Inc.

[nstallShield
| Continue I Cancel |

3. Click Continue. The wizard displays the next window.

InstallShield Wizard

Setup Status

Cisco JTAPI Client Setup is performing the requested operations.

100%

InstallShield

Cancel

4. When the final window appears, click Finish. The JTAPI client installation wizard terminates.




InstallShield Wizard

Maintenance Complete

Setup has finished installing the Cisco JTAPI client on your
computer.

Setup can launch the ReadMe file if you wish.

[ ¥es, | want to view the ReadMe file:

< Back | Finish I Cancel J

Step 3: Directory Configuration

Third, integrate the Customer Response Applications (CRA) Server with Cisco CallManager.

The Cisco IP Telephony Directory server stores configuration information and application scripts in the
Repository subdirectory. The application server can also receive directory information from one Cisco IP
Telephony Directory, and application logic from a repository on another server. For efficient management of
resources, the directory server stores each type of configuration as a profile.

Note: Directory profiles can only be used by one application server at a time.

You can use repository profiles to centralize the storage of application logic. Unlike directory profiles,
repository profiles may be shared by more than one application server.

1. For reference information, open Regedit, and browse to HKEY_LOCAL_MACHINE / SOFTWARE
/ Cisco Systems, Inc./ Directory Configuration, as shown here:



&' Registry Editor
Regitry Edt Vew Favortes Help

= B My Computer a| [ name | Type Daa
&0 HKEY_QLASSES_RCOT (38)(Defaut) REG_SZ (vahse nok set)
&0 HKEY_CURRENT_USER 3B)CISCOBASE REG_SZ cu=Cisco, de=kurt,dc=com
£1-0 HKEY_LOCAL_MACHINE #b] Corfigstatus REG_SZ troe
& HARDWARE SCTiPwe REG_SZ
E’j ::'gﬁm 3)CTRLDEVICES REG_S2 250
&8 SOFTWARE 3| pcnCTEWRW REG_SZ 0c0200082¢101¢1a1003
! @83 GcoSystems SB]CCOMGRPY REG_SZ 0c0200022:101¢1a1003
=] Csco Systems, Inc. L"JDRACCESS REG_SZ trus
@8 AlarmService ADIRTYPE REG_SZ ADS
(L1 AWID Customer Directory Configuration jirkegratedintal . REG_SZ 2.24
= 3 CalManager b DAPURL REG_SZ Wdzp:{fbandana:389
(1 CemPerfMon [B)McRON REG_SZ =Admnstranor, cr=Usars, domlort, der
(] Cisco Directory Service — | a)mcrew REG_SZ Dc0a0N0a2c04121b181F54615¢
& (L] Cisco Enterprise Directory Plugin 3b)publisher REG_SZ CILKENY
& (L Cisco [P IVRJAS Serviceabilty Support [3b)schemaiarsion REG_SZ V2.5
& (] Cisco JTAPI Clierk (W) UsepackagedPiugl... REG_SZ VES
(11 Cisco Telephony Call Dispatcher W)UseProflesing... REG_SZ troe
(3 CmiPerfion
(23 €71 Framework
(21 CtimgrParfrion
(3 oeL
(1 DELAupar
3 oer
(3 DELRT
3 oex
[ oeLATes:
] DEMgrate
0 oFw
= FOractory Configuration
% ] HC RalEN | o

pry Mav_tocu_mcm\sonwmam Systems, Inc.|Dirsctery Configuration
2.Open the Application Administration page in a browser as shown, and complete the fields listed in th
following table.

3 Application Administration - Microsoft Internet Explorer

| Fle Edt Mew Favoites Took Hep |
| wpak v = - @D [ 4| Qoearch GiFavorites (BHstoy | Fhr S
| Addvess [€] titp:)]10.43.73.57 appadvin R e
—ﬂL Application Administration
»Halp
|
A Directory hostname® bandana. ;.1 1est Al
Configuration l
REpository To enter multiple hosts, please use one of the folloving delimiters *,' or ')' or space.
Main Menu Directary port number* I3gg
Directory user (DN)* |cn=Administrator, cn=users, de=kurt dc
Directory password™ I»nm
User Base® |cn=Users. de=kurt de=com
Base Context |ou=Cisco, de=kurt de=com
Delete
Server Type* IActtve Directory 'I
Configuration Profile IADtasl b
Name*
[T Initialize profile
[T use different profile information for
Repository Confiauration |
] Ul [ et
Field Name o _
ncr‘rllr_\flnn
Directory Hostname or IP address of the Active




Hostname

Directory Server.

Directory Port
Number

In the Directory port number field, entel

the appropriate numeric value for the pprt

that is used. If you are using Active
Directory the default will be 389.

Directory User
(DN)

The User needed to access the Directg
in this case the administrator:
cn=Administrator, cn=Users, cn=kurt,
ch=com

Directory

Password In the Directory password field, enter th
apRro rlaEe pas[sword for the directory.

e registry'entry

HKEY_LOCAL_MACHINE /
SOFTWARE / Cisco Systems, Inc./
Directory Configuration. cn=users,

User Base

dc=kurt, dc=com. (This is the
organizational uint (OU) specified wherj
installing the Active Directory plugin. Al
Cisco-related profiles will be stored in
this OU.)

Base Context

See registry entry
HKEY_LOCAL_MACHINE /
SOFTWARE / Cisco Systems, Inc./
Directory Configuration. ou=Cisco,
dc=kurt, dc=com. (This is the OU
specified when installing the Active
Directory plugin. All Cisco-related
profiles will be stored in this OU. For
more information, see Creating Cisco (
on the AD Server.)

e

U

Click the Server Type drop—down arroy

=

ver

Server Type to choose the appropriate directory ser
type; in this case, Active Directory.

Configuration

Profile Name Provide a name for this configuration

3. Select the InitializePEP8Re BHEEK GRHE AMHRHEK OK.

The next page indicates completion of the configuration scripts.



<3 Application Administration - Microsoft Internet Explorer

| Fle Edt View Favoites Tcok Heb |

[t - > - QB | Qv rovrtes Fritay | By B
| Address | &) hp:/]10.43.72.37 appadmin x| @G0 [Lnks ?

EL Application Administration

» Halp

COnfigurstion gekall Applieation SEApEs
Repositary

- Media setup completed.
! a'll Ell !

Installing C:\PROGRA~1\wiavvid)aa.ael &8 aa.qel waing -
C:\WINNT\SYSTEIM3Z\CCN\ccndir.ini

3

3

Installing C:\PROGRA~1\wravvid\hotel.gaef &8 hotel.&el waing
C:\WINNT\SYSTEM3Z\CCN\ccndir.int

3

3 =

Installation complated.

|&] Dene N T

After the configuration of the directory, the system updates the ccndir.ini file which resides in
C:\winnt\system32\ccn. This .ini file is used by various processes to determine how to locate
the Lightweight Directory Access Protocol (LDAP) directory. Here is a sample Administrative
Domain (AD) ccndir.ini file:

& ccndirani - Notepad
Ele Edt Format Help

Directory Administrator's Password
RPW  "0C0a000a2c041a1b181754615¢"

Directory Server URL
LeAPURL "Tdap://bandana:38s”

Base ON for Users
USERBASE "¢neusers, dow-kurt, do=com”

# SYSTEM PROFILEBASE for profiles
SYSTEMPROFILEBASE "ou~systemprofile, ou=CCN, ou-Cisco, do=kurt, do-com”

# Base ON for CCN AFPS
ICCNAPPSBASE "ou=CCN Apps, ou=cisco, de-kurt, de-com”

# CCN APPS Profile name
CCNAPPSPROFILE "ADrest"

# Directory Administrator’'s DN
MGRDN - Ucn=Administrator, cn-users, d=kurt, de=com”

PROFILEBASE for profiles .
PROFILEBASE "ou=profiles, ou=ccm, ou=Cisco, de=kurt, de=com"

Directory Server Type
DS ‘Aps"

Step 4: IVR Server Configuration
Fourth, configure the IVR server. Complete these steps:

1. Go to the Application Administration main menu, then click Telephony Applications. Add the
AutoAttendant aa.aef script in the appropriate field, as shown, then click Next.



<} Application Administration - Microsoft Internet Explorer

| Fle Edt Vew Favorkes Tods Help

| vak v = - D D) A Qoeach GEFevarites (Prstoy | T+
| Address [@] hexo://10.46.70.37 appadring -

’@» Application Administration

» Help

4pphication Name*  [45 aef

Script Name*

|ae sef

or select from the following helper list -

| as.aef |

Yindicates required tem,

‘Next| Cancal |

|@] Done

2. Insert the application parameters for the route point created in Step 1 under Cisco CallManager
Configuration. In this example, four sessions were created. Click Update.

a Application Administration - Microsoft Internet Explorer

| Fle Edt Wew Favorites Tods Hep

|
| wBak v o - (D[] A Dseach [ajFavorkss (PHstory | EYy S
| Address [@] titp:1710.48.79.37/appackminy

EL Application Administration

» Halp

Application Name®  [ag aef

CTI Route Point* Igggg

Script Name aa.asf

Maximum Number of |4
Sessions™

Enabled* @ vas CNo

welcomePrompt™*

wWelcome waw

-Selaction List-

{8000

operExtn®

*indicates raguired item.

[ Update | Detete | cancel |

e
-

Dene [ @ Intemet
Rstart|| | ) @ 51 || [F10.49.79.62- Terminal5... |[E)npplication Administr... 5 Regstry Edtor | ] ezoem

3. Add a new port group. To do so, click JTAPI in the main menu, then click Add New Port Group. In
this case, the CTI port group type is Applications. Click Update.




=3 Application Administration - Microsoft Internet Explorer

| B Gk Y Festes Tocs teb. e e
| ebock « 5 - Q [) 4F| Qearch GaFavortes Phisory |- S W - D R
| Address [€] http://10.48.73,37/appodmin/
El. Application Administration
» Halp
Number* [o
[nitial CTI Port™ Iggg]
Last CTI Port® |ggg4
*indicates required ibam,
Update | Delete | Cancel |
Return to JTAPI Configuration.
Return to Main Menu.
The next page shows a table of CTI port groups.
al\pphcatlon Administration - Microsoft Internet Explorer
| Fle Edt Vew Favortes Took Help
| weBak v 2 v D [F) 43| Qoesch [SgFavories FHzory | e b
| Address |&] hip:)]10.45.79.37/appadnin]
E. Application Administration
» Help
UserlD* |itepi
Password®

[
Yindicates required item,

Updete | Cancel |

Number| Type |Initial CTI Port Last CTI Port Number of CTI Ports

0 |applications 9001  |ooo4 4
Tatal Number of CT1 Ports |4

Add new CT1 Port Group.

Retumn to Main Menu,

& S

4. Return to the main menu, then start the application engine by clicking Engine. The Engine page
opens, as shown.



3 Application Administration Microsoft Internet Explorer L o
| Fle Edt WVew Favorites Tods Help

| Bk v o - (D [0 A Qseach jFavorkes (BHsory | e Sh

| Address [#] tutp:1710.48.79. 371 2ppacminy

Tgl- Application Administration

» Halp

Status

&
SARAHRES System [Stotus
Trace -
configuration Engine ' Running
Trace files Subsystems
Refresh Scripts EMail Subsystem | OUT_OF_SERVICE
P -
M3 Mend application Subsystem ’JH_SERVII_E
HTTP Subsystem | IN_SERVICE
ITABI Subsystem | IN_SERVICE
Btat Engine I Stop Engine I
Last updated Monday, January 06, 2003 5:21:22 PM
[ Auto-refresh every |3 seconds,

On the Active Directory (AD) server, you can browse your directory schema by opening the Active
Directory Services Interface (ADSI) edit utility. Drill down to dc=xxxxx, dc=com, ou=Cisco (or
whichever OU you specified during installation of the AD plugin on Cisco CallManager),

ou=Profiles. All the profiles can be found in that directory.

To install the ADSIEdit utility on (an external) system, install the support tools from the Windows

2000 CD located at <CD drive>:\SUPPORT\TOOLS\setup.exe.

Copy adsiedit.exe and adsiedit.dll into a folder on the Cisco Unity system. The folder should be

named c:\adsiedit\.

Register adsiedit.dll by running regsvr32.exe c:\adsi\adsiedit.dll after the c:\winnt\system32

command prompt.

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Related Information

* Voice Technology Support

* Voice and Unified Communications Product Support
* Troubleshooting Cisco IP Telephony

» Technical Support — Cisco Systems
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