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Introduction

This document describes how to configure the failover between Cisco Unity servers with the Unity Failover
Wizard. This document is based on Cisco Unity 3.1.4. For more information on architecture, refer to Cisco
Unity Failover Configuration and Administration Guide, Release 3.1.

Prerequisites

Conventions

For more information on document conventions, see the Cisco Technical Tips Conventions.

Prerequisites

Before you configure Cisco Unity failover, make sure that you meet the requirements mentioned in the
Requirements for Cisco Unity Failover document.

Components Used
The information in this document is based on these software and hardware versions:

» Two Cisco Unity servers Version 3.1.4.

» The second Cisco Unity server must have "Failover Backup Server" set on the key in order to
function as a secondary server.

» The IP address of the primary Cisco Unity server (Budweiser) is 10.48.79.89.

» The IP address of the secondary Cisco Unity server (Guinness) is 10.48.79.88.

» The IP address of the Exchange 2000 offbox (Harp) is 10.48.79.90.

* All three servers have been installed in the domain "dublinbrew.com."



The information presented in this document was created from devices in a specific lab environment. All the
devices used in this document started with a cleared (default) configuration. If you work in a live network,
ensure that you understand the potential impact of any command before you use it.

Configure the Cisco Unity Failover Wizard

Step—by-Step Instructions

These steps show how to properly use the Cisco Unity Failover Wizard to configure the failover between twi
Unity servers:

1. In Windows Explorer, browse to the directory in which Cisco Unity is installed. The default directory
is C:\CommServer.
2. Double—click FailoverConfig.exe to start the Cisco Unity Failover Wizard. Click Next.

Configure Cisco Unity Failover Wizard E3

Welcome to the Failover
@ Configuration Wizard

This wizard helps you configure two Cisco Unity servers
for automatic failover. This wizard lets you:

+ Verify the type of server

Cisceo )
+ Specify the name of the parther server

Unity

+ Specify the faillover service logon account

+ Configure the server

To continue, click Next.

Cancel I

a.Click Browse.
b. Choose the name of the secondary server.
c. Click OK.

The IP address for the secondary server is filled in automatically. If the system runs Cisco
Unity Version 3.1(3) or later, and you want the switch file for the chosen phone system to
replicate with the Wizard, check the Copy switch files from primary server to secondary
server check box.

Note: The switch file is replicated only while the Cisco Unity Failover Wizard is used. If you
choose a different phone system after you run the Wizard, the new switch file is not replicatet
to the secondary server. In addition, changes to the phone system settings are not replicated
between the primary and secondary servers. If you change the phone system settings after y
run the Cisco Unity Failover Wizard, you must change the values on both servers manually.



Configure Cisco Unity Failover Wizard E3

Enter the name of your server .
Specify the name of your parther server. N

The current server will be configured as the primary server. |f you want this server to
be configured as the secondary server, click Cancel, swap the keys on the primary
and secondary servers, and run this wizard again.

Secondary Server Name
[GUINNESS Browse...

Secondary Server P Address

[ 10 . 4 . 79 . 88 Eindl

[V ‘Copy switch files from primary server to secondary server

< Back I Next > I Cancel |

3. Browse to the account that owns the failover service. Input the password for this account.

Configure Cisco Unity Failover Wizard E3

Account Information
Enter the account name and password of a user in the domain

Please enter information for a domain user with Administrative privileges. This user
must have rights to:

+ Log on as a service
+ Act as part of the operating system

Domain Name
[DUBLINBREW

Account Name

Iadministrator Browse... |

Password

Ixxxx>1

< Back l Next > | Cancel

4. Specify the same account on both the primary and the secondary servers, and then click the
Configure button.

The Wizard verifies the settings and configures failover on the primary server.



Configure Cisco Unity Failover Wizard

Configure your server
Begin configuring your server.

The Failover Configuration ‘Wizard will stop several Cisco Unity services, make
changes to the SOL database and Registry, and copy files between the two Cisco
Unity servers.

5. Watch the progress of the Wizard.

Note: The Structured Query Language (SQL) replication is performed automatically by the Wizard
within the Wizard configuration.

Configure Cisco Unity Failover Wizard

Configuring your server
Please wait while the wizard configures your server.

Verifying User Credentials

Verifying Cisco Unity Installation
Verifying Partner Server

Removing Duplicate Cisco Unity Objects
Stopping Cisco Unity Services
Configuring File Replication

Configuring Reaistry Settings
Configuring Services

Configuring Miscellaneous Items
Configuring SOL Replication

Starting service AvDSAD
S O A s i |
Overall progress

e S AR |

LA S S Y

< Bach LConfigure [Cancel

6. If the Wizard does not finish the configuration successfully, an error message explains why the
Wizard failed.

a. Exit the Wizard.
b. Correct the problem.



c. Click the Configure button again.

Configure Cisco Unity Failover Wizard E3

Configuring your server .
Please wait while the wizard configures your server. L‘,

Verifying User Credentials

Verifying Cisco Unity Installation

Verifying Partner Server

Remaving Duplicate Cisco Unity Objects

Stopping Cisco Unity Services

Configuring File Replication

Configuring Reaistry Settings

Configuring Services

Configuring Miscellaneous Items

Configuring SQL Replication

Configuring SQL replication
S A s AU RN |
Overall progress

e A A S S B G s S

L

< Back l Configure | [Cancel |

7. Click the Finish button to complete the installation.

Failover Configuration Wizard E3 |

Completing the Failover
@ Configuration Wizard

You have successfully completed the Failover
Configuration Wizard.

Your Cisco Unity primary server is how configured for
Cisco failover.

»
U n Ity After completing the wizard on both Cisco Unity servers,

stop and restart Cisco Unity on the secondary server to
allow Cisco Unity to load the new objects from the SOL
database.

To close this wizard, click Finish.

Cancel |

8. Perform the same procedure on the secondary server. On this server, you will point to the primary
server (Budweiser — 10.48.79.89). Once this is done, go to Start > Programs > Unity > Failover
Monitor.

The Failover Monitor window opens:



r:-_ Failover Monitor - BUDWEISER : Primary Server M= E3

File View
— Dperation Mode: ‘* Setvices: — Clients:
Automatic Mode Enabled Setvice Name Client Name
Pattner Sesver Information IAVC‘MgY LI lA"DSAD Ll
Server Name Local Status Local Status
m | |Not Rurring: Inactive |Inactive
Server |P Address Remote Status Remote Status
|10.48.73.88 |Running; Active |Active
— Status Infoemation:
Time Server | Status Info -

1321:21 Remote  AvCsMa Running-Actve AvDSAD Active AvDSGlobalCatalog Active AvUMRSyncS v Active MiuActive .
1321:21 Local AvCsMar Not Running-Inactive AvDSAD Inactive AvDSGlobalC atalog Inactve AvUMRSyncSwi Inactive;

13:21:20 Remote AvCsMor Runningéctve AvDSAD Actve AvDSGlobalCatalog Active AvUMRSyncS v Active MiuActive,.
1321:20 Local  AvCsMor Not RunningInactive AvDSAD Inactve AvDSGlobalCatalog Inactive AvUMRSyncSvi Inactive...
1321119 Remote AvCsMor Running-Actve AvDSAD Active AvDSGlobaCatdog Active AvVUMRSyncS v Active MiuwActive;

1321119 Local AvCaMar Not RunningInactive AvD SAD Inactve AvDSGlobalCatalog Inactve AvUMRSyncSvi Inactive;.,
13:21:18 Remote  AvCsMo Runningéctve AvDSAD Actve AvDSGlobalCatalog Active AvUMRSyncSvi Active MiuActive ..
13:21:118 Local AvCsMg Not Running-Inactive AvDSAD Inactive AvDSGlobalC atalog Inactive AvUMRSyncSwi Inactive, . w
«| | )|

Freeze Output Fatlaver Falbach Configure. . Advanced, ., |

Obtain this information from the Failover Monitor window:

¢ The operation mode is enabled. This means that the failover is set to run automatically.
¢ The partner servername is Guinness (secondary server).
¢ The local status of this server is Running;Active.
¢ The remote status of this server is Running;Inactive.
9. Click the Configure button on the Failover Monitor window to open the Failover Configuration
window.

Failover Configuration B3
— Ping: File Replication:
Ping Interval [ms] : 1000 Interval (minutes) : |1 0

Missed Pings Before Failover: |3El

— Failback:
Type:—— Scheduled Failback:
& Manual Starts: | 5.46:00PM =
¢ Scheduled Ends: | e0000PM =

econd ary

¥ Force Failover if call arives on inactive

This happens if ports on the primary system are locked, or if there
are not enouagh ports to handle incoming calls.

| oK I Cancel

Obtain this information from the Failover Configuration window:



¢ The ping interval is 1000 ms. Pings are pushed to the other partner every second. These are
health checks to see if the other partner is still "alive.”
¢ The number of missed pings before failover is 30. In this case, it would failover after 30
seconds if it missed 30 pings.
¢ The file replication interval is 10 minutes.
¢ Failback has been set to Manual.
The primary server comes up (after the failover secondary server had taken over when the primary
server initially went down). The failback can be scheduled now. This way, failback will attempt to
contact the primary server automatically between the time range indicated in the Scheduled Failback
area.
10.Click the Advanced button on the Failover Monitor window to open the Failover Advanced Options
window.

Failover Advanced Options

— Operation Mode:

[ Disable Automatic Failover and Failback:

Cancel

Unchecked [default) - The servers communicate their current
status and decide automatically which server is active and
which is inactive.

Checked - The user controls the operation of each server
independently. File replication is disabled.

In the Failover Advanced Options window, you can either set the failover and failback to occur
manually or disable it.

Verify the Result

This section provides information that you can use to confirm that your configuration works properly.

Once the failover has been activated on the primary server, both servers will go through these steps. This tr
has been taken from the output view on the Failover Monitor window.

The primary server shows a Running—Active status, and the secondary server shows a Running-Inactive
status in this example:

11:50:09 Local, AvCsMgr,Running—Active;AvDSAD,Active;
AvDSGlobalCatalog,Active;AvVUMRSyncSvr,Active;Miu,
Active;Notifier,Active;Ruler,Active;Scheduler,Active;

11:50:09 Remote, AvCsMgr,Running-Inactive;AvDSAD,Inactive;
AvDSGlobalCatalog,Inactive;AvUMRSyncSvr, Inactive;
Miu,Inactive;Notifier,Inactive;Ruler,Inactive;Scheduler,Inactive;

11:50:10 Local, AvCsMgr,Running—Active;AvDSAD,Active;
AvDSGlobalCatalog,Active;AVUMRSyncSvr,Active;Miu,Active;
Notifier,Active;Ruler,Active;Scheduler,Active;

This example shows that the failover has been activated:
11:50:10 Failover, AvCsMgr

This example shows that the primary server has started to deactivate:

11:50:11 Local, AvCsMgr,Running-Starting Deactivation;



AvDSAD,Active;AvDSGlobalCatalog,Active;AvUMRSyncSvr,Active;
Miu,Active;Notifier,Active;Ruler,Active;

11:50:11 Remote, AvCsMgr,Running-Inactive;AvDSAD, Inactive;
AvDSGlobalCatalog,Inactive;AvUMRSyncSvr,Inactive;Miu,Inactive;
Notifier,Inactive;Ruler,Inactive;Scheduler,Inactive;

This example shows that the secondary server has started to activate:

11:50:16 Local, AvCsMgr,Running-Failback;AvDSAD,Failback;
AvDSGlobalCatalog,Failback;AvUMRSyncSvr,Failback;Miu,Failback;
Notifier,Failback;Ruler,Failback;Scheduler,Failback;

11:50:16 Remote, AvCsMgr,Running—Activating;AvDSAD, Inactive;
AvDSGlobalCatalog,Inactive;AvUMRSyncSvr,Inactive;Miu,Inactive;
Notifier,Inactive;Ruler,Inactive;Scheduler,Inactive;

11:50:22 Local, AvCsMgr,Running-Failback;AvDSAD,Failback;
AvDSGlobalCatalog,Failback;AvUMRSyncSvr,Failback;Miu,Failback;
Notifier,Failback;Ruler,Failback;Scheduler,Failback;

The secondary server now runs as the primary server, as shown in this example:

11:50:22 Remote, AvCsMgr,Running—Active;AvDSAD,Active;
AvDSGlobalCatalog,Active;AVUMRSyncSvr,Active;Miu,Active;
Notifier,Active;Ruler,Active;Scheduler,Active;

11:50:23 Local, AvCsMgr,Running—Completing Deactivation;
AVDSAD, Inactive;AvDSGlobalCatalog,Failback;AvUMRSyncSvr,Failback;
Miu,Failback;Notifier,Failback;Ruler,Failback;Scheduler,Failback;
11:50:23 Remote, AvCsMgr,Running—Active;AvDSAD,Active;
AvDSGlobalCatalog,Active;AVUMRSyncSvr,Active;Miu,Active;
Notifier,Active;Ruler,Active;Scheduler,Active;

11:50:27 Local, AvCsMgr,Running-Inactive;AvDSAD,Inactive;
AvDSGlobalCatalog,Inactive;AvUMRSyncSvr,Inactive;Miu,Inactive;
Notifier,Inactive;Ruler,Inactive;Scheduler,Inactive;

11:50:27 Remote, AvCsMgr,Running—Active;AvDSAD,Active;
AvDSGlobalCatalog,Active;AVUMRSyncSvr,Active;Miu,Active;
Notifier,Active;Ruler,Active;Scheduler,Active;

Troubleshoot

This section provides information that you can use to troubleshoot your configuration.

Error: Method LogonUser Returned [0x522]: A Required Privilege is Not
Held by the Client

When you try to run failover configuration wizard on a Cisco unity primary server, it returns the error method
logonUser returned [0x522]: A required privilege is not held by the client.

This happens because the login account does not have sufficient privileges. A Unitylnstall account is require
to run the failover configuration wizard. Log in with a Unitylnstall account to solve this problem.

Error: You might not have permission to use this network resource

When trying to run the Failover Configuration Wizard on the primary server, the system displays this
message:

You might not have permission to use this network
resource. Contact the administrator of this server to find out if you have access



permissions.
Also, this error message appears on the event logs:

Event Type:  Error

Event Source: DCOM

Event Category: None

Event ID: 10016

Date: 4/27/2010

Time: 3:51:06 AM

User: NT AUTHORITY\NETWORK SERVICE

Computer: XYZ

Description:

The machine—default permission settings do not grant Local Activation permission for the
COM Server application with CLSID

{60EB7702-6A7A-11D1-8029-00C04FAD610B}

to the user NT AUTHORITY\NETWORK SERVICE SID (S-1-5-20). This security permission can be
modified using the Component Services administrative tool.

In order to resolve the issue, complete these steps:

1. On the server where you cannot see the other server name you will need to add the following registr
keys: HKEY_LOCAL_MACHINE\SOFTWARE\Active Voice\AvCsNodeMgr\1.0

2. Create a new string value named Partner Server Name with a value of the other server name in the
failover cluster.

3. Create a string value Partner Server IP with a value of the IP address of the other server.

4. Re-run the failover configuration wizard, and you should now be able to complete running the wizart

Cisco Unity Failover Configuration Wizard Fails on the Secondary Server
Error: Cannot generate SSPI context

The Cisco Unity Failover Configuration Wizard ran successfully on the primary Unity server, but it failed
when it ran on the secondary Unity server; this error message displayed: Cannot generate SSPI
context.

This error can happen due to the ServicePrincipalNames (SPN) issue between the primary and secondary
Unity servers. In order to resolve the SPN related issues, download setsﬁ?\fm Microsoft and perform
these procedures:

1. List the SPNs in both the Unity server with the setspn —L <servername> command from the
command prompt.

2.In order to delete any current SPN for the MSSQLSvc entry, type this at a command prompt: setspn
-D MSSQLSvc/<machine:port> <serviceaccountname> <servername>

Note: The string inside quotes must match exactly what is seen in the list from step 1. The quotes
must be used around the string.

You require domain administrator rights to execute these commands. In order to remove that SPN, it is
necessary to continue with the failover configuration.

For more information, refer to the Microsoft Knowledge Base Atrticle 811889



Error: Failed to verify SQL Configuration table
Problem 1

The Cisco Unity Failover Configuration Wizard failed on the secondary server with this error message:

Failed to verify SQL Configuration table.

DETAILED INFORMATION:

Method IAvRdbConnection::Execute(ILMNSD-VMAILO2, csp_ConfigurationCleanupLastModifiedTime)
returned [0x80040e37]:

Solution
Perform these steps in order to resolve the issue:

1. On the secondary server, go to C:\CommServer and run confimgr.exe.

2. Click Advanced, and select the Reset All default Configuration settings option under the Select the
re—Configuration Operation menu.

3. Run the Message Store Configuration Wizard on the secondary server.

4. Make sure that Unity is up and running on the secondary server.

5. Run this command:

osgl —E —d UnityDb -Q "update Configuration set
LastModifiedTime=NULL"

Problem 2

The Cisco Unity Failover Configuration Wizard fails on the secondary server with this error message:

Failed to verify SQL Configuration table.

DETAILED INFORMATION

Method IAcRdbConnection::Execute(PLYSVMLO5, csp_ConfigurationCleanupLastModifiedTime)
returned [0x80040e37]

Solution
Verify these items in order to resolve the issue:

« Verify that the MSSQLSERVER and SQLSERVERAGENT services are set to log on as the Cisco
Unity directory services account.
« Verify that services logon is set in domain\username format.

Error: The SQL Distribution Agent Failed to Start

When you run the failover configuration wizard on the secondary Unity server, this error message appears:

The SQL distribution agent failed to start in a reasonable amount of time.
As a result, Cisco Unity Failover will not work properly. Disable all Cisco Unity
replication using the SQL Enterprise Manager and run this wizard again.

In order to resolve this issue, make sure that the MSSQLSERVER and SQLSERVERAGENT services run a
accounts that are in the Domain Admin group.



Error: Cannot Generate SSPI Context
Solution 1

The most common cause for this error is missing SPNs. This error is generated when SSPI uses Kerberos t
delegate over TCP/IP and Kerberos cannot complete the necessary operations to successfully delegate the
security token to the destination computer that runs the SQL server.

In order to resolve this error, run the setspn.exe utility. This utility is usually installed as part of the support
tools on your domain controllers. If you do not have the utility, download setspn.exe from Microsoft, and run
the file as a domain administrator.

Run the SETSPN.exe —L command in order to check whether the Unity Server is missing the SPN for the
SQL server:

SETSPN.exe -L

Sample Output:
Primary (SPN missing)

C:\Program Files\Resource Kit>setspn.exe —L UNITYSVR
Registered ServicePrincipalNames for CN=UNITYSVR,OU=Call Center
Servers,OU=Domain Servers,DC=pefcu,DC=publixcu,DC=com:
SMTPSVC/UNITYSVR
SMTPSVC/UNITYSVR.pefcu.publixcu.com
HOST/UNITYSVR
HOST/UNITYSVR.pefcu.publixcu.com

Secondary(With SPN)

C:\Program Files\Resource Kit>setspn.exe -L UNITYSVR2
Registered ServicePrincipalNames for CN=UNITYSVR2,0U=Call Center
Servers,OU=Domain Servers,DC=pefcu,DC=publixcu,DC=com:
exchangeMDB/UNITYSVR2
exchangeMDB/UNITYSVR2.pefcu.publixcu.com
exchangeRFR/UNITYSVR2
exchangeRFR/UNITYSVR2.pefcu.publixcu.com
MSSQLSvc/UNITYSVR2.pefcu.publixcu.com:1433
SMTPSVC/UNITYSVR2.pefcu.publixcu.com
SMTPSVC/UNITYSVR2
HOST/UNITYSVR2
HOST/UNITYSVR2.pefcu.publixcu.com

In order to add the SPN for the SQL Server on the Unity server, run this command: setspn —A
MSSQLSvc/UNITYSVR.pefcu.publixcu.com:1433 UNITYSVR.

You must reboot the server in order for the new value to take effect.
Solution 2
Complete these steps in order to resolve this issue:
1. Verify that the Computer Browser service is started on both Cisco Unity servers.
Refer to How to troubleshoot the "Cannot generate SSPI context” error message for more details.

Note: Use the Unitylnstall account and Log on as for both the MSSQLSERVER and
SQLSERVERAGENT services, as the Unitylnstall account is a member of the Domain Admins groug



2. Run the Failover Configuration Wizard on the secondary Cisco Unity server.
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