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Introduction

This document provides troubleshooting information for common problems with Border Gateway Protocol
(BGP). To see more information, or to go to the next flowchart, click the command boxes in red.

If you have the output of a show ip bgp , show ip bgp neighbors , show ip bgp summary , or show
tech—support command from your Cisco device, you can use Output Interpreter (registered customers only)

to display potential issues and fixes. To use Output Interpreter (registered customers only) , you must be a
registered customer, be logged in, and have JavaScript enabled.

Before You Begin

Conventions

For more information on document conventions, see the Cisco Technical Tips Conventions.
Prerequisites

There are no specific prerequisites for this document.

Components Used

This document is not restricted to specific software and hardware versions.

The information presented in this document was created from devices in a specific lab environment. All of th

devices used in this document started with a cleared (default) configuration. If you are working in a live
network, ensure that you understand the potential impact of any command before using it.



Main Troubleshooting Flowchart

Which symtom best
descrbes your problem?
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BGP neighbor is flapping or unable to
establish BGP peering

BGP routes are not in routing table

v

BGP routes not advertising to neighbors |

Troubleshooting multihoming and
loadshanng

BGP Neighbor
Establishment
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Routing Table
BGP Route
Advertisemant

Multihoming/
Loadsharning

Recemng *%BGP-3-INSUFCHUNKS®
aIr0r Message.

i the autonomous system (AS) path
length is longer than 50 ASs (100 bytes),
the router uses regular memory
allocation and retumns this error
message. For more information, see
What Does the "#%BGP-3-
INSUFCHUNKS: Insufficient chunk pools
for aspath” Error Message Mean?

Receming *%SYS-2-MALLOCFAIL" error
message

MALLOCFAIL error occurs when the
router runs out of memory. To optimize
and troubleshoot BGP memory related

issues, refer to Achieve Optimal Routing
and Reduce BGP Memory Consumption

Unable to run BGP across PIX firewall

PIX needs to be configured to allow the
BGP traffic between BGP peers. For
details, see Sample Configurations of

BGP across a PIX Firewall

BGP routes are flapping in the IP routing
table (racursive routing failure)

Common symptoms of recursive routing
in BGP are BGP routes keep flapping
from routing table and loss of
connectivity toward BGP-learned
destinations. For more information, see
Troubleshooting Flapping BGP Routes

Unable to do BGP conditional
advertisement

For more information, see Configuring
and Venfying the BGP Conditional
Advertisement Feature

Troubleshooting BGP Neighbor Establishment




Not Coming Up

Neighbor
Establishment

Isthe
neighbor not
oming up or is the neighbo
flapping? Use the show ip bgp

chart

Look for the log messages.
*sample log messages
provided below the flow

Y

statement for the

Use the werite terminal or
show running commands
to find the bgp neighbor

neighbor In question.

sthe AS
number
correct?

Yes

Isthe peer
IP address
correct?

Yes

Are
Keepalive and
Hold timers
correct?

Yes

s multihop configured
(if the eBGP peerisnot
directly connected)?

Yes

supdate-sourc

oopbadckD configured
(if peering on the

loopback address)?,

To fix the configuration
issue, see Why Do BGP
Neighbors Toggle
Between Idle, Connect,
and Active States?

A

o

Canyou

Yes

Isthere an
access list
dernying TCP
ort179?

Yes

Y

ping from peer
address to peer-address
using extended ping? Refer to
Using Extended ping and

Allow TCP port
179 in an access
list.

Open aTAC case |-

Fox MTU
Is there an MTU Falemaich
problem? ch-e ck using Yesp|. problem usiog
extended ping and the ip mtu
maximum size command
acket **

the show ip bgp
neighbor command to
nd the reason for the
last reset

No

From the logs
see if the
message has

hold time
expired and
verify the imers
configured.

|_+

If you receive the
ermror message
“%BGP-4-
MAXPFX: No. of
prefix received
from 4,8,C,D
reaches{}, max
{y" please referto
Configuring the
BGP Macimum-
Prefix Feature.

No

both peersin the
routing table? Use show
ip route to check

No
Y

To fix the routing i ssue,
see Why Do BGP
Neighbors Toggle

Bebtween Idle, Connect,

and Active States?

Note: *Sample log messages to be checked when neighbor is not coming up:

BGP_SESSION-5-ADJCHANGE: neighbor[ip address] IPv4 Unicast topology base removed
from session Peer closed the session

BGP_SESSION-5-ADJCHANGE: neighbor[ip address] IPv4 Unicast topology base removed
from session Unknown path error



Note: **Example of ping with packet size and enable does not fragment bit in IP header:

Router#ping 10.10.10.2 size 1400 df-bit

Type escape sequence to abort.
Sending 5, 1400-byte ICMP Echos to 10.10.10.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/37/84 ms

Note: **Also, check the duplex settings of the interface.

Note: If the reset has occurred due to interface flapping, disable the eBGP's fast failover by issuing the no b
fast—external—fallover command. By default, BGP resets the neighborship if the link used in order to reach
the neighbor goes down. Disable this feature under BGP Configuration in order to keep BGP stable and
prevent the interface from flapping.

Troubleshooting Routes Missing from the Routing Table



Is
synchronization
turned of f?

No
Y

Is best path learned
from an iBGP oreBGP peer
{use show ip

A BGP router with
synchronization
enabled will not

install iBGPleamed

routes into its
routing table if it is
not able to validate
those routesinits
IGP. Tum off
synchronization
using the no sync
command.

BGP Routes not
in Route Table

Doesthe path
exist in the BGP table
(use show ip bgp
command)?

Flapping

A

Check if the BGP
routes are flapping
using the showip
route | include,

00:00 command. See
Troubleshooting
Flapping BGP Routes
{Recursive Routing
Failure ).

Establish aroute
for the next hop or
use the next-hop
self command on No

table marked
“received-onky”™?

No

Are you leaming
BGP routesfrom a peer {use

bgp x.x.x.x updates

s BGP peer established
with neighbor advertising
the route (use show ip bpg
summary and show ip bgp
neighbor commands)?

show ip bgp neighbor <peer-
address>routes and debug ip

Neighbor
Establishment

No

|

commands)?

Yes

Troubleshoot
the router that
is advertising

Are these filters
configured on either
BGPpeer? Use the
write terminal or
show running
commands to check
your filters. Look for
trailing white-space in
regexp,

ES

iIBGP Peers. For
rmore information,
see Using BGP for
Interdomain
Routing.

Note: If the BGP routes are not in the routing table, verify if the network statement under the BGP

OpenaTAC
case.

It meansthat Inbound
soft reconfiguration is
configured and inbound
filters are not allowing
the prefix. Check the
inbound filte rs and
change itto permit the
prefix.

configuration is correct.

Note: In the debug ip bgp X.x.x.x updates command, X.x.X.X is the neighbor to which the route should be

advertised.

Troubleshooting Multihoming Inbound

the route,

Route
Advertisernent



For more information
see Sample
Configurations for Load
Sharing with BGP in
Single and Multihomed
Emnvironments

If the BGP connection
1s terminated on 2
single router on both
sides, load balancing
can be achieved by
peenng with a
loopback address. For
more information, see
Load Sharing Using the
Loopback Address as a

+«——Single

BGP Neighbor,

Multihoming/
Loadsharing

Is your load-
share traffic

inbound or
outbound?

Inbound

Aultihomed wit
same ISP or two
different ISPs

Different
ISPs

Same
ISP

terminated on single
router or multiple?

destined for ——0Outbound —

Go to Multihoming
Outbound

You can configure load
shating in many ways:
using MED, AS-path
prepends, or community
attributes. For more
information about the most
commonly used AS-path
Muhtiple —s) sample configuration, see

Load Sharing when
Dualhomed to One ISP
Through Multiple Local
Routers, For More
information on MED and
community attributes, Refer
to Using BGP for
Interdomain Routing,

Troubleshooting BGP Route Advertisement




Unable to
heck if
advertise gty
e xB‘(I;%mﬁx s subnet route exists in
toa aiaid the BGP table using the

show Ip bgp <prefix>

BGP allows aggregation of

rutes when 3 component

(subnet) route exists in the
BGP table. Formore

N information, see
Troubleshooing Routes

Announced Using the
agyregale-address Command

X.X. X% command in BGP
onfiguration to advertisg

e
Use the network x.xxx
mask y.y.y.y command
under BGP. Use the show
ip route x.x.x.x mask
y.¥.y.y command to check

~°~y°9 for an exact match in the
redistributing ble See
the mm from Tmtm:?o:;mg Routes
any static or other Use the show ip route x.x.x.x Announced Using the
IGP routing command 1o check for an Notwork Statement with 4
protocol ? component route match for the Mack
prefix in routing table. Refer 10
Troubleshooting Routes Announced
Yes Using a Basic Network Statement
The IGP routes will be
No summarized to the
major network when
Are the injected into BGP
aulo-summary redistnbuted because BGP

enabled (check Yes routes subnets Yes—sf summarnization is in
Are you using show ip of major effect (aulo-summary
advertising nets? is enabled) Disable
routes learned summanzation using

the no auto

aver iIBGP,
summary command.

Yes
1 Is there an access list or route
map applied to redistribution?
See Check to make sura the network N
Troubleshooting . % xly is not gettng denied. See o
Unable o Understanding Redistribution of
Announce iBGP- No OSPF Routes into BGP
Leamed Routes
Check if a route map or
If probiem is still not filter list is applied to the
resolved, open a TAC case particular neighbor not
receming BGP routes

Troubleshooting Multihoming Outbound



Same ISP

If the BGP connection is
terminated on 3 single router on
both sides, load balancing can be

achieved by peenng with 3
loopback address. For more
information, see Load Sharing
Using the Loopback Address as a
BGF Neighbor. Configuring BGP
max-paths allows you to have
multiple routes 1o a destination
when all BGP attnbutes are the
same. For more information, see
Using BGP for Interdomain

Routin g

CEF or Fast Swtching

Loadshanng also depends on the
type of switching path used. When
CEF swatching is used, loadsharing
can be achievad per destination or

per source/destination pair. To
troubleshoot loadsharing in CEF,
refer to Troubleshooting Load
Balancing Over Parallel Links |
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You can configure
loadshanng outbound using
differant attnbutes (weight,
local preference). For more

on information, see Load
Shanng when Multthomed
to Two ISPs T'mjnuv‘_;? 3
Sinagle Local Router

Get partial routes from both
ISPg using regular
expression/prefix-list. Refer
fo Sample Configuration
for BGP with Twao
Different Service

Prowders (Multithoming)

—0Rr

0\

same ISP terminated

“qn single router?””
N\

No

When terminating on
different routers, use local
preference. For more
information, see
pad Sharnng when
Multinomed to Two ISPs
via Multiple Local Routers

l

OR

:

Qutbound loadsharing
could also be achieved
using HSRP. For maore
infomation, see Howto
Use HSRP to Provide
Redundancy in a

Multihomed BGP Network
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