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Introduction

This document demonstrates how to configure the Cisco Secure Access Control Server (ACS) for Windows
2.6 (ACS) User—Changeable Password (UCP) utility with Internet Information Server (1IS) on Microsoft
Windows 2000 and Microsoft Windows NT. These directions also work in versions subsequent to 2.6 and
have also been tested with Cisco Secure ACS for Windows 3.2. The UCP utility that comes with ACS allows
users to change their own passwords in the Cisco Secure database with an HTTP interface once connected
the network. ACS has been previously installed. The examples demonstrate how to install UCP, configure tt
IIS server, check and change directory permissions, and then test the installation. The screen captures were
done on Windows 2000. Windows appear slightly different on Windows NT, and differences are noted.

UCP software normally comes on the Cisco Secure CD in the User Changeable Password directory.

Registered users can also get the most current build of the software from the Cisco Secure ACS Downloads
(registered customers only) .

Prerequisites

Components Used
The information in this document is based on these software and hardware versions:

» Microsoft Windows 2000 Server Internet Information Server

» Microsoft Internet Information Server 4.0

* Cisco Secure ACS for Windows 2.6 User—Changeable Password (This has also been tested with
Cisco Secure ACS for Windows 3.2.)

The information presented in this document was created from devices in a specific lab environment. All of th
devices used in this document started with a cleared (default) configuration. If your network is live, make sul



that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.
Install UCP

Complete these steps:

1. The UCP code is located in the User Changeable Password directory on CD. Run setup in order to
install UCP.

2. After the initial check box window, choose the default directory for the HTML pages:

Choose Destination Location x|

Please enter the destination for the HTML pages.

’> Destination Folder

C:\inetpubhwwwroothsecure N Browse... |

g

< Back I Next > I Cancel |

3. Choose the default directory for the CGI script:




Choose Destination Location 5]

Please enter the destination for the CGI script.

’, Destination Folder

C:Ainetpubhvwwwroothsecurecgi-bin N Browse... I

"

< Back I Next > I Cancel |

4. Enter the default virtual directory HTML path:

Enter Information x|

Enter the name of the virtual directory to which the physical
HTML directory maps. You might need to check your web server
direcories setup to get this information. Enter this information
carefully --it is nat verified.

< Back I Next > I Cancel

5. Enter the default virtual directory CGl path:




Enter Information : X|

Enter the name of the virtual directory to which the physical CGI
script directory maps.

http: //172.18.124.99/securecai-bin|

< Back I Next > I Cancel

6. Accept the default IP address for the ACS installation. For example, put UCP on the same box as
ACS:

Connecting to CiscoSecure Server o x|

Enter the IP Address of the CiscoSecure ACS you wish to
access.

CiscoSecure Server
(IP Address [172.18.124.99

< Back I Next > I Cancel

7.0nce the UCP install is finished, configure the IS server.

Configure the IS Server

Windows NT

Complete these steps:

1. Choose Programs > Windows NT 4.0 Option Pack > Microsoft Internet Information Server >
Internet Service Manager (ISM).
2. Expand the server in order to see the Default Web Site, and right—click Default Web Site .



Choose New > Virtual Directory. The Virtual Creation Directory wizard is displayed. Continue the
Windows 2000 steps and start with step 3.

Windows 2000

Complete these steps:
1. Choose Programs > Administrative Tools > Configure Your Server.

Click the plus sign in order to expand Web—-Media Server. Click Web Server.
2.In the right pane, click Internet Information Services.

Click the plus sign in order to expand your server. Right—click Default Web Site and choose New >
Virtual Directory:

?'E Internet Information Services B - _l_l- ol x|
| ation wew | & o W B @&y = 0
Tree | Computer [ Local | Connection Type | Status
'?i.j Inkernet Information Servicesi B 2ekie-2 Yes TCP/IP
= =) * zekje-2
o 8 W
# @ adr  Explore b
[+ 25 Def  Open rver
Browse
Stop
Pause
ste
All Tasks  »
Delete Server Extensions Web
Refresh Server Extensions Administrator
Properties
Help
4| | i3
Create new virtual drectory [ |

3. Enter a name for the Virtual Directory for the HTML pages. The example directory is called secure:



Yirtual Directory Creation Wizard X

¥irtual Directory Alias H%
1

\T,'
~ Y

You must give the virtual directory a short name, or alias, for quick reference.

4. Specify the default path you previously chose for the HTML pages:

¥irtual Directory Creation Wizard

Web Site Content Directory
‘Where is the content you want to publish on the Web site?

Director

C:\inetpubhwwwrootysecurel |

5. Set the Access Permissions on the virtual directory:



Yirtual Directory Creation Wizard

Access Permissions
What access permissions do you want to set for this virtual directory?

Re
v Ru
Exe
"

¥irtual Directory Creation Wizard

Yirtual Directory Alias
You must give the virtual directory a short name, or alias, for quick reference.

N

7. Specify the default path you previously chose for the CGI script:



Yirtual Directory Creation Wizard

Web Site Content Directory
‘Where is the content you want to publish on the Web site?

C:Ainetpubhwwwrootysecurecgi-birl |

8. Set the Access Permissions on the virtual directory:

Yirtual Directory Creation Wizard X

Access Permissions ‘@T

What access permissions do you want to set for this virtual directory? ‘\\wl

[ B R Y

9. Right—click Default Web Site for ISM and choose Properties.

Go to the Home Directory tab and enter C:\inetpub\wwwroot\secure\ for the Local Path:



Default Web Site Properties : 21.x]|

Directory Security | HTTP Headers | Custom Emors | Server Extensions
Wweb Site | Operators | Performance | 1SAPI Fiters  Home Directory l Documents
‘When connecting to this resource, the content should come from:
¢ & directory located on this computer
(" A share located on another computer
" A redirection to a URL

Local Path: c:hinetpubhwwwroothsecure’ Browse... I
™ Script source access IV Log visits

[V Read V' Index this resource

[~ Wiite

I Directory browsing

Application Settings

Application name: IDefaull Application Remove I
Starting point: <Default Web Site>

Configuration... I
Execute Permissions: IScripls only %
Application Protection: | Medium (Pooled) ZI Unload I

| 0K I Cancel | Apply | Help |

10.Go to the Documents tab and check Enable Default Document in order to and add login.htm.

Use the arrow button in order to move login.htm to the top:

Default Web Site Properties e 21x|

Directory Security | HTTP Headers | Custom Errors | Server Extensions |
Web Site I Dperators I Performance | ISAPI Filters I Home Directory ~ Documents

—Iv Enable Default Document

login.htm
Default.htm Add...

Default.asp

iisstart. asp Hemove

— Enable Document Footer

i

I Browse...

| oK I Cancel Apply Help




Configure Directory Permissions

Permissions for Everyone
Windows NT
The default permissions at installation do not need to be changed. You can skip this step.
Windows 2000
Complete these steps:
1. After the completion of the 1IS changes, choose My Computer > C:\InetPub\wwwroot\secure.

2. Right—click and choose Properties > Security.
3. Click Everyone and check Allow for Write in the Permissions area:

secure Properties 21 x|

General] Web Sharingl Sharing = Security I

Name | Add... |
ﬂi Administrators [ZEKIE-2\Administrators)
m Everyone m’
€7 SYSTEM l&
Permissions: Allow Deny
Full Control O O
Modify O O
Read & Execute O
List Folder Contents O
Read O
Write O

Advanced... |

v Allow inheritable permissions from parent to propagate to this

object
| oK I Cancel Apply

Permissions for Administrators

Windows NT

The default permissions at installation do not need to be changed. You can skip this step.
Windows 2000

Complete these steps:

1. Choose My Computer > C:\InetPub\wwwroot\securecgi-bin.
2. Right—click and choose Properties > Security.



3. Click Administrators and verify that Allow is checked for Read and Read & Execute in the
Permissions area:

securecgi-bin Properties ﬂll

Generall Web Sharingl Sharing Security I

Name | Add...
ﬁ} Administrators [ZEKIE-2\A&dministrators)
ﬁi Everyone ﬂl
€7 SYSTEM
Permissions: Allow
Full Control
Modify
Read & Execute
List Folder Contents
Read
Write

Additional permissions are present but not
M' viewable here. Press Advanced to see them.

v Allow inheritable permissions from parent to propagate to this

object
| oK I Cancel Apply

Test UCP

Complete these steps:

1. Open a browser on the local machine and point to http://your_ip_address .
2. Enter the ACS username/password for a known working user, someone who is able to authenticate
a device that uses the ACS database:



2} CiscoSecure ACS for Windows NT : Login - Microsoft Internet Explorer

| Fle Edt Visw Favorites Tocls  Help

:éaad&v»-@ﬁ Qsearch [Favortes AHstery | Zhv Zh

| Addvass IE] Hitp:f172,18,124,99

CiscoSecure ACS

for Windows NT

Enter a username and password and then click the 'login’ button

Usernarme . |abecdel

Password : [

-]
&) oene || [ meemet Y
3. Enter old and new passwords for the user:
7} CiscoSecure ACS for Windows NT : Change Password - Microsoft Internet Explorer -0l x|
| Fle Edt Wew Favoites Tods Hep [« |
| &Bock » = - (D 9] A Qseach [S]Favorites PHstory | B Sb
| Adckess [@] Hp:{172.18.124. 99} sscurecgi-bin CSUserCGlexe >| P60 | |unks »
=)
Cisco Systews :
i CiscoSecure ACS
. for Windows N'T
Main Help Logous
Enter the old password, the new password and the confirmation of the new password, then click the *Submit" button
Username : abede
Old Password : |
New Password : | Py
Confirm New Password : [ -
Submit |
=
|4 Intermet 4

#] Done
4.You receive the Password Changed Successfully message:




J CiscoSecure ACS for Windows NT :Result - Microsoft Internet Explorer -0 x|
File Edk View Favorkes Tools Help ‘-
| wBack v o - ) 2 A} Qsearch [sjFavortes o fHitory Y 2
| Address Ié] http:jf172.18.124.99jsecurecgrbn/CSJsarCGlLexe EI G0 Links
Cis¢o § o
1560 OYSTEMS *
i k| CiscoSecure ACS
. [or Windows NT
Main e Password Logout
Password Changed Successfully
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Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Related Information

« Cisco Secure ACS for Windows Support Page
 Technical Support & Documentation — Cisco Systems
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