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Introduction

This document includes step—-by-step instructions on how to configure the Cisco VPN 3000 Series
Concentrators to support the NT Password Expiration feature using the RADIUS server.

Refer to VPN 3000 RADIUS with Expiry Feature Using Microsoft Internet Authentication Server in order to
learn more about the same scenerio with the Internet Authentication Server (IAS).

Prerequisites

Requirements

« If your RADIUS server and NT Domain Authentication server are on two separate machines, make

sure that you have established IP connectivity between the two machines.

» Make sure that you have established IP connectivity from the concentrator to the RADIUS server. If
the RADIUS server is towards the public interface, don't forget to open up the RADIUS port on the

Public Filter.

» Ensure that you can connect to the concentrator from the VPN client using the Internal User Databa:
If this is not configured, please refer to Configuring IPSec — Cisco 3000 VPN Client to VPN 3000

Concentrator.

Note: The Password expiration feature cannot be used with Web VPN or SSL VPN clients.



Components Used
This configuration was developed and tested using the software and hardware versions below.

* VPN 3000 Concentrator Software Version 4.7

* VPN Client Release 3.5

« Cisco Secure for NT (CSNT) version 3.0 Microsoft Windows 2000 Active Directory Server for User
Authentication

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Network Diagram

This document uses this network setup:
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Diagram Notes

1. The RADIUS server in this configuration is on the public interface. If this is the case with your
specific setup, please create two rules in your public filter to allow RADIUS traffic to enter and leave
the concentrator.

2. This configuration shows CSNT software and NT Domain Authentication Services running on the
same machine. These elements can be run on two separate machines if required by your
configuration.

Configuring the VPN 3000 Concentrator

Group Configuration

1. To configure the group to accept the NT Password Expiration Parameters from the RADIUS Server,
go to Configuration > User Management > Groups, select your group from the list, and click
Modify Group. The example below shows how to modify a group hamed "ipsecgroup.”



Configuration | User Management | Group

Save Neededfy
This section lets you configare groups A group 15 a collection of users treated as a smgle entity

Chek the Add Group button to add a group, or select a grovp and cick Delete Group o Modify Growp. To moddy other group parsneters, chck Modify Auth. Servers, Modify Acct.
Servers Modify Address Poels o« Modify Client Update

Current Groups Actions

2.Go to the IPSec tab, make sure that RADIUS with Expiry is selected for the Authentication
attribute.

Check the Inherit? box to zet a field that you want to defaul to the base group value. Uncheck the Inherit? box and enter a new vakse 1o overnde base group values.

Identity - General " IPSec | Mode Config | Client FW | HW Client * PPTP/L2TP

IPSec Parameters
Attribute Value Deseription
IPSec SA||ESP-30ES-MDS P [Select the growp's IPSec Secunty Assocsaton
TKE Peer Tdentity|r— )
Validati supponed by cerificate ¥] | P [Select whether or not to vabdate the identity of the peer usng the peer’s cenificate
IKE Keepalives| ¥ P |Check to enable the use of IKE keepalives for members of this group
R'M'“"l;l"‘r P [Check to reautbenticate the user on an IKE (Phase-1) rekey
Tunnel Type||Remote Access | P [Select the type of bammed for thas growp. Update the Remote Access parameters below as needed
Remote Access Parameters
Group Lock| ™ P [Lock users mto thos group.
Authenticati RADIS wih Bxpry 5] I ?cieslm?m“mmdf«m«xofmlym This parameter does not apply to Individual User
None
IPComp| RADILS P |Select the method of IP Compresson for members of this group.
Mod 2 Check to mnmate the exch of Mode Config: P s with the chent Thes nvast be checked  version 2.5 (or]
Q g&oomun o earber) of the the Alnga/Cisco chent are beng used by members of tes group
(Aopy | Concer |i=ne

3. If you want this feature to be enabled on the VPN 3002 Hardware Clients, go to the HW Client tab,
make sure that Require Interactive Hardware Client Authentication is enabled, then click Apply.

Configuration | User Management | Groups | Modify ipsecgroup

Check the Inherit? box to set a field that you want to defadt 1o the base group vabse Uncheck the Inherit? box and enter a new value to ovemnde base group values

Identity ~ General " IPSec | Mode Canfig | Client FW ~ HW Client TPPTPAZTP
Hardware Client Parameters
Attrib Value  |Inherit? Deserip
wau’rmﬂ T |Check to requre the hardware cient to be mteractwely authenticated at each conmection attempt
Require Individual User Auth r P |Check to requre users behmd a hardware chent to be authenticated
User Idle Timeout] 30 P |Eater the sesnion adle timeout n rrwites. Use 0 for no timeout.
Cisco TP Phone Bypass| " & x&wdowCutol'PPboneswbypmln&vodudmwmmbehsdnhrdwe

oy |_Concul |

RADIUS Configuration

1. To configure the RADIUS server settings on the concentrator, go to Configuration > System >
Servers > Authentication > Add.



Configuration | System | Servers | Authentication

Thas section Jets you configure parameters for servers that authenticate users

You should have a properly configured RADIUS, NT Domam, or SDI server to access, or you can configure the mtemal server and add users to the uternal database

Chek the Add button to add a server, or select a server and chck Modify, Delete, Move, or Test

Authentication
Servers Actions

Imemal (Imamal) Add |
Modity |
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2.0n the Add screen, type in the values that correspond to the RADIUS server and click Add.

The example below uses the following values.
Server Type: RADIUS
Authentication Server: 172.18.124.96
Server Port = 0 (for default of 1645)
Timeout = 4
Reties =2
Server Secret = ciscol23
Verify: cisco123

Configuration | System | Servers | Authentication | Add

Configure and add a user authentication server

Server Type WEI Selecting Internal Server will let you add users to the mternal user database.
Authentication Server |17218.124.96 Enter IP address or hostname.
Server Port[0 Enter 0 for default port (1645)
Timeout [4_ Enter the tmeout for this server (seconds),
Retries [2_ Enter the number of retmes for this server,
Server Secret [*= Enter the RADIUS server secret.
Verify [ws Re-enter the secret.
Add | cancel |

Configuring the Cisco Secure NT RADIUS Server

Configuring an Entry for the VPN 3000 Concentrator

1.Log into CSNT and click Network Configuration in the left panel. Under "AAA Clients," click Add
Entry.
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2.0n the "Add AAA Client" screen, type in the appropriate values to add the concentrator as the
RADIUS Client, then click Submit + Restart.

The example below uses the following values.
AAA Client Hosthame = 133_3000_conc
AAA Client IP Address = 172.18.124.133
Key = cisco123

Authenticate using = RADIUS (Cisco VPN 3000)
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An entry for your 3000 concentrator will appear under the "AAA Clients" section.
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Configuring the Unknown User Policy for NT Domain Authentication

1. To configure User Authentication on the RADIUS server as a part of the Unknown User Policy, click
External User Database in the left panel, then click the link for Database Configuration.
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2. Under "External User Database Configuration," click Windows NT/2000.
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External User Databases

External User Databhase Configuration

‘0\9

Choose which external user database type to configure.

NIS/MIS+

LEAP Proxy RADIUS Server
Windows NT/2000

Novell NDS

Generic LDAP

External ODEC Database
RADIUS Token Server
AXENT Token Server
CRYPTOCard Token Server
SafeWord Token Server

SDI SecurID Token Server

List all database configurations

]

3.0n the "Database Configuration Creation” screen, click Create New Configuration.
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4. When prompted, type a name for the NT/2000 Authentication and click Submit. The example below
shows the name "Radius/NT Password Expiration."
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5. Click Configure to configure the Domain Name for User Authentication.

Submit I Cancsl ]
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Choose what to do with the Windows NT/2000 database.

Network
Configuration

el System
Configuration

o Interface
| Configuration

F

Configure l Deletel

6. Select your NT domain from the "Available Domains," then click the right-arrow button to add it to
the "Domain List." Under "MS—-CHAP Settings," ensure that the options for Permit password
changes using MS—CHAP version 1 and version 2 are selected. Click Submit when you are done.
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MS-CHAP Settings

S

Vv Permit password changes using MS-CHAP version 1
¥ Permit password changes using MS-CHAP version 2

These settings can be used to enable or disable password changes using the MS-CHAP
version 1 or version 2 protocols.
7. Click External User Database in the left panel, then click the link for Database Group Mappings
(as seen in this example). You should see an entry for your previously configured external database.
The example below shows an entry for "Radius/NT Password Expiration,” the database that we just
configured.
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8. On the "Domain Configurations"” screen, click New configuration to add the domain configurations.
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9. Select your domain from the list of "Detected Domains" and click Submit. The example below shows
a domain named "JAZIB-ADS."
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10. Click on your domain name to configure the group mappings. This example shows the domain
"JAZIB-ADS."
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11.Click Add mapping to define the group mappings.

New configuration
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12.0n the "Create new group mapping" screen, map the group on the NT domain to a group on the

CSNT RADIUS server, then click Submit.. The example below maps the NT group "Users" to the
RADIUS group "Group 1."

Delete Configuration I
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13.Click External User Database in the left panel, then click the link for Unknown User Policy (as

seen in this example). Make sure that the option for Check the following external user databases is

selected. Click the right—arrow button to move the previously configured external database from the
list of "External Databases" to the list of "Selected Databases."
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Testing the NT/RADIUS Password Expiration Feature

The concentrator offers a function to test RADIUS authentication. To test this feature properly, make sure th
you follow these steps carefully.

Testing RADIUS Authentication

1. Go to Configuration > System > Servers > Authentication. Select your RADIUS server and click
Test.

This section lets you configure parameters for servers that authenticate users

You should have a properly configured RADIUS, NT Doman, or SDI server to access, or you can configure the mtemal server and add users to the mtemal database

“hek the Add button to add a server, or select a server and click Modify, Delete, Move, or Test

Authentication
Servers Actions
Modify
Delete
Move Up
Move Down
Test

2.When prompted, type your NT domain user name and password, and then click OK. The example

below shows user name "jfrahim" configured on the NT domain server with "cisco123" as the
password.



Enter a username and password with which to test. Please wait for the operation to complete or timeout.

User Name |jfrahim

Password [

OK Cancel

3. If your authentication is set up properly, you should get a message stating "Authentication
Successful."

Authentication Successful
Continue l

If you receive any message other than the one shown above, there is some configuration or connect
problem. Please repeat the configuration and testing steps outlined in this document to ensure that ¢
settings were made properly. Also check the IP connectivity between your devices.

Actual NT Domain Authentication Using RADIUS Proxy to Test the
Password Expiration Feature

1. If the user is already defined on the domain server, modify the properties so that the user will be
prompted to change the password at the next logon. Go to the "Account" tab of the user's properties
dialog box, select the option for User must change password at next logon, then click OK.



2. Launch the VPN client, then try to establish the tunnel to the concentrator.

Connect: |

3. During User Authentication, you should be prompted to change the password.



User Authentication for lab

@ Your password expired
g
New Password:

Confirm Password:

|
oK I Cancel
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