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Introduction

The Active Directory Single Sign—On (AD SSO) feature uses Kerberos between the web browser of the cliel
and the Cisco NAC Guest Server in order to automatically authenticate a guest against an Active Directory
Domain Controller.

Note: For the purpose of this document, the NTP and DNS servers are also on the DC, but this is possibly n
the case in your environment.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:
* DNS must be configured and work on the Cisco NAC Guest Server.
* DNS must be configured and work on the Domain Controller.
» The DNS entries for the Cisco NAC Guest Server must be defined:
¢ Arecord
¢ PTR record
» The DNS entries for the Domain Controller must be defined:
¢ Arecord

¢ PTR record
 Cisco NAC Guest Server time settings must be synchronized with the Active Directory Domain.

Components Used

The information in this document is based on these software and hardware versions:



* NAC Guest Server 2.0
« Microsoft Windows XP with Internet Explorer 6.0
* Windows Server 2003

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tool (registered customers only) to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:

Browsing to the ..
Sponsor Portal x “ SSO Setup

.
>

J

Sponsor Machine NAC Guest Active Directory
Server Server

Configurations

This document uses these IP addresses:
« Domain Controllerj72.23.117.46 (w2k3-server.cca.cisco.com)
* NAC Guest Serverj72.23.117.42 (ngs.cca.cisco.com)
e Sponsor Machinej72.23.117.45

Complete these steps:

1. Access the NGS Admin Interface. From the browser, go to http://172.23.117.42/admin



Network Settings

Hostname ngs

IP Address 172.23.117.42

Subnet Mask 255.255.255.0

Gateway: 172.23117.41
Ry

Domain: cca.cisco.com

Primary DNS 17223117 .46

Secondary DNS:

| Save Settings || Cancel || Reboot Server

2.NGS Network Configuration
Choose Server > Network Settings.
a.Hostname ngs
b. Domain cca.cisco.com
c.Primary DNS{72.23.117.46
3.NTP Setup

In Server > Date/Time, configure the NTP server to DC IP 172.23.117.46 .



alaln -
cisco Cisco NA

Jt-Mthertication Data/Time Settings
» GuestPalicy

Devices Date/Time

User Interface

Hotspot

Server FRM_TIME:
Network Settings
DatefTime Settings
Access Restrictions

SSL Setlings
Backup Use NTP to set System Date & Time:

FRM_DATE

System Timezone: | PST8RDT

NTP

System Logs NTP Server 1 172.23.117.46
Licensing

NTP Server 2
Replication Seftings

SNMP NTP Server 3

Status: Walting for NTP sermvers..

| savesetngs || cancel || RebootSerer |

4. AD SSO Setup

Before you configure the SSO section, make sure the A and PTR records exist for the domain
controller and NAC guest server.

In the AuthServer > Auth SSO section, configure this:

Server Settings

Enable AD Single Sign On: [v]

AD Domain: CCACISCO COM

Domain Contraller FQDN w2k3-sener.ceacisco.com

This Server's Hostname FQDN ngs. cca . cisco com

Active Directory Credentials

This password 1s only used to join this server to the Domain. It is not saved.
AD Administrator Usemame: administrator

Password sseee Confirm esese

If the configuration is successful, you should see a success message.



AD Single Sign On

/% Your configuration allows non-SSL connections to this server. It is recommended that vou diszble this if you
use AD Single Sign On.

‘2 Configuration Created

Server Settings

Enable AD Single Sign On )

AD Domain. CCACISCO.COM

Domain Conlroller FQDN w2k3-senmr ccacisco.com
Thig Sarvars Hostname FODN NQE CCa.CISCo com

5. Validate the SSO feature

From the user machine, log into the domain. In this example, this machine is part of the cca domain.
Only Internet Explorer is supported for the SSO feature. You need to make sure that the NAC Guest
Server is part of local intranet and auto-login is turned on.

Note: Use the FQDN for the guest server in order to test SSO from the browser. For example, the IP
address does not work.

a.Verify the web browser settings:



Local intranet

‘1’ | You can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:

Web sites:

http:/ings.cca.cisco.com
https:f/ngs.cca.cisco.com

[ TRequire server verification (https:) for all sites in this zone

[ Cancel

0K ][ Cancel J




Security Settings

Settings:

() Disable
,-(
(®) Enable

- ) Prompt

@ Scrupting of Java applets
() Disable
P
(o ) Enable
(~ ) Prompt

m User Authentication

ﬁ Logon
(__ ) Anonymous logon
f :( ) Automatic logon only in Intranet zone
(')‘; Automatic logon with current username and passw
(\_:) Prompt For user name and password

<

Reset custom settings

Reset to:  Medium

. From the web browser, go to http://ngs.cca.cisco.com. You should be automatically logged
in to the ngs with the domain credentials.

Note: The link http://ngs.cca.cisco.com will only work if you have configured NAC in
admin mode with the user credentials.

4] hetpsfings, coa cisco con v B
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Getting Started

! Create Guest Accounts LT Manage Guest Accounts

singe L

v 4 Crests Accounts
Create Guest Azcout
Muliple Az counte
Import Accourss
Random Accounts



Under the NAC Guest Server Audit Logs, you can see the user Niall logged into the default

group:
Audit Logs

AuditLogs  Agplication Logs | SupportLogs  Log Settings
Action By. Client IP
Category. | Show All v Semver 1P Show Al v
Between: (10 v Jan v~ 20090 v [ and 11 v Jan v (2009 v | EH
[Run || cancel |
Audit Log Showing 1-6f6 10 v  PerPags
SponsorAdmin User .~ Actiona« Date/Time . «
admin Connguration settings saved 11-Jan-2009 10:53 PM
admin AD Authentication created 11-Jan-2009 10:53 PM
admin AD Single Sign On enabled 11-Jan-2009 1053 PM
admin Login successiul 11-Jan-2009 10:52 PM

[ NGS Maoped sponsar nlall@CCA CISCO.COM to group DEFAULT  11-Jan-2009 10:44 PM

6. User Group Mapping with AD SSO (Optional)

In this section you will learn to map the SSO user to a specific group other than the default group.

To map the user group with ADSSO, you need to configure the Active Directory Server as Auth
Server and then map the AD group with Sponsor User Group.

a.Choose NGS (http://172.23.117.42/admin) Authentications > Sponsors > Active
Directory Servers. Add a new domain controller.



Server Name:

User Account Suffixc

Domain Controller.

Base DN:

Username

Password:

Status:

Active Directory Servers

Active Directory Details

NGS.CCACISCO.COM

@CCA.CISCO.COM

w2k3-server.cca.cisco.com

dc=cca,dc=

cisco,dc=com

Administrator

™

confirm; eeese

To test the Active Directory connection, enter the details into the form and
then click the Test Connection’ hutton.

l
| Save Settings || Cancel 11[ Test Connection |

Active Directory connection successful

The test connection option has been introduced in NGS 2.0 for ease of troubleshooting. It tell
you whether you have configured the DC correctly.
b. Configure the User Group

Add a new user group name tme. In this example, you choose NO in order to bulk account
creation. This way you know immediately whether the user has been placed to the tme group

or the default group.

Edit Permissions
l.d Group saved

Group Name ime

Alow Login:

Create Account:

Group Permissions Actva Directory Mapping

LDAP Mapping = RADIUS Mapping = GuestRoles | Time Profiles

Ll:fé ate Bulk Accounts:

Craate Random Accounts:
Impont CSV

Send Email

Send SMS

View Guesl Password

Edit Account

Allow Printing Guest Detalls:

No

No

No

Oy

v

v

Accounts v




In Active Directory Mapping, the test user niall is already part of Domain Admins.

Edit Active Directory Mapping

4 Group mapping changed

Group Nama : tme

Group Permissions Active Directory Mapping ~ LOAP Mapping  RADIUS Mapping  GuestRoles  Time Profilss

Active Directory Group © pomain Admins v

|No Active Directory Mapping

| DnsUpdate Proxy

|Domain Admins

|Domain Computers
|Domain Controllers
|Domain Guests

|Domain Users

|Enterorise Admins

|Group Policy Creator Ovmers
|Schema Admins

[Save | Cancel

Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands. Use the Ol
to view an analysis of show command output.

Verify ADSSO User Group Mapping

In order to access the Sponsor machine, open a new browser and go to http://ngs.cca.cisco.com.

Niall should be placed in tme group with no access to bulk account creation.

'é'.'s'é'é': Ci :

Getling Started

Geting Blarked
Wy Setinge ! Create Guest Accounts +lT Manage Guest Accounts

* X Cate Accounts

Croale Guest Account

If you look at the audit logs, you can verify that the Sponsor is placed into the correct Role.



"tk cisco NAC Gu

> Authantication Audit Logs
» GuestPolicy

Mgt Logs  Applicsdon Logs  SupporiLogs | Log Sattings |
* Devices '

* Usarinterface | Action By. Crent P
» Hospol

i :
Netwark Settings Between: |28 v ||Jan w2009 v |  and 23 w|[Jzn v 2009 v il

Calegory.  Shaw Al w | Sarvar P | Show Al v|

DataiTime Settings | [H.ITJ (.‘anr.rsIJ
Access Reslricions

SSL Sattings Audit Log Stowing -3¢73 10 v ParPage
Backup SponsorAdmIn USEr a v ACHON o v Date/Tame . «

— admn Login successiul 29-Jan-Z009 18 AM

Licensing NGS Mapped sponson mall@cca.ciscocom to group e 28-Jan-2009 10:13 PM [

Replicasion Seltings NGS 880 auth succass for user [(RAlECCA CISCO COM]  28Jan- 2008 1013 PM
SNMP | Page 1 0oft

Troubleshoot

This section provides information you can use to troubleshoot your configuration.
These are error messages in the logs. Kerberos errors results in one of these errors:

« Domain format incorrect / Domain Controller must be a FQDN, not an
IP address

The domain has not been entered in a correct format (should be of the form CCA.CISCO.COM).
* Hosthame must be a FQDN, not an IP address

The hostname of the NAC Guest server cannot be an IP address it must be a Fully—Qualified Domai
Name e.g. nac.cca.cisco.com.
e Cannot determine IP address for Domain Controller

There is a DNS configuration issue.
e Cannot get DNS A record for Domain Controller

There is a DNS configuration issue.
e Cannot get DNS A record for hosthame

There is a DNS configuration issue.
e Cannot get DNS PTR record for Domain Controller IP address

There is a DNS configuration issue.
e Cannot get DNS PTR record for hostname IP address

There is a DNS configuration issue.
« Failed to create computer account for this server on the Domain
Controller. See application log for details

. View the application log to see the full details of the error.
« Invalid username/password

The administrator username/password is incorrect.



¢ Invalid Domain or cannot resolve network address for DC

There is a DNS problem on the AD server.
* Domain Controller time does not match this server's time

Ensure the server times match, it is recommended you use NTP to synchronise server times.
« The DC cannot determine the hostname for the Guest server by reverse
lookup. There may be an issue with your DNS confiugration.

There is a DNS configuration issue on your AD server.

Related Information

» Technical Support & Documentation — Cisco Systems

Contacts & Feedback | Help | Site Map
© 2010 - 2011 Cisco Systems, Inc. All rights reserved. Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks of

Cisco Systems, Inc.

Updated: Feb 23, 2009 Document ID: 109602




